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KB T
Tkt

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m Androidl3.xml

SNERERTEHYEXpressHISR, ARATHIMEUIANT:

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m
Androidl3_Express.xm]l

ARSSERRIG T3

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m Androidl3.xml -
-mirror

SNERERTBAYEXpressHIR, ARATHIMEULANT:


mailto:wlq@rock-chips.com
af://n2693
af://n2694
af://n2695
af://n2699

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m
Androidl3_Express.xml --mirror

X, repogooglePythonHIASAERgitAI—MNHA, FEERARTE. EEAndroid BRI
CE, HTEtitinT:

git clone https://gerrit.rock-chips.com:8443/repo-release/tools/repo

AFEZFIREIRESDKIFERS, AR E BRI N hRAAISDKAIaELE R, LA
Rockchip_Android13.0_SDK_RELEASE.tar.gz.* " J9ffl, ¥NBNZ¥AHEE, BIN T aSalaHiR
f5:

mkdir Rockchip_Androidl3.0_SDK_RELEASE

cat Rockchip_Androidl3.0_SDK_RELEASE.tar.gz* | tar -zx -C
Rockchip_Androidl3.0_SDK_RELEASE

cd Rockchip_Androidl3.0_SDK_RELEASE

.repo/repo/repo sync -1

.repo/repo/repo sync -c

faE B ChrepofUiBIRSSEE
730

L% openssh-server BFEEER, it BFEETRE, keychain BFAFBREIETE

sudo apt-get install openssh-server git keychain

gitolite}&iE
ARSSERIRIR(E
(LABRS328HhHE: 10.10.10.206 93 Ti588)
1. BUEgithKF -

sudo adduser --system --shell /bin/bash --group git
sudo passwd git

2. Llgit" Ik ERIRSS 28

3. Fa{R"~/.ssh/authorized_keys" AZSE R FIE

4. RS EEE RN AAZE ~/YourName.pub”

5. T#gitolitej&ErY

git clone https://github.com/sitaramc/gitolite.git

6. FEgitFIPER TOIEbinESR

mkdir -p ~/bin

7. PUT T Ies S REgitolite, REIRAZETEAE, BFSERIBHAIE:


af://n2707
af://n2708
af://n2711
af://n2712

gitolite/install -to ~/bin
8. REEER
~/bin/gitolite setup -pk YourName.pub

BRimiEE
1. REIRSSEMgitolite TR GREE:

git clone ssh://git@10.10.10.206/gitolite-admin.git
2. IR ~tARgitoliteBRT

cp username.pub keydir/username.pub

3. N INERREF

vi conf/gitolite.conf

@admin = adminl admin2 admin3
repo gitolite-admin

RW+ = @admin

repofR{FIsE
BRSSSRinIRIE

1. FAgitikSENRS =R
2. ERER T HirepoITE

git clone https://gerrit.rock-chips.com:8443/repo-release/tools/repo
3. #F7E&RK_Android13_mirrorBH

mkdir RK_Androidl3_mirror

4. )\ RK_Android13_mirrorB&

cd RK_Androidl3_mirror

5. FZRK Android13 SDK&{&

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m Androidl3.xml -
-mirror

6. B B AR

.repo/repo/repo 1list -n > android_t.conf
sed -i 's/A/@android_t = RK_Androidl3_mirror\/&/g' android_t.conf


af://n2740
af://n2753
af://n2754

BERIRIEE

1. B IRSS2EimAYandroid_t.conf#E N EIZ Fimkd-gitolite-admin/conf/- &
2. IFINZERLBR

vi conf/android_t.conf
@Qusergroup = userl user2 user3
repo @android_t

R = @usergroup

RW+ = @admin

vi conf/gitolite.conf
include "android_t.conf"

3. FiEE S manifestsBE

vi conf/android_t.conf
@android_t = Android_T/manifests_xxx

EPnRE

1. EE iR FEmanifests_xxxB &
FEEthE FuRE K - TEimanifests_xxx.gitB R

git clone ssh://git@10.10.10.206/Android_T/manifests_xxx.git
2. EEFim FERIBmanifestsG &
git clone ssh://git@10.10.10.206/Android_T/manifests.git

3. 23z manifest.xmI3FEIFRERIManifest xxxBEH
BREEmanifests FEIISZEE N EBImanifests xxxA

cd manifests_xxx
cp -rf manifests/*.xml manifests_xxx/

BEES

git status

Androidl3.xm]l
Androidl3_Express.xm]l

defauTlt.xml
include/rk3326_repository.xml
include/rk356x_repository.xml
include/rk_checkout_from_aosp.xml
include/rk_modules_repository.xml
remote.xml

remove_t.xml

AHBIRRZ


af://n2777
af://n2789

git add -A
git commit -m "init xxx"

pushZITFEHD 2
git push origin master:master

4. BB RIS bR
HERBR T F#repoIT 2

git clone https://gerrit.rock-chips.com:8443/repo-release/tools/repo

R LPRRER, BRI NEERNT

mkdir Androidl3

cd Androidl3

~/repo/repo init -u ssh://git@10.10.10.206/Android_T/manifests_xxx.git -m
Androidl3.xml

Heh:

//10.10.10.206 Z2{RAYPRSS 2TimitEiL

BT AT LSS E CirepolRBZEEEE T, ILUEECHRERSSBIEHES EARH(I—ET
7.

R EE

BIL LS BERABRSERAE AN CEREAREVANS X, MRECEFEENB IR
13, ALSE TENZERHTERE.

INRECHRIBR X
1 ENBEEROREOE, Mkernel BRAFRHTIA

cd kernel-5.10

2 A D T

git checkout remotes/m/master -b xxx_branch
3. push xxx_branchf322inf2iRS =8

git push rk29 xxx_branch:xxx_branch

Hrh rk29 Eremote aJLABE#tabEE&IAME

4. A .repo/manifests HRIEHImanifest BEEERIS
B .repo/manifestsERi@idgrep kernelaJLIkZkernel SEXSRAImManifestfIfiIE

cd .repo/manifests


af://n2815
af://n2817

--- a/include/rk_modules_repository.xml
+++ b/include/rk_modules_repository.xml
@@ -10,7 +10,7 @@

<project path="hardware/rockchip/1libgraphicpolicy"
name="rk/hardware/rk29/1ibgraphicpolicy" remote="rk"
revision="refs/tags/android-1s.0-mid-rkrl" />

<project path="hardware/rockchip/1ibhwjpeg" name="rk/hardware/rk29/1ibhwjpeg"
remote="rk" revision="refs/tags/android-13.0-mid-rkrl"/>

<project path="u-boot" name="rk/u-boot" remote="rk"
revision="refs/tags/android-13.0-mid-rkrl" />
- <project path="kernel" name="rk/kernel" remote="rk29"
revision="refs/tags/android-13.0-mid-rkrl"/>
+ <project path="kernel" name="rk/kernel" remote="rk29" revision="xxx_branch"/>

<project path="bootable/recovery/rkupdate"
name="platform/bootable/recovery/rk_update" remote="rk"
revision="refs/tags/android-13.0-mid-rkrl" />

<project path="bootable/recovery/rkutility"
name="platform/bootable/recovery/rk_utility" remote="rk"
revision="refs/tags/android-13.0-mid-rkrl"/>

5. I23EM I manifestBTiES 2

git add include/rk_modules_repository.xml
git commit -m "change kernel branch on xxx_branch"
git push origin default:master

R manifestsOEE/E, HftEERATLARSENRMIECHIS ZMkerneRES T
(X EIED s

B AR D X EMAILEE C X LIRZECHNENR T, E32EZpushZlxxx_branchs37
M.

AL RKAYLES

1. R RKAB R EEIRSS sftmit Tsynci(E

cd RK_Androidl3_mirror

.repo/repo/repo sync -c

2. EFiRAFRKXImanifestsf(EEL

o TERKERIEmManifestsBE

git clone //10.10.10.206/wlq/test/manifests.git

SERAXItE TExttEmanifests (RKIE#R) Fimanifests_xxx(BEfY), BRKIENNEFRBOEHIIBECH
CEF (FEEKtag, EINMRECES) .

o WHYHBAEEIEK pushBlmanifests_xxx_k,
XS WA LFABSIEN THLECE, ETF—LSHEHTENCERNEH.


af://n2841
af://n2843

3. BECS XN ERFEFIERKIYER mergeRIH S D L
Likernel 9451

o EEIRIERINTEDSX

wlq@wlq:~/homel/test2/kernel-4.19% git branch -av
* android-11.0-mid-rkr7  Obde59fad73a ARM: configs: rockchip_defconfig enable
ION_CMA_HEAP

XXX_branch Obde59fad73a ARM: configs: rockchip_defconfig enable
ION_CMA_HEAP
remotes/m/master -> rk29/xxx_branch

remotes/rk29/xxx_branch Obde59fad73a ARM: configs: rockchip_defconfig enable
ION_CMA_HEAP

AILIERIHEHERAIZE: remotes/m/master > rk29/xxx_branch

o BIBAMD (MECHITED S L)

git checkout remotes/m/xxx_branch -b Tocal_xxx_branch

o HEASRIRKAIIIERFTAG

wlg@wlq:~/homel/test2/kernel$ git tag | grep rkr

android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-10.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-11.
android-13.

0-mid-rkrl
0-mid-rkr10
0-mid-rkrll
0-mid-rkrl3
0-mid-rkr2
0-mid-rkr3
0-mid-rkr4
0-mid-rkr5
0-mid-rkr6
0-mid-rkr7
0-mid-rkr8
0-mid-rkr9
0-ebook-rkrl
0-ebook-rkr2
0-ebook-rkr3
0-ebook-rkr4
0-ebook-rkr5
0-ebook-rkr6
0-mid-rkrl
0-mid-rkr2
0-mid-rkr3
0-mid-rkr4
0-mid-rkr4.1
0-mid-rkr5
0-mid-rkr6
0-mid-rkr7
0-mid-rkr7-prev
0-mid-rkr8
0-mid-rkrl

ALIEEYai&FAANdroid1389tagE android-13.0-mid-rkrl

e &3 android-13.0-mid-rkrl EA#SE



git merge android-13.0-mid-rkrl

EEREENR, WRAMPRCERITR, REPRERTI—F
* pushGHFTHIRBEITES X

git push rk29 local_xxx_branch:xxx_branch
o Ht DR BREIRDX NS REITEFRAZEH

kernel{{E3E81=i5EE

Android133z#55.10 ki AAYkernel, kernelJEfB{E L& kernel-5.10BRT,
KIS %miFE
—EmEDS

./build.sh -UKAup
( WHERE: -U = build uboot
-C = build kernel with Clang
-K = build kernel
-A = build android
-p = will build packaging in IMAGE
-0 = build OTA package
-u = build update.img
-v = build android with 'user' or 'userdebug'
-d = huild kernel dts name
-V = build version
-] = build jobs

THERMH R Fm S TR EREN TR, GG EH OHFERIENTES, 250
source build/envsetup.sh
Tunch rk3588_t-userdebug

ENEaREGRSLE


af://n2890
af://n2892
af://n2893
af://n2895

Soc

RK3588S

RK3588S

RK3588

RK3566

RK3566

RK3568

RK3562

RK3562

RK3562

RK3528

£S5t

FiR

Tk
L

TR
R

FiR

TR
R

Fk
L

TR
R

Tk
R

FiR

BOX

SENR

==

RK3588sS-
EVB1

RK3588
EVB1

=)

EVB2-
LP4X-v10

EVB1-
DDR4-V10

rk3562-
evb1-
Ip4x-v10

rk3562-
evb2-
ddr4-v10

==

RK3528
EVB1

Android

build/envsetup.sh;lunch
rk3588s_t-userdebug

build/envsetup.sh;lunch
rk3588_t-userdebug

build/envsetup.sh;lunch
rk3588_t-userdebug

build/envsetup.sh;lunch
rk3566_tgo-userdebug

build/envsetup.sh;lunch
rk3566_t-userdebug

build/envsetup.sh;lunch
rk3568_t-userdebug

build/envsetup.sh;lunch
rk3562_t-userdebug

build/envsetup.sh;lunch
rk3562_t-userdebug

build/envsetup.sh;lunch
rk3562_tgo-userdebug

build/envsetup.sh;lunch
rk3528_box-userdebug

—HRRIE

./build.sh -
AUCKu -d
rk3588s-
tablet-v10

/build.sh -
AUCKu -d
rk3588s-
evb1-lp4x-
v10

./build.sh -
AUCKu

J/build.sh -
AUCKu

./build.sh -
AUCKu

/build.sh -
AUCKu

./build.sh -
AUCKu

./build.sh -
AUCKu -d
rk3562-
evb2-ddr4-
v10

./build.sh -
AUCKu

/build.sh -
AUCKu

kernel4®iE

make ARCH=arm64
rockchip_defconfig
android-13.config
pcie_wifi.config;make
ARCH=arm64 rk3588s-
tablet-v10.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config
pcie_wifi.config;make
ARCH=arm64 rk3588s-
evb1-lp4x-v10.img -j24

make ARCH=arme64
rockchip_defconfig
android-13.config
pcie_wifi.config;make
ARCH=arme64 rk3588-evb1-
Ip4-v10.img -j24

make ARCH=armé64
rockchip_defconfig
android-13.config
rk356x.config;make
ARCH=armé4 rk3566-
rk817-tablet.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config
rk356x.config;make
ARCH=arm64 rk3566-evb2-
Ip4x-v10.img -j24

make ARCH=armé64
rockchip_defconfig
android-13.config
rk356x.config;make
ARCH=armé4 rk3568-evb1-
ddr4-v10.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config
rk356x.config;make
ARCH=arm64 rk3562-evb1-
Ip4x-v10.img -j24

make ARCH=armé64
rockchip_defconfig
android-13.config
rk356x.config;make
ARCH=armé4 rk3562-evb2-
ddr4-v10.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config
rk356x.config;make
ARCH=arm64 rk3562-
rk817-tablet-v10.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config ;make
ARCH=arm64 rk3528-evb1-
ddr4-v10.img -j24

ubootéi
E

/make.sh
rk3588

/make.sh
rk3588

/make.sh
rk3588

./make.sh
rk3566

./make.sh
rk3566

/make.sh
rk3568

./make.sh
rk3562

/make.sh
rk3562

./make.sh
rk3562

./make.sh
rk3528



Soc

RK3326

RK3326

PX30

RK3399

RK3399

HfthémiFinen

£S5t

FiR

Tk
R

TR
L

7l
i
"

iR
M

SENR

863

rk3326-
evb-Ip3-
v10-avb

px30-
mini-evb-
ddr3-v11-
avb

rk3399-
evb-ind-
Ipddr4-
v13-
android-
avb

rk3399-
sapphire-
excavator-
edp-avb

Android

build/envsetup.sh;lunch
rk3326_tgo-userdebug

build/envsetup.sh;lunch
rk3326_t-userdebug

build/envsetup.sh;lunch
PX30_t-userdebug

build/envsetup.sh;lunch
rk3399_t-userdebug

build/envsetup.sh;lunch
rk3399_t-userdebug

—HRRIE

./build.sh -
AUCKu

/build.sh -
AUCKu

/build.sh -
AUCKu

./build.sh -
AUCKu

/build.sh -
AUCKu -d
rk3399-
sapphire-
excavator-
edp-avb

Android13.0R8EEEEEkernel.imgflresource.img

kernel4®iE

make ARCH=armé64
rockchip_defconfig
android-13-go.config;make
ARCH=arm64 rk3326-863-
Ip3-v10-rksip1.img -j24

make ARCH=armé64
rockchip_defconfig
android-13-go.config;make
ARCH=armé4 rk3326-evb-
Ip3-v10-avb.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config;make
ARCH=arm64 px30-mini-
evb-ddr3-v11-avb.img -j24

make ARCH=armé64
rockchip_defconfig
android-13.config;make
ARCH=arm64 rk3399-evb-
ind-Ipddr4-v13-android-
avb.img -j24

make ARCH=arm64
rockchip_defconfig
android-13.config;make
ARCH=arm64 rk3399-
sapphire-excavator-edp-
avb.img -j24

ubootéi
E

/make.sh
rk3326

/make.sh
rk3326

./make.sh
px30

/make.sh
rk3399

./make.sh
rk3399

Android13.089kernel.imgflresource.img&&7Eboot.imgr, FEfFERbuild.sh -AK < KRIF
kernel, miFEHRSrockdev FEMIboot.img, MAILAFERII TG iE8M4RIEkernel, XNMNIRESEH
fmiFAndroid, FTLAmIERIESIERIS, B TESEMRFEkernellIFLAIRIE.

BimiEkernel£ERgboot.img

FIFARIE: TEkernel BR THBRMIFLERAY kernel. img F1 resource. img EEZ||HAY boot . img AR,
LA RK3588 #1901, SRiFRATEEXSRAYboot.imgdts:
Hrh BOOT_IMG=. . /rockdev/Image-rk3588_t/boot . img IXEBIgEMIEIHAIboot.imgAIE&R, <l

:

SclangZlIRE

cd kernel-5.10

export PATH=../prebuilts/clang/host/Tinux-x86/clang-r450784d/bin:$PATH
alias msk="make CROSS_COMPILE=aarch64-1linux-gnu- LLVM=1 LLVM_IAS=1'


af://n3025
af://n3026
af://n3028

rk3588:

msk ARCH=arm64 rockchip_defconfig android-13.config pcie_wifi.config && msk
ARCH=arm64 BOOT_IMG=../rockdev/Image-rk3588_t/boot.img rk3588-evbl-1p4-v10.img -
j32

rk356x:

msk ARCH=arm64 rockchip_defconfig android-13.config rk356x.config && msk
ARCH=arm64 BOOT_IMG=../rockdev/Image-rk3568_t/boot.img rk3568-evbl-ddr4-v10.img
-j32

rk3326/pPx30:

msk ARCH=armé64 rockchip_defconfig android-13.config rk3326.config && msk

ARCH=arm64 BOOT_IMG=../rockdev/Image-rk3568_t/boot.img px30-mini-evb-ddr3-v1l-
avb.img -j32

REET LB Skernel-5.10 B R THIboot.imgZIH88Hboot /B, EERHEkEMESKE
(parameter.txt) , LISBIREEEIR,

BEiRS
EfRS IR

Android13fJUSBIKEDriverAssitantfBEEEFHEIVS. 1.1iRA, T SE TNTENIESETHITERFR.
WindowsiETE: (TEENZIES, BRNELSER)

RKTools/windows/AndroidTool/AndroidToo]l_Release_v2.93

oy WA TR v2.84 - x
THER HEFEE SEhE Whiti% & Fig
= M3 E A
flg A TR
(LI = i T ks
1 OO0 b e NG R 701 i0<EoF
2 v | 000000000 Parameter  X:\1_source_codelaS_Androidil 29%ro. .. FEIFLashInfoflTh
3 [v  Dx00004000 Uboot ‘ A% _source code\aS_Androidll 29%u-bootiuboot. img IDB%!{&
1 [J#] oxo0008000 Mizo ¥:\_source_codelab_fndroidll_29%ro. . AEEIDBAL
5 [V 0x0000A000 Dtbo rockdev\Image—rk3566_rgo\dtho. img _Egig:gfg
[ [¥  0x0000CO00 vhmeta U:heode\rk3S68\AVE \vbneta. img FHET S
T [v  0x0000CS00 Boot X:\_source_codelab_androidll_29%ro. . ETE TSR (100%)
8 | [¥  0x00020800 Recovery  X:\1_source_code\ab_Androidll_29%ro. . TEE R o
9 [V  0x001D8800 baseparameter rockdev\Image—rk3566_r\baseparamete. .. g
10  |v  0x001D9000 Super rockdev\Image—rk3566_rgo\super. img HEERT
L 4 >
Loader Ver:1.01 thiT ik BEARE HE
R B - ASADBW

RKTools/Tinux/Linux_Upgrade_Tool/Linux_Upgrade_Tool_v2.4

ETX T REiRBBEDSBIFME

[El{4i5 B8

SERRFEESERII T4
rockdev/Image-rk3588_t/

— boot-debug.img
— boot.img


af://n3034
af://n3035
af://n3041

— config.cfg

— dtbo.img

— MiniLoaderAll.bin
b— misc.img

— parameter.txt

— pcba_small_misc.img
— pcba_whole_misc.img
— recovery.img

— resource.img

— super.img

— uboot.img

— update.img

L— vbmeta.img

TERSUN 4B :

rockdev/Image-rk3588_t/
— boot.img

— dtbo.img

— MiniLoaderAll.bin
b— misc.img

— parameter.txt

— recovery.img

— super.img

— uboot.img

L— vbmeta.img

AT LAB#ERE update. img

Elfti5ian


af://n3047

Bt

boot.img

boot-debug.img

dtbo.img
config.cfg
MiniLoaderAll.bin
misc.img
parameter.txt

B4

pcba_small_misc.img
pcba_whole_misc.img
recovery.img
super.img

trust.img

uboot.img
vbmeta.img

update.img

i1z
B&ramdis. kernel, dtb

5Sboot.imgfZE5IRuserEHA LURSXNboot.imgi#{TrootifRIE
1

Device Tree Overlays 2% FEAYdtboE A

RETERNEEXH , JUEERSANRETRR T HEERSRIIEIN

BE—%loader

B &recovery-wipeFHWRRMER, IREES#H Trecovery
BERKER

5i8E

BEpchaFHRRESR, WERSHNEBARpcbatEs
BEphaFHURRER, FSEREATEIRpcbati

B &recovery-ramdis, kernel, dtb
B &odm, product, vendor, system. system_extoXHE

B5BL31. BL32 RK3566/RK3568;8BEMIXNEY, AEEIRS

]

B2 uboot @
BEavbiRIEEE, FATFAVBRIEE
BEULEERENimgNE, s AT IEEERSEMNEGE

fastboot/REHMTHX

REEMRESIFNENK, BEIRT system/vendor/odm/product/system_exti X, HES
super.img, ByESsystem/vendor/odm&Z& (AILAEout FEIFKEIRIAZimgSZ{4) =JLARE
fastbootd , EKadbFIfastboothR AT GRS, SDKIZM T MEBIFNTEE:

RKTooT1s/Tinux/Linux_adb_fastboot (Linux_x86kx4)
RKTooTls/windows/adb_fastboot (Windows_x86}ii4s)

o [ERBYREMTIX:

adb reboot fastboot

fastboot flash vendor vendor.img
fastboot flash system system.img
fastboot flash odm odm.img

iE: HfastbootdiZfF, FELESBTFEXIREER, WEF:


af://n3104

fastbootd

Android Fastboot

Product name - rk3326_q

Bootloader version - unknown

Baseband version -

Serial number - YOVGGEWYJK

Secure boot - yes

HW version - ®

Use volume up/down and power. _

o bootloader

i¥: JEES s XEREfastboot, iHiHAbootloader:

adb reboot bootloader

WS GSIH:

o TEIANEEMRHNS, A fastbootd, REEREGSIHHIsystem.imgkEFFRImiscimg, REE
S Nrecoveryi#HTIREHTRE. TEM EEBNRERIE:

1. B ZEbootloader, REES->H2S/2H]:

adb reboot bootloader
fastboot oem at-unlock-vboot ## X ThSiTavbAHIIE 7, 155 %5 R A ORI .

2. REWHIRE, EFZEfastbootd:

fastboot flash misc misc.img
fastboot reboot fastboot ## Itttk N fastbootd

3. FHAIFRSGSI

fastboot delete-logical-partition product ## (L)X T40 X 4 A Sok % %, 7T LLSEHAT
Kzt A Mkproduct 2y X )5 5 GST

fastboot flash system system.img

fastboot reboot ## S NINE, B

o ¥: tBATLAEADSU(Dynamic System Updates)iEEGSI, BaiRockchipEEBEREIASIF
DSU, HTFZINEEEEEFEAENT, FEIN1G DDRELATHIRE(ER, BXDSURRBEFIE



A, i§&FAndroidER:
https://source.android.com/devices/tech/ota/dynamic-system-updates
o iE1: VISR, FERRIRSRmIFLAIboot-debug.imgZlbootIX;
o j¥2: CTS-ON-GSIHBINAFE})=boot-debug.img;
o iE3: MXENBEAGoogle BRI, HH-signedERRIGSIHRE,

((EFADTBOIL)&E

Android 10.08% LA E35#%Device Tree OverlaysIhig, FRISFRAMEZREERStbo.img, BFEANF=
RIEEERS.
1EBUTA:

1. B EFER RS

get_build_var PRODUCT_DTBO_TEMPLATE

a0 :

PRODUCT_DTBO_TEMPLATE := $(LOCAL_PATH)/dt-
overlay.in(device/rockchip/rk388/rk3588_t/dt-overlay.in)

2. RINEHEFERITI A
fign:

/dts-vl/;
/plugin/;

&chosen {
bootargs_ext = "androidboot.boot_devices=${_boot_devicel}";

e

&firmware_android {
vbmeta {

status "disabled";

e
fstab {

status "disabled";

e
e

&reboot_mode {
mode-bootloader = <0x5242C309>;
mode-charge = <0x5242C30B>;
mode-fastboot = <0x5242C303>;
mode-Tloader <0x5242C301>;
mode-normal <0x5242C300>;
mode-recovery = <0x5242C303>;

e

iE: Efdtboll—EEffRdtsHiFE{Ealias, FNFiLRkIIoverlay
Epfstab3i4

1. B EFERERS:


https://source.android.com/devices/tech/ota/dynamic-system-updates
af://n3139
af://n3153

get_build_var PRODUCT_FSTAB_TEMPLATE

fougn:

PRODUCT_FSTAB_TEMPLATE := device/rockchip/common/scripts/fstab_tools/fstab.in

288 BN XS, Bflswap_zram34], (EXldatary RIEHFHF
{Efparameter.txt

Android 130T & pkparameter txttI TR, ZHRARIEEESHmiE L parameter.txt, MIRIXBEE
BRI, NSIHFIMESFRIparameter.txt3 {4,

1. B EFER SR

get_build_var PRODUCT_PARAMETER_TEMPLATE

fhgn:

PRODUCT_PARAMETER_TEMPLATE :=
device/rockchip/common/scripts/parameter_tools/parameter.in

2. {EECE D X A/INBIAD):

BOARD_SUPER_PARTITION_SIZE := 2688548864
BOARD_DTBOIMG_PARTITION_SIZE := XXXX

BOARD_BOOTIMAGE_PARTITION_SIZE := XXXXX
BOARD_CACHEIMAGE_PARTITION_SIZE := XXXX

3. AMsEEparameterdp TH:
wii— N parameter. txtSA4E{RAYdevice B R FEPAT :
fAI4n: device/rockchip/rk3326/rk3326_qg/parameter.txt
4 {UERAT B4 AL parameter.txt({Filan):

parameter_tools --input
device/rockchip/common/scripts/parameter_tools/parameter.in --firmware-version
11.0 --machine-model rk3326 --manufacturer rockchip --machine rk3326_r --
partition-Tist
uboot_a:4096K,trust_a:4M,misc:4M,dtbo_a:4M,vbmeta_a:4M,boot_a:33554432,backup:30
OM, security:4M,cache:300M,metadata:4096,frp:512K,super:2G --output
parameter_new.txt

iE: NRFEXREFOTARSE, SEHIEERZEIRAF A parameter.txt
5. #n— 1Mo X
LAgEbaseparametersy X i1 Ti50E :

o EFFERRYBoardConfig.mksENX. : BOARD_WITH_SPECIAL_PARTITIONS
like: BOARD_WITH_SPECIAL_PARTITIONS := baseparameter:1M,logo:16M


af://n3162

device/rockchip/rk356x/rk3566_s/BoardConfig.mk

+++ b/Boardconfig.mk

@@ -494,4 +494,11 @@ ifeq ($(strip $(BOARD_TWRP_ENABLE)), true)
+BOARD_WITH_SPECIAL_PARTITIONS := baseparameter:1lM

e TERebuildParameter.mk=i7xJIBOARD_WITH_SPECIAL_PARTITIONS

device/rockchip/common/build/rockchip/RebuildParameter.mk

+ifneq ($(strip $(BOARD_WITH_SPECIAL_PARTITIONS)), )

+partition_Tist := $(partition_list),$(BOARD_WITH_SPECIAL_PARTITIONS)
+endif

AndroidE Hiit&
FhEr=mlunch

PARK3588F&5iErk3588s_tF=mAfil, PLATHE:
1) {&device/rockchip/rk3588/AndroidProducts.mki&fiNrk3588s_tAYlunch

--- a/AndroidProducts.mk
+++ b/AndroidProducts.mk
@@ -17,10 +17,14 @@
PRODUCT_MAKEFILES := \
$(LOCAL_DIR)/rk3588_t/rk3588_t.mk \
+ $(LOCAL_DIR) /rk3588s_t/rk3588s_t.mk \

COMMON_LUNCH_CHOICES := \
rk3588_t-userdebug \
rk3588_t-user \

+ rk3588s_t-userdebug \
rk3588s_t-user \

2) fEdevice/rockchip/rk3588 HE NiErk3588s_tH=
S#device/rockchip/rk3588 FEHEMIrk3588_tr= i HRiE, TILAScEE#MNrk3588_th
rk3588s_t, AEIGrk3588s_ tBR FRIFFE rk3588_t F/FH /I rk3588s_t

Kernel dtsi%iBg
FhEErEmdts

FEmATE dtsETLURIE FRAVECEIEE A dts(FASE,


af://n3193
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af://n3198
af://n3199

Soc

RK3588

RK3588

RK3588S

RK3588S

RK3588S

RK3588

RK3566

RK3566

RK3566

RK3568

RK3562

RK3562

RK3562

PMIC

XPMIC:
RK806 * 2

EAPMIC:
RK806+RK860

SPMIC:
RK806 * 2

EAPMIC:
RK806+RK860

YPMIC:
RK806 * 2

EAPMIC:
RK860

RK817

RK809

RK809

RK817

RK809

RK817

Ay 2
e

B

&

PaV.3
R

&
R

FiR

FiR

box

FE

FiR

&
R

&

PaY.3

&
R

&
R

FiR

na

RK3588 EVB1

RK3588EEHHSEIRITRIMAY
R4 EE

RK3588S EVB1

RK3588SEARME(HIZI TS
EXSNAYRGECE

(=208

RK3588_NVR_DEMO1_LP4X

=208

RK3566 EVB2

RK3566 BOX DEMO

RK3568 EVB1

RK3562 EVB1

RK3562 EVB2

=208

DTS

rk3588-evb1-Ip4-
v10

rk3588-evb7-lp4-
v10

rk3588s-evb1-
[p4x-v10

rk3588s-tablet-
v11

rk3588s-tablet-
v10

rk3588-nvr-demo-
v10-android

rk3566-rk817-
tablet

rk3566-evb2-Ip4x-
v10

rk3566-box-demo-
v10

rk3568-evb1-ddr4-
v10

rk3562-evb1-Ip4x-
v10

rk3562-evb2-ddr4-
v10

rk3562-rk817-
tablet-v10
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Soc PMIC TES nae DTS
B
N rk3528-evb1-ddr4-
RK3528 S AV BOX RK3528 EVB1 10
v
7 k3326-evb-Ip3-
RK3326  RK817 R evb ' evb-ip
R v10-avb
Sav;d px30-mini-evb-
PX30 RK809 evb
= v ddr3-v11-avb
rk3326-863-Ip3-
RK3326 RK817 FiR FEL . P
v10-rkisp1
T
A,_\b rk3326-evb-ai-va-
RK3326 RK809 =ge EVB 1
. v
BS
7 rk3399-sapphire-
RK3399 RK808 e SHEN PP
W excavator-edp-avb
Tk rk3399-evb-ind-
RK3399 RK809 5 INDFFA&HR Ipddr4-android-
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DDR/EMMC/NAND FLASH/WIFI/3G/CAMERAHISZ I35 IIZRSCAT S fEredmine b, $EZEMT:

https://redmine.rockchip.com.cn/projects/fae/documents

Android >4

RKDocs/android

Android_SELinux(Sepolicy)FF&igR

RKDocs/android/Rockchip_Developer_Guide_Android_SELinux(Sepolicy)_CN.pdf

Wi-Fi3Zt


af://n3334
af://n3335
af://n3338
af://n3340
af://n3342

RKDocs/android/wifi/
— Rockchip_Introduction_Androidl0.0_WIFI_Configuration_CN&EN.pdf
L— Rockchip_Introduction_REALTEK_WIFI_Driver_Porting_CN&EN.pdf

3G/AGIRER G BAI

RKDocs/common/mobile-net/

— Rockchip_Introduction_3G_bata_cCard_USB_File_Conversion_CN.pdf
— Rockchip_Introduction_3G_bongle_configuration_CN.pdf

L— Rockchip_Introduction_4G_Module_Configuration_CN&EN.pdf

Kernel3Z#4

RKDocs\common

DDR{EXXHH

RKDocs/common/DDR/

— Rockchip-Developer-Guide-DDR-CN.pdf

— Rockchip-Developer-Guide-DDR-EN.pdf

— Rockchip-Developer-Guide-DDR-Problem-Solution-CN.pdf

— Rockchip-Developer-Guide-DDR-Problem-SoTlution-EN.pdf

— Rockchip-Developer-Guide-DDR-Verification-Process-CN.pdf
— Rockchip_beveloper_Guide_DDR_Verification_Process_EN.pdf
L— Rockchip-User-Guide-DDR-DQ-Eye-TooT1-CN.pdf

AudiofEIR3AE

RKDocs/common/Audio/

— Rockchip_beveloper_Guide_Android_Multi_Audio_CN.pdf

—
Rockchip_Developer_Guide_Audio_Call_3A_Algorithm_Integration_and_Parameter_bDebug
ging_CN.pdf

— Rockchip_Developer_Guide_Audio_CN.pdf

L— Rockchip_bDeveloper_Guide_RK817_RK809_cCodec_CN.pdf

CRURIRSZE

RKDocs/common/CRU/
— Rockchip_bDeveloper_Guide_Linux3.10_Clock_CN.pdf
L— Rockchip_RK3399_beveloper_Guide_Linux4.4_Clock_CN.pdf

GMACHRIR3ZE

RKDocs/common/GMAC/
L— Rockchip_Developer_Guide_Ethernet_CN.pdf

PCiet&iR315


af://n3344
af://n3346
af://n3348
af://n3350
af://n3352
af://n3354
af://n3356

RKDocs/common/PCie/
L— Rockchip-Developer-Guide-Tlinux4.4-pPCIe.pdf

12CHEIRSTA

RKDocs/common/I2C/
L— Rockchip_Developer_Guide_I2C_CN.pdf

PIN-Ctrl GPIOE RS

RKDocs/common/PIN-Ctrl/
L— Rockchip-Developer-Guide-Linux-Pin-Ctr1-CN.pdf

SPIFEIRIZ

RKDocs/common/SPI/
L— Rockchip-Developer-Guide-Tinux4.4-SPI.pdf

Sensorf&ER3ZHY

RKDocs/common/Sensors/
L— Rockchip_Developer_Guide_Sensors_CN.pdf

10-Domaint&R 34

RKDocs/common/I0O-Domain/
L— Rockchip_bDeveloper_Guide_Linux_IO_DOMAIN_CN.pdf

LedstRIRIZHY

RKDocs/common/Leds/
L— Rockchip_Introduction_Leds_GPIO_Configuration_for_Linux4.4_CN.pdf

Thermal;Bi=tER 3R

RKDocs/common/Thermal/
— Rockchip-Developer-Guide-Linux4.4-Thermal-CN.pdf
L— Rockchip-Developer-Guide-Linux4.4-Thermal-EN.pdf

PMICHFEBIRIRY


af://n3358
af://n3360
af://n3362
af://n3364
af://n3366
af://n3368
af://n3370
af://n3372

RKDocs/common/PMIC/

— Archive.zip

— Rockchip_beveloper_Guide_Power_Discrete_DCDC_EN.pdf

— Rockchip-Developer-Guide-Power-Discrete-DCDC-Linux4.4.pdf
— Rockchip-Developer-Guide-RK805.pdf

— Rockchip_beveloper_Guide_RK817_RK809_Fuel_Gauge_CN.pdf
— Rockchip_RK805_Developer_Guide_CN.pdf

L— Rockchip_RK818_RK816_Introduction_Fuel_Gauge_Log_CN.pdf

MCURIR A5

RKDocs/common/MCU/
L— Rockchip_Developer_Guide_MCU_EN.pdf

S IRIRIRIRSC

RKDocs/common/power/
— Rockchip_beveloper_Guide_Power_Analysis_EN.pdf
L— Rockchip_bDeveloper_Guide_Sleep_and_Resume_CN.pdf

UARTIRIRIHS

RKDocs/common/UART/
— Rockchip-Developer-Guide-Tinux4.4-UART.pdf
L— Rockchip-Developer-Guide-RT-Thread-UART.pdf

DVFS CPU/GPU/DDRIZSTHEAIH

RKDocs/common/DVFS/

— Rockchip_beveloper_Guide_CPUFreq_CN.pdf

— Rockchip_beveloper_Guide_CPUFreq_EN.pdf

— Rockchip_bDeveloper_Guide_bevfreq_CN.pdf

— Rockchip_beveloper_Guide_Linux4.4_CPUFreq_CN.pdf
L— Rockchip_bDeveloper_Guide_Linux4.4_bevfreq_CN.pdf

EMMC/SDMMC/SDIOFEIRSTY

RKDocs/common/MMC
L— Rockchip-Developer-Guide-Tinux4.4-SDMMC-SDIO-eMMC. pdf

PWMIRIR S

RKDocs/common/PwM/
— Rockchip-Developer-Guide-Linux-PwWM-CN.pdf
L— Rockchip_Developer_Guide_PWM_IR_CN.pdf

USBRIR3{


af://n3374
af://n3376
af://n3378
af://n3380
af://n3382
af://n3384
af://n3386

RKDocs/common/usb/

— putty20190213_162833_1.70g

— Rockchip-Developer-Guide-Linux4.4-RK3399-USB-DTS-CN.pdf

— Rockchip-Developer-Guide-Linux4.4-USB-CN.pdf

— Rockchip-Developer-Guide-Linux4.4-USB-FFS-Test-Demo-CN.pdf

— Rockchip-Developer-Guide-Linux4.4-USB-Gadget-UAC-CN.pdf

— Rockchip-Developer-Guide-USB-Initialization-Log-Analysis-CN.pdf
— Rockchip-Developer-Guide-USB-Performance-Analysis-CN.pdf

— Rockchip-Developer-Guide-USB-PHY-CN.pdf

L— Rockchip-Developer-Guide-USB-SQ-Test-CN.pdf

HDMI-INIDBES

RKDocs/common/hdmi-in/
L— Rockchip_bDeveloper_Guide_HDMI_IN_CN.pdf

LR

RKDocs/common/security/

— Efuse process explain .pdf

— RK3399_Efuse_operation_Instructions_v1.00_20190214_EN.pdf
— Rockchip_beveloper_Guide_Secure_Boot_V1.1_20190603_CN.pdf
— Rockchip_beveloper_Guide_TEE_Secure_SDK_CN.pdf

— Rockchip_RK3399_Introduction_Efuse_Operation_EN.pdf

— Rockchip-Secure-Boot2.0.pdf

— Rockchip-Secure-Boot-Application-Note-v1.9.pdf

L— Rockchip vendor Storage Application Note.pdf

ubootf AN

RKDocs\common\u-boot\Rockchip-Developer-Guide-UBoot-nextdev-CN.pdf

Trust 4831

RKDocs/common/TRUST/
— Rockchip_beveloper_Guide_Trust_CN.pdf
L— Rockchip_Developer_Guide_Trust_EN.pdf

CameraX#y

RKDocs\common\camera\HAL3\

Camera 1Q Tool3Z#4

external/camera_engine_rkaiq/rkisp2x_tuner/doc/

— Rockchip_color_optimization_Guide_ISP2x_CN_v2.0.0.pdf
— Rockchip_IQ_Tools_Guide_ISP2x_CN_v2.0.0.pdf

L— Rockchip_Tuning_Guide_ISP21_CN_v2.0.0.pdf

TR


af://n3388
af://n3390
af://n3392
af://n3394
af://n3396
af://n3398
af://n3400

RKDocs\common\RKTools manuals

PCBAFF A& {ERI3CHS

RKDocs\android\Rockchip_bDeveloper_Guide_PCBA_Test_Tool_CN&EN.pdf

ErREREiiSR

RKDocs\common\display\Rockchip_Developer_Guide_DRM_Panel_Porting_CN.pdf

HDMIiistigra

RKDocs\common\display\Rockchip_Developer_Guide_HDMI_Based_on_DRM_Framework_CN.pd
f

El{&E<DRM Hardware Composer (HWC) [alfstrHEES

RKDocs\common\display\Rockchip FAQ DRM Hardware Composer V1.00-20181213.pdf

DRMEBRFARIEE

RKDocs\common\dispTlay\Rockchip DRM Display Driver Development Guide Vv1.0.pdf

RGAEXERSZHTHES

RKDocs\common\display\Rockchip_RGA_FAQ.pdf

Bl B R MERE R IRE S

B¥Eframeworks, GPU.Gralloc, GUI, HWComposer, HWUI, RGA

RKDocs\common\display\Rockchip_Trouble_Shooting_Graphics

rknn-toolkit2FFA SD KFI3 Y

hardware/rockchip/rknn-toolkit2/doc/

TR{EH

StressTest

R L{EMStresstest TR, XFEUIRSEISIINEEHTENDE, HWHRENRFRIZTAREENM. SDK
B IFTERENA, B “83991906=" K5fD, AIfSaNStressTesthzFl, H{TEINBEEIML.
Stresstest I TEMIKNAS T EQE:

=R
e Camera EAMIR: B¥5Camera ¥JFFXF], Camera 33BBLAK: Camera iz,


af://n3402
af://n3404
af://n3406
af://n3408
af://n3410
af://n3412
af://n3414
af://n3417
af://n3419
af://n3420
af://n3422

e Bluetooth EAMIE: BiEBluetooth ¥TFFXHF.
o Wi-Fi £AMK: SEWI-Fi$THXE, ( ping MidAKiperf MXAFION) .

JERIRIEX

o KITRATFFIMIK

o {RERIGEREFEALNIZ

o FSTFEEALIMN

o EEEHMK

o IREHIZEEVLNK
o Arm ZESRIE

e Gpu Z5li

e DDR Z=5lizt

PCBAllii{ TH

PCBA i TEBFHEEEr-ad P uEEERAI~ MINEERYTFIA, IESEF K. BRigiEFs
(LCD) . F£& (Wi-Fi) . I8F (bluetooth) . DDR/EMMC 7#fi#. SD £ (sdcard) . USB HOST.
125 (KEY) , BIUEA (Codec) MiKXIRE.

XL B e4E B I NFanlhiAIn, &ML, DDREMMC, LIKM BRI, &,
SD-E. USB HOST. Codec. RENMRXTEE.

B{kPCBATHEEECE R EFIREE, BS%:

RKDocs/android/Rockchip_Developer_Guide_PCBA_Test_Tool_CN&EN.pdf_v1.1 20171222.p
df.

DeviceTest

DeviceTest BF L Y, EENLE=RENUEINEGERIEE. SDKBIFFiHERE, M
NEEF5000.="# \ DeviceTest, ¥ TFFI=:

DeviceTest Version:V20111216_01 (for android6.0)

7 ILCD , [Touch
 Vibration _. 'Speaker
. Bluetooth , Wifi

_. 'Battery .IsD card
'Brightness . UsbHost

; [GPS , Storage

, Msensor , (Gyroscope

_. \/ideoPIayer

TEST CHECKED UNINSTALL

O g @) 1 [N
A LRI AN REFH TR IMZAGE, et /a5 TEST CHECKED XIRTITRE



af://n3429
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ZEous T, MR RE pass, KW =T falled REBERSEREREL, ITNERMR,

1A failed TN, HRPIEEIN, T aiRERKES

TEEHTES, 1EEKR FAE BORBXINAYRD,

USBIRE]

Rockchip USBIRa%%t), BIEADB. EfHREIX5

RKTooTs\windows\DriverAssitant_v5.1.1.zip

FRRSIR

HATHENAEEE, B, WREFFEINZ

Windowshg4s
RKTools/windows/AndroidTool/AndroidTool_Release_v2.90.zip, TEWMASIZIES, BRITEZE
2k
\ RERITA TR v2.84 X ‘
THER AEENF SRR Ml e
- MG &R
g THE
4 | M| it | &F | B3 Fgs AR
B e WLy
2 |[¥ 0xO0000000 — Parameter | X:\l_seurce_code'aS_ndroidll _29\ro. .. FREIFlashInfofifT)
3 [¥  0x00004000 Uboot ‘ X:\1_source_codehaf_Androidll_29%u-boot'uboot. img T0BFH i
4 - 000008000 Mizc X\l _source_codelab_fndroidll_29\ro. . FIDBRTh
5 000004000 Dtho rockdev\Imaze—rk3566_rgol\dtho. imz ?gmﬂgﬁ
(-] |7 0x0000C000 vhmeta U: \code'\rk3568 \AVE \vbmeta. img %i&?*ﬂ'ﬁé
T [v  0x0000CE00 Boot X:\]_source_codehaBS_Androidll_289%ro. . EFTEE (100%)
8 | [v¥  0x00020800 Recovery  X:\l_sowvce_codelaf_androidll _28%ro. . TEE R o
-] [¥  0x001D8800 baseparameter rockdev\Image—rk3566_r\baseparamete. .. HENE TG
10  |v  0x001D9000 Super rockdev\Image—rk3566_rgzo\super. img EELEMT
< >
Loader Ver:1.01 ik RRAER A=
R A ADBRL

LinuxhR4s

RKTools/linux/Linux_Upgrade_Tool/Linux_Upgrade_Tool_v1.56.zip

Linux_Upgrade_Tool_v1.56% sudo

Program Data in /home/wlq/.config/upgrade_tool

version:
Clear Screen:

—————————————————— Upgrade Command

ChoosebDevice:
ListDevice:
SwitchDevice:

CsS

UpgradeFirmware:
UpgradelLoader:
DownTloadImage:

DownloadBoot:
EraseFlash:

PartitionList:

WriteSN:

cD
LD
SD

./upgrade_tool -h

UF <Firmware> [-noreset]

UL <Loader> [-noreset]
DI <-p|-b]|
DB <Loader>

-k|-s|-r|-m|-u|-t|-re image>

EF <Loader|firmware> [DirectLBA]

PL
SN <serial number>


af://n3453
af://n3456
af://n3457
af://n3459

ReadSN: RSN
———————————————— Professional Command -----------------

TestDevice: D

ResetDevice: RD [subcode]

ResetPipe: RP [pipel

ReadCapability: RCB

ReadFlashiD: RID

ReadFlashinfo: RFI

ReadcChipiInfo: RCI

ReadSector: RS <BeginSec> <SectorLen> [-decode] [Filel]
WriteSector: WS <BeginSec> <File>

ReadLBA: RL <BeginSec> <SectorLen> [File]
WriteLBA: WL <BeginSec> <File>

EraseLBA: EL <BeginSec> <EraseCount>

EraseBlock: EB <CS> <BeginBlock> <BlokcLen> [--Forcel]

SDAERNFIETR

FFHIWESD=FHZK. SD-RiEa0. SD-RPCBA
RKTooT1s\windows\SDDiskTool_v1.59.zip

=
5STH
RKTools\windows\RKDevInfoWriteTool_Setup_V1.0.3.rar
fi# ERKDevInfoWriteTool_Setup_V1.0.3.rarjlg &%
LUEIRRINPRFT AR
TEHIRBEESE:

RKDocs\common\RKTooTls manuals\RKDevInfowriteTool_User_Guide_v1.0.3.pdf
DDR{Z#ENIXTH
FAF N DDRAVAEERE, HEERIEEE 4R

RKTooT1s\windows\Rockchip_Platform_DDR_Test_Tool_Vv1.38_Release_Annoucement_CN.7z
RKTooTs\windows\Rockchip_Platform_DDR_Test_Tool_Vv1.38_Release_Annoucement_EN.7z

efuselZ5TH

AT efusefIRE, EFATRK3288W/RK3368/RK3399 &
RKTooTs\windows\efuse_v1.37.rar

efuse/otpEZERTH

FTFE4Hefuse/otp4Z

RKTooT1s\windows\SecureBootTool_v1.94.zip
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I &~EHRSEIR

BT I #tERSEH

RKTooTs\windows\FactoryTool_1.66.zip

EHESS TR

FIF{&%update.img@E{4

RKTooT1s\windows\FWFactoryTool_V5.52.rar

userdatap XEEMEBE TR

BF#Euserdatay XAEEIEENTE

RKToo1s\windows\OemTool_vl1.3.rar

Camera IQ Tool

BFERISPEERE

external/camera_engine_rkaiq/rkisp2x_tuner

AR
ADBIE

1

iR

ADB (Android Debug Bridge) & Android SDKEM—4TE, AXANTEOLUR(EETE Android &
B E Sy Android 18, £EINRE

BITIRER shell (3$17)

TR BS B IR B i O AR

THENANLR S 28 e/ N EUst:

YA apki(FL S E1EHUBEEE Android 185

ADB E—/VE i - IRG R TER, HhEPimFERIEPC, RSEEHEAndroid IREZHISTIK
WSS E =N, RIEPGEREANDroidiZRIAAE, ADB BILAD R

M4& ADB: ENBIIEL/ LML (E—BEM) EZEISTBIRS

USB ADB: FHiBid USB £iEiER|STBIRS

USB adbfsFBi}ieE
USB adb {#ERBLITRERS:

R34 USB OTG [

RN EFimREER (20 cmd &, eclipseds)

AXBFENEE—MES, FUFERS MRS

ERSBIT:

1. AndroidiZB&E4IE1T Android R&, IRE->FAREEI->SEEETEN F17F, usbhiEidF
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KFTFF.
2. PCEARIEIT USB ZiEiEZI#188 USB otg [, AREEIIBEIT AN Fap<S5AndroidiREHRIE,

adb shell
3. WA EEREZMTD, =17 adb devices"dr<, MNRBTRYIBHNFINGS, FTEEKI.
ADBEHMm SR

(1) EEREER
BEIEEZITENA Android IREEHETRIIES:

adb devices

IREINERIEREEFF R Android IREHFFISHEIPHIROS (Port) . K.
(2) Z¥=apk
BHEER apk ML ERIRE L
adb install <apkff#4E>
0T
adb install “F:\WishTv\wishTv.apk”
BERENA:

adb install -r “F:\WishTv\wishTv.apk”

(3) EPEapk
TEEE:

adb uninstall <package>
0T

adb uninstall com.wishtv

(4) R rm#Zkk apk 3Xf4:

adb shell rm <filepath>

AN

adb shell rm “system/app/wishTv.apk”

THRER: FEBR system/app”B R FHY“WishTV.apk {4,
(5) BENIREFERLZEAIshell
HENIREEARILEEAY shell 7i45:

adb shell
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(6) MEBRN E&Si4EIRE
FA push @3S B LUBAA BN EAMERSESE 4R HERRE., AIEE—MRISAVBMN, TfeK
B—HIE adb EEAIPIRIZE.
adb push <AH#BERIR> <ITERER>
BT :

adb push “F:\WishTv\wWishTv.apk” “system/app”

ORGEER: B WishTV.apk"S2 4 £ Android RGERY system/app”BRT.
(7) MIRE TFESAEIEB N
pull S ATLUBIRE ERISI A& U4 T EEI A BB AN,

adb pull <iZFEHE> <AHEE>
BN :

adb pull system/app/Contacts.apk F:\

TBIREA: & Android BEt'system/app” B R FHISHESIHE FHEIAIE F\'ERT.
(8) BE bugiks
EEEERFERNFEEISHERS, TTLUETT adb bugreporti§ <KL, %54 4% Android &
gifgdumpsys, dumpstate 5 logcat (EBERRUIRK,
(9) EEREBNERER
7£ adb shel FEBRERASEOEAHS.

adb shell getprop

LogcatTH

Android HERFRM TICRIIEERFRLERAIIIEE. HSERASMEEI—ERFERNEPXF
ICRTRAY, RFXATLAEY Logcat KEEMEM. Logcat RFINERFRIIRZHIIIRE. ZINREEER
BEYTIATREREFIETER. ATEINNETEIFEXR, FENHEBTTIRFERE.

Logcatip${EH
Fi logcat S RBERABHEETXIAS:
A

[adb] Togcat [<option>] [<filter-spec>]

NI

adb shell
Togcat

FERNESIRERAN
| E RN UFE

o EHIAFMBMAR
0T
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adb shell
Togcat *:w

MNsBE . BIRUER A warning SESHIREER.

o =H ATIREMBHITR
BT :

adb shell
Togcat ActivityManager:I MyApp:D *:S

ERRER: SAFATERBEEER, BRT LIRS ActivityManager f{5tdk 9" Info LA ERY. #7855
“MyApp"Fft 54 9" Debug LA LAY,

o RmHFErRERIAE
BT :

adb shell
Togcat wishTv:* *:S

B

adb shell
Togcat -s WishTv

IR REHRE WishTVRIER,

o RmHiSEMRIFREIAT
BT

adb shell
Togcat wishTv:I *:S

BRI REHERR |, #REH WishTVEIE .
ProcrankTH

Procrank ;2 Android BRRI—FEIN TR, EITEIREMNAY shell AT, AREHHAENAFR
R, ETERAMERHEZENRFORER.
BRNTREFER:

e VSS: Virtual Set Size EEHFERAREA/) (BEHEESANINE)

e RSS: Resident Set Size SLRRERMIEREFA/ (BEHZEESHANRE)

e PSS: Proportional Set Size SERRMEFRAUMIIERZA/N (LBl BECHERE SAIRE)

e USS: Unique Set Size &M E SRIMIERGFEXN (FEEHERESBIIRGE)
A

o USS KIMKERBTFAHEEEFERINAGEAN, HEERILESHREIL;

e VSS/RSS BATHEEFERNNE, NEER—HENFRSTESEMNE;

o PSS BIZBLHIEHEANESER, ER—HENHENEFEXNSAER.

{Eprocrank
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P TprocrankBl B &A1 HAIRIKENE]rooti R

su
apotEIl:

procrank [ W] [ -v | -r | -p | -u | -h ]

FRESA:
-v: 1R VSS HEFF
-r: ¥ZB8 RSS HEF
-p: 1% PSS HEF
-u: IZHR USS HEFp
-R: ERIRBELER S HEF
-w: R working set FU4eIHT48
-W: E& working set UG
-h: #38f
Bl

B ATFIRAR

procrank

procrank -v

EAprocrankigi i 28I PSSHER?.
EERIEENBERE
BEEEHENNESARS, aoE{luT:

procrank | grep [cmdline | PID]

Hrp cmdline RGEEZEEHAINARERS, PID Rk 2a i ERE.
Bt systemUl HERIAF S RIRE:

procrank | grep “com.android.systemui”
&
procrank | grep 3396
IRERHIERFIRTS
BRI FN SRS, #MotmHEPEEFENEHERS. FRREHANAR, EEmHH
EIRTFIRIR, BIIXtE USS B, AJLAT MRIHE SR BB NTEHEE.

B HEHHFER A com.android.systemui IR ARFESARTS, EEEABIMHE:
1. {REHIZ test.sh
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#!/bin/bash

while true;do

adb shell procrank | grep “com.android.systemui”
sleep 1

done

2, B adb TEEERIRER, BITIHA: /test.sh

DumpsysTH

Dumpsys TERZ AndroidRAFETH—NEFX TR, E7EEENE shel IMET, RERFFIER
BEITHIRSIRSEEINEE. [EEETHIIRSS 28 Android bindert/lH PHIBR S IRHIAFE.

dumpsys #HFTEDRYSES:

1. RESTENEENNEE] ServiceManagerdaIiRSS ;

2. WRRSIHIEFH dump RECKBHECH, NiRBESEE.

{fEFDumpsys

o BZEDumpsysEEf
ERA: it dumpsysEENERS.

dumpsys -help

o BEDUMpsYsBEIREFIE
YEA: mHdumpsysFrERHTENRSER, FAETIUKTIEZERIRSHNER.

dumpsys -1

o HMHIEERSHER
ERA: mEERIRSH dump (EE.
#&: dumpsys [servicename]
Gl EHRRSS SurfaceFlingerfYER, AHITHS:

dumpsys SurfaceFlinger

o BMISERSTIREHENES
EF: WHiEERSIEENAHEER.
1&=: dumpsys [servicename] [RZFE&]
M BHRSSE 9 meminfo, #F2% 9 com.android.systemui IRFER, HITHS:

dumpsys meminfo com.android.systemui
TR RBSBMREANSERN, FEATUMNTERS B,

Last log F 2
o TEdtsXHEmFIMNTER N TR
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ramoops_mem: ramoops_mem {
reg = <0x0 0x110000 Ox0 Oxf0000>;

reg-names = ''ramoops_mem";

};

ramoops {
compatible = "ramoops";
record-size = <0x0 0x20000>;
console-size = <0x0 0x80000>;
ftrace-size = <0x0 0x00000>;
pmsg-size = <0x0 0x50000>;
memory-region = <&ramoops_mem>;

3

- fEMlEFAAlast log

130| root@rk3399:/sys/fs/pstore # 1s

dmesg-ramoops-0  EXAtZpanic/EiriFHITog.

pmsg-ramoops-0 LW EmE K Tog, androidifilog.

ftrace-ramoops-0 FIEPHEAB H B function trace.

console-ramoops-0 Tlast_log LikJHzhftikernel log, fH RS THEHKILERINTog Tevel &
Tog.

o {ERGE:
cat dmesg-ramoops-0
cat console-ramoops-0

Togcat -L (pmsg-ramoops-0) ifiillogcat HUHIKIF#Hrpull out by logcat and parse
cat ftrace-ramoops-0

FIQEsU

LiIREFAEE RERRHEATLER OB iR SEERFINRES, BFHSUT:

127|console:/ $ fiq
debug> help
FIQ Debugger commands:

pc PC status

regs Register dump

allregs Extended Register dump
bt Stack trace

reboot [<c>] Reboot with command <c>
reset [<c>] Hard reset with command <c>

irgs Interupt status

kmsg Kernel Tog

version Kernel version

sleep Allow sTeep while in FIQ
nosleep Disable sTeep while in FIQ
console Switch terminal to console
cpu Current CPU

cpu <number> Switch to CPU<number>

ps Process 1list

sysrq sysrq options

sysrq <param> Execute sysrq with <param>
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= a)
Laikernelflu-boothR4s?

Android13.0 stMiffikernelfiiA A: develop-5.10-androidl3, u-bootft/3 Anext-devsr

AN(RIZREY X BUSDKIYRIAIRK releasefR A

Rockchip Android13.0 SDKEIFEAOSPRIAHISFIRKIEKAIRASMERSY, HPRKIEKHICESS
1E .repo/manifests/include BFE FEAIXxmMIF, AOSPELANNGCE

1£ .repo/manifests/default.xml ,

WRASHEIA -

* RKIEZEED

vim .repo/manifests/include/rk_checkout_from_aosp.xml
<project groups="pdk" name="platform/build" path="build/make" remote="rk"
revision="refs/tags/android-13.0-mid-rkrl">
iBERKAYRR AN 2android-13.0-mid-rkr1
e AOSPERS

vim .repo/manifests/default.xml
<default revision="refs/tags/android-13.0.0_r6"...>

JHBBAOSPRIRAZandroid-13.0.0_r6
LEERURAE R LR RAE SR80,
BANCEN L BEZRBETU FamSikEtagiEE

kernel$ git tag
android-13.0-mid-rkrl

RKAGRRAZLAandroid-13.0-mid-rkrxxA9f&z0iBIgRg, FrLAXRIRYSFtagEandroid-13.0-mid-rkr1

YEERIA S SDKBE B B HIRKAZHAISDKIRE

RK&#SDKARAETSTE. repo/manifests/commit/ B3R FXIRHRRZMR AR commitiS R, A LSS
ELX AN commitZ KA RSB R EHSDK, BEREFIT:

o RUMEIFRENZERISDKXIRAIRK releaseh A "AIBBSCHIASDKAIRKRA, TEILARKhRAZRKR1
HGHTIREE;
o FAUTHSEEAMEN commitiFE

.repo/repo/repo manifest -r -o release_manifest_rkrl_local.xml

o JEIILEER.repo/manifests/commit/commit_release_rkr1.xml#0
release_manifest_rkr1_local.xml, BIRJH#IASDKIBEEEHTTE,
Err.repo/manifests/commit/commit_release_rkr1.xmI9RKARZARKR6 ZFHIcommitiZ &,

ubootflkernelpfiERlogoEl 5k
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ubootfikernelfiE&EYlogo D BIAFNERIE—KFE "sklogoEl /', BILMRIEFmFE R TIENE
#a,

uboot logoiEX{4: kernel/Togo.bmp

kernel logoiE3Z{4: kernel/logo_kernel.bmp

MREFEEFHRE—K, REARBNbmpEis, EFmIFERZEIT, mFEEHISEEboot.img,
WA LogoEl A A/NBRIRSIFEISMLARANSbmpiEE R, 32358, 16, 24, 32{ufJbmp.

KBTI

KHFEERMRERFAI LA EdtshECE, BRI :

charge-animation {
compatible = "rockchip,uboot-charge";
rockchip,uboot-charge-on = <1>;
rockchip,android-charge-on = <0>;
rockchip,uboot-Tow-power-voltage = <3400>;
rockchip,screen-on-voltage = <3500>;
status = "okay";

Hrp:

rockchip,uboot-charge-on : ubootXk#1%8EE, SandroidXHFEERF
rockchip,android-charge-on : android&#17eEE, SubootkHFTEER
rockchip,uboot-low-power-voltage : ECE{REMFIFHIAIEE, FJLURIELRE KH TAE
rockchip,screen-on-voltage: ECE{REFRAIISFNEE, AJLMRELRR KHETHRE

UbootBiER7E B E AT fIEiE

FEERER, JUEREREENG, BABERSRE—E.

u-boot/tools/images/
— battery_0.bmp
— battery_1.bmp
— battery_2.bmp
— battery_3.bmp
— battery_4.bmp
— battery_5.bmp
L— battery_fail.bmp

SNRFTFubootzeEE, BRIRBEETREE R, HJeEEERIREIEEresource.imgh, AJLURINT4p
2118

cd u-boot

./scripts/pack_resource.sh ../kernel/resource.img
cp resource.img ../kernel/resource.img

FATLA LSS FubootmBEE F£1T8 kernel BRMresource.imgd, IATEEREresource.imgt]
BF|boot.imgs, BILAfEandroidiRERHIT./mkiamge.sh, REHESrockdev/ FEIAYboot.imgRIHE],

HDMI INEZE&

hdmi inTHBESDKEVARXRIARY, AFBFTFF, KL E:
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vim device/rockchip/rk3588/Boardconfig.mk
+BOARD_HDMI_IN_SUPPORT := true

RM310 4G &

AGINRESDKENVAZXRIAN, FTFTFF, HUATR(E:

vim device/rockchip/common/BoardConfig.mk
#for rk 4g modem

-BOARD_HAS_RK_4G_MODEM 7= false
+BOARD_HAS_RK_4G_MODEM ?= true

WIFRERSRISECE
WIfiERARIR RIS 2R —BEIRIFEE, WHRIRTFF, RUATEE:

a/rk3566_rgo/overlay/frameworks/base/packages/SettingsProvider/res/values/defaul
ts.xml
+++
b/rk3566_rgo/overlay/frameworks/base/packages/SettingsProvider/res/values/defaul
ts.xml
@@ -24,5 +24,5 @@
You can configure persist.wifi.sleep.delay.ms to delay closing wifi.
The default is 15 minutes, 0 means that the wifi is turned off
immediately after the screen is off. -->
- <integer name="def_wifi_sleep_policy">2</integer>
+ <integer name="def_wifi_sleep_policy">0</integer>
</resources>

Recoveryheit&EcE
X FFRecoveryligd&0/90/180/270, EANINAGERE (BPIEsE0E) | hEedkBcEiRBRaT:

vim device/rockchip/common/BoardConfig.mk

#0:  ROTATION_NONE Jig4:0/%

#90: ROTATION_RIGHT Jig#%90/%

#180: ROTATION_DOWN Jit44180/%

#270: ROTATION_LEFT Jig#£2705%

# For Recovery Rotation
TARGET_RECOVERY_DEFAULT_ROTATION ?= ROTATION_NONE

Android Surfacelgtt

Android KRGt RB7riess, AJLMERSUITECE, Bc&ES%0/90/90/180/270

# For Surface Flinger Rotation
SF_PRIMARY_DISPLAY_ORIENTATION ?= 0

it AOSP 5R53ilR{LEBHT remote
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ZPTRERK N releaseSIBANHEERIE, TLUEAOSPHIremote/EBNERESIE, EIMIZATLUE
BAGooglefVRGIR. XEERILURS FERE. BEMRIERENT:

HiTrepo init (BEfEEbase®) &, {E.repo/manifests/remote.xml, IEEFAY AOSP XN
remote B9 fetch

< remote name="aosp" fetch="./" review="https://10.10.10.29" />

B\
REF: (BRABEEAFRGRAM, TLURERZRESOIEBERRGR)

< remote name="aosp" fetch="https://aosp.tuna.tsinghua.edu.cn" />;

ESMIEF:  (GooglefR{&iR)

< remote name="aosp" fetch="https://android.googlesource.com" />

DataXiESiE=AYIL

T EEIRANIRE, EilfstabfYdatary XIEESENN _E'fsync_mode=nobarrier’, AL AKHNRFAF
EEEIERR, EHMEE. XS REIENIREFERERAIERENNXG, FrLAREINAHEIBE
REBINXNESE, BN T

cd device/rockchip/common

diff --git a/scripts/fstab_tools/fstab.in b/scripts/fstab_tools/fstab.in

index 2ec6c265..c890cc84 100755

--- a/scripts/fstab_tools/fstab.in

+++ b/scripts/fstab_tools/fstab.in

@@ -23,6 +23,6 @@ ${_block_prefix}odm /odm ext4 ro,barrier=1

${_flags},first_stage_mount

# For sdmmc

/devices/platform/${_sdmmc_device}/mmc_host* auto auto defaults
voldmanaged=sdcardl:auto

# Full disk encryption has Tless effect on rk3326, so default to enable this.

-/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=1065

Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-

cts:v2+inlinecrypt_optimized, keydirectory=/metadata/vold/metadata_encryption,quo

ta,formattable, reservedsize=128M, checkpoint=fs

+/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768, resgid=1065, fsync_mode=nobarrier

Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-

cts:v2+inlinecrypt_optimized, keydirectory=/metadata/vold/metadata_encryption,quo

ta,formattable, reservedsize=128M, checkpoint=fs

# for ext4

#/dev/block/by-name/userdata /data ext4

discard,noatime,nosuid,nodev,noauto_da_alloc,data=ordered,user_xattr,barrier=1

Tatemount,wait,formattable, check,fileencryption=software,quota, reservedsize=128M

,checkpoint=block

diff --git a/scripts/fstab_tools/fstab_go.in b/scripts/fstab_tools/fstab_go.in

index 582557f2..05c7653¢c 100755

--- a/scripts/fstab_tools/fstab_go.in

+++ b/scripts/fstab_tools/fstab_go.in
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@@ -17,6 +17,6 @@ ${_block_prefix}odm /odm ext4 ro,barrier=1

${_flags},first_stage_mount

# For sdmmc

/devices/platform/${_sdmmc_device}/mmc_host* auto auto defaults
voldmanaged=sdcardl:auto

# Full disk encryption has Tess effect on rk3326, so default to enable this.

-/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=1065

Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-

cts:v2+inlinecrypt_optimized, keydirectory=/metadata/vold/metadata_encryption,quo

ta,formattable, reservedsize=128M, checkpoint=fs

+/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=10651, fsync_mode=nobarrie

r latemount,wait,check, fileencryption=aes-256-xts:aes-256-

cts:v2+inlinecrypt_optimized, keydirectory=/metadata/vold/metadata_encryption,quo

ta,formattable, reservedsize=128M, checkpoint=fs

# for ext4

#/dev/block/by-name/userdata /data ext4

discard,noatime,nosuid,nodev,noauto_da_alloc,data=ordered,user_xattr,barrier=1

Tatemount,wait,formattable, check,fileencryption=software,quota, reservedsize=128M

,checkpoint=block

userdataX (R FIRIEXTA

EiAdatan RIS R G af2fs, BINA TP R LG dataRAISUE R FB "extd, SJLURINS
HiEEERHUEELIMER, EXAENT:
LArk3566_ri9filisne ;

device/rockchip/common$ git diff

diff --git a/scripts/fstab_tools/fstab.in b/scripts/fstab_tools/fstab.in

index 6e78b00..a658332 100755

--- a/scripts/fstab_tools/fstab.in

+++ b/scripts/fstab_tools/fstab.in

@@ -20,6 +20,6 @@ ${_block_prefix}system_ext /system_ext ext4 ro,barrier=1
${_flags},first_stage_

# For sdmmc

/devices/platform/${_sdmmc_device}/mmc_host* auto auto defaults

voldmanaged=sdcardl:auto

# Full disk encryption has Tess effect on rk3326, so default to enable this.
-/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=1065
Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-
cts:v2+inlinecrypt_optimized,quota,formattable, reservedsize=128M, checkpoint=fs
+#/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=1065
Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-
cts:v2+inlinecrypt_optimized,quota,formattable, reservedsize=128M, checkpoint=fs
# for ext4

-#/dev/block/by-name/userdata /data ext4
discard,noatime,nosuid,nodev,noauto_da_alloc,data=ordered,user_xattr,barrier=1
Tatemount,wait,formattable,check,fileencryption=software,quota, reservedsize=128M
,checkpoint=block
+/dev/block/by-name/userdata /data ext4
discard,noatime,nosuid,nodev,noauto_da_alloc,data=ordered,user_xattr,barrier=1
Tatemount,wait,formattable, check,fileencryption=software,quota, reservedsize=128M
,checkpoint=block


af://n3709

device/rockchip/rk356x$ git diff

diff --git a/rk3566_r/recovery.fstab b/rk3566_r/recovery.fstab

index 7532217..cf789ac 100755
--- a/rk3566_r/recovery.fstab
+++ b/rk3566_r/recovery.fstab
e@ -7,7 +7,7 @@
/dev/block/by-name/odm

defaults defaults
/dev/block/by-name/cache

defaults defaults
/dev/block/by-name/metadata
defaults defaults
-/dev/block/by-name/userdata
defaults defaults
+/dev/block/by-name/userdata
defaults defaults
/dev/block/by-name/cust

defaults defaults
/dev/block/by-name/custom
defaults defaults
/dev/block/by-name/radical_update
defaults defaults

(ECFF RN ENEFIF KNS E
BERY:

RKDocs\android\Rockchip_Introduction_Android_Power_on_Off_Animation_and_Tone_Cus

tomization_CN&EN.pdf

APPIZEHHEIRTL

device/rockchip/rk3xxx/ NECEN{4: package_performance.xml, EEFITRFIINEEFREM

/odm

/cache

/metadata

/data

/data

/cust

/custom

/radical_update

AERTURIRE:  (fEF8 aapt dump badging (file_path.apk)ZREXE)

< app package="E%4" mode="R%E/EHME, BHAN 1, KA 0"/>

BNt RBIISEIT:

< app package="com.antutu.ABenchMark"mode="1"/>
< app package="com.antutu.benchmark.full"mode="1"\/>
< app package="com.antutu.benchmark.full"mode="1"\/>

RIERN B TRHEN .

GPUBXIAREHEE 5%

SETENE, JLUMSEEHIEREE

RKDocs\android\Rockchip_User_Guide_Dr.G_CN&EN.pdf

OTP#efuseiibf

ext4

ext4

ext4

f2fs

ext4

ext4

ext4

ext4
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OTPXZFF A

e RK3326

e PX30

e RK3566

e RK3568

e RK3588
EFUSESZHES A

e RK3288

e RK3368

e RK3399
Ef4EZFfotp/efuselFE &£ Y

RKDocs\common\security\Rockchip-Secure-Boot-Application-Note-Vv1.9.pdf

REERINATH R FAIOTP/EFUSERB BERS

OTP/EFUSERIRZESIBITkernelfiJcmdlinei#fT&i®, cmdlinedhAlfuse.programmedFBsRIRRA
OTP/EFUSERZ:, BEfRIIT:

e "fuse.programmed=1": P4EHEBEHIT T secure-bootER, BHFIGERIefuse/otpEEH
A=

e "fuse.programmed=0": HHEU4HEELZIHIT T secure-bootBE, BHIREAIefuse/otpiREH
5.

e cmdlinedi&Bfuse.programmed: HAEHEIRB R Tsecure-boot&E (MiniloaderAg
B8) , HEMiniloader KIHRBEIFEE,

Frkselinux

WTEK, falseAkiF, truesFJFF

device/rockchip/common$
--- a/Boardconfig.mk
+++ b/Boardconfig.mk
@@ -67,7 +67,7 @@ endif

# Enable android verified boot 2.0
BOARD_AVB_ENABLE ?= false
-BOARD_SELINUX_ENFORCING ?= false
+BOARD_SELINUX_ENFORCING ?= true

FiNzeH Android KA IR IR 245

HINEEERRE B

1. EMHAETES, system/boot/vendor=/MingerprintA—%, ~EE—EE14,

2. MeSF T 7 10EIThRER I config, #miERY, (ERSUERIEFMRAINZmIFE<SRIBI X,

3. W FHREFERIOEHIIEENIE, JUEEAE LARMIRE, HiES Aframeworks/base THY
patchZKIsHEs :

diff --git
a/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
b/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
index 595c340..d4e495a 100644
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--- a/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
+++ b/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
@@ -6555,7 +6555,7 @@ public class ActivityTaskManagerService extends
IActivityTaskManager.Stub {

} catch (RemoteException e) {

}

- if (!Build.isBuildConsistent()) {
+ if (0 && !'Build.isBuildconsistent()) {
Slog.e(TAG, "Build fingerprint is not consistent, warning

user");
mUiHandler.post(() -> {
if (mShowDialogs) {

HIFTFRE ERLAKMAYSZ BIR

REREPINRBUARIREREIR, WNREEPHEELAKMAT LRI N ECEF T

--- a/Boardconfig.mk

+++ b/BoardcConfig.mk

@@ -146,3 +146,6 @@ endif
ifeq ($(strip $(BOARD_USES_AB_IMAGE)), true)
DEVICE_MANIFEST_FILE :=
device/rockchip/$(TARGET_BOARD_PLATFORM) /manifest_ab.xml
endif

+# for ethernet
+BOARD_HS_ETHERNET := true

XFAVBHlsecurity bootAHE(E
AVBFIsecurity bootAUBESETRY
RKDocs/common/security/RK356X_SecurityBoot_And_AVB_instructions_CN.pdf

10as S EiL(ER

I0ap STEMMMDEVMEM, TIDEVMEMERAZRXIFRY, FrLASEIORIALAER, WRELFEEER
|0aR LA LURIN ™MENL:

wlq@ubuntu:~/rk3588_Android13.0/$ vim mkcombinedroot/configs/android-11.config

R BGO=mUFEEK :

wlq@ubuntu:~/rk3588_Androidl13.0$ vim mkcombinedroot/configs/android-11-go.config
HBRIE N EXAT:

# CONFIG_DEVMEM is not set

SNRERIFAndroid, MIEFZEXIN TS

cd rk3588_Androidl3.0/kernel/configs
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diff --git a/android-5.10/android-base.config b/android-5.10/android-base.config
index 5de76f0..6dcdf86 100644
--- a/android-5.10/android-base.config
+++ b/android-5.10/android-base.config
@@ -2,7 +2,6 @@
# CONFIG_ANDROID_LOW_MEMORY_KILLER 1is not set
# CONFIG_ANDROID_PARANOID_NETWORK is not set
# CONFIG_BPFILTER is not set
-# CONFIG_DEVMEM 1is not set
# CONFIG_FHANDLE 1is not set
# CONFIG_FW_CACHE is not set
# CONFIG_IP6_NF_NAT is not set
diff --git a/s/android-4.19/android-base-conditional.xml b/s/android-
4.19/android-base-conditional.xm]l
index c7de80c..fbalafa 100644
--- a/s/android-4.19/android-base-conditional.xml
+++ b/s/android-4.19/android-base-conditional.xml
@@ -17,10 +17,6 @@
<key>CONFIG_CPU_SW_DOMAIN_PAN</key>
<value type="bool">y</value>
</config>
- <config>
- <key>CONFIG_DEVKMEM</key>
- <value type="bool">n</value>
- </config>
<config>
<key>CONFIG_OABI_COMPAT</key>
<value type="bool">n</value>
@@ -77,10 +73,6 @@
<value type="bool">y</value>
</config>
</conditions>
- <config>
- <key>CONFIG_DEVKMEM</key>
- <value type="bool">n</value>
- </config>
<config>
<key>CONFIG_PAGE_TABLE_ISOLATION</key>
<value type="bool">y</value>
diff --git a/s/android-4.19/android-base.config b/s/android-4.19/android-
base.config
index d2bb2ad..8f23882 100644
--- a/s/android-4.19/android-base.config
+++ b/s/android-4.19/android-base.config
@@ -2,7 +2,6 @@
# CONFIG_ANDROID_LOW_MEMORY_KILLER 1is not set
# CONFIG_ANDROID_PARANOID_NETWORK is not set
# CONFIG_BPFILTER is not set
-# CONFIG_DEVMEM 1is not set
# CONFIG_FHANDLE 1is not set
# CONFIG_FW_CACHE is not set
# CONFIG_IP6_NF_NAT is not set
diff --git a/s/android-5.10/android-base-conditional.xml b/s/android-
5.10/android-base-conditional.xm]l
index aael847..2dc3e25 100644
--- a/s/android-5.10/android-base-conditional.xml
+++ b/s/android-5.10/android-base-conditional.xml



@@ -17,10 +17,6 @@
<key>CONFIG_CPU_SW_DOMAIN_PAN</key>
<value type="bool">y</value>

</config>

- <config>

- <key>CONFIG_DEVKMEM</key>

- <value type="bool">n</value>

- </config>

<config>
<key>CONFIG_OABI_COMPAT</key>
<value type="bool">n</value>

@@ -101,10 +97,6 @@

<value type="bool">y</value>
</config>
</conditions>

<config>

- <key>CONFIG_DEVKMEM</key>

- <value type="bool">n</value>
</config>

<config>
<key>CONFIG_KFENCE</key>
<value type="bool">y</value>
diff --git a/s/android-5.10/android-base.config b/s/android-5.10/android-
base.config
index d6elf5a..d7078da 100644
--- a/s/android-5.10/android-base.config
+++ b/s/android-5.10/android-base.config
@@ -2,7 +2,6 @@
# CONFIG_ANDROID_LOW_MEMORY_KILLER 1is not set
# CONFIG_ANDROID_PARANOID_NETWORK is not set
# CONFIG_BPFILTER is not set
-# CONFIG_DEVMEM 1is not set
# CONFIG_FHANDLE 1is not set
# CONFIG_FW_CACHE is not set
# CONFIG_IP6_NF_NAT is not set

SNSHIEE SN
SNSRRREFEL, KET4MFHLIA,

KernelfRiZiBLZAT5EIR
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N = N
Kernelmi¥I FIRHEIRII TEIR
SORTEX vmlinux
SYSMAP System.map
OBJCOPY arch/arm/boot/Image
Kernel: arch/arm/boot/Image is ready
SHIPPED arch/arm/boot/compressed/hyp-stub.S
SHIPPED arch/arm/boot/compressed/fdt_rw.c
SHIPPED arch/arm/boot/compressed/fdt.h
SHIPPED arch/arm/boot/compressed/libfdt.h
SHIPPED arch/arm/boot/compressed/libfdt_internal.h
SHIPPED arch/arm/boot/compressed/fdt_ro.c
SHIPPED arch/arm/boot/compressed/fdt_wip.c
SHIPPED arch/arm/boot/compressed/fdt.c
SHIPPED arch/arm/boot/compressed/liblfuncs.S
SHIPPED arch/arm/boot/compressed/ashldi3.s
SHIPPED arch/arm/boot/compressed/bswapsdi2.s
LDS arch/arm/boot/compressed/vmlinux.lds
AS arch/arm/boot/compressed/head.o
Lzg arch/arm/boot/compressed/piggy_data
Incorrect parameters
Usage :
1z4 [arg] [input] [output]

input : a filename
with no FILE, or when FILE is - or stdin, read standard input
Arguments :
-1 : Fast compression (default)
-9 : High compression
—-d : decompression (default for .lzU extension)
=7 : force compression
=47 : overwrite output without prompting
-h/-H : display help/long help and exit
arch/arm/boot/compressed/Makefile:191: recipe for target 'arch/arm/boot/compressed/piggy_data' failed
make[2]: *** [arch/arm/boot/compressed/piggy_data] Error 1
arch/arm/boot/Makefile:71: recipe for target 'arch/arm/boot/compressed/vmlinux' failed
make[1]: **x [arch/arm/boot/compressed/vmlinux] Error 2
arch/arm/Makefile:351: recipe for target 'zImage' failed
make: *** [zImage] Error 2

EEES R
AZFEBEwNIZARAK(E, EK1.8.3KLAERA

wlg@ubuntu:~$ 1z4 -v
**% |z4 command line interface 64-bits v1.8.3, by Yann Collet **¥*
refusing to read from a console

FRIRTTIA:
BT Mandroid iRtz 4BER A 124

sudo cp out/host/1inux-x86/bin/1z4 /usr/bin/1z4
Android Sambaljjgg
SEHY
RKDocs/android/Rockchip_Introduction_Android_Samba_CN.pdf
NFSISzl
SEERANT

RKDocs/android/patches/customized_functions/nfs_boot_patch_v1.1.0.zip

ZHR7RERMM

SEN

M

RKDocs\android\patches\customized_functions/Androidl15% B Kk .zip

ZR7E
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SEN

RKDocs/android/patches/customized_functions/Dual_Audio_v1.0.zip

[i5t A miIFF LIRS Compiling and development
environment setup

Initializing a Build Environment

This section describes how to set up your local work environment to build the Android source
files. You must use Linux or Mac OS; building under Windows is not currently supported.

For an overview of the entire code-review and code-update process, see Life of a Patch.

Note: All commands in this site are preceded by a dollar sign ($) to differentiate them from
output or entries within files. You may use the Click to copy feature at the top right of each
command box to copy all lines without the dollar signs or triple-click each line to copy it
individually without the dollar sign.

Choosing a Branch

Some requirements for the build environment are determined by the version of the source code
you plan to compile. For a full list of available branches, see Build Numbers. You can also choose
to download and build the latest source code (called master), in which case you will simply omit
the branch specification when you initialize the repository.

After you have selected a branch, follow the appropriate instructions below to set up your build
environment.

Setting up a Linux build environment

These instructions apply to all branches, including master.

The Android build is routinely tested in house on recent versions of Ubuntu LTS (14.04) and
Debian testing. Most other distributions should have the required build tools available.

For Gingerbread (2.3.x) and newer versions, including the master branch, a 64-bit environment is
required. Older versions can be compiled on 32-bit systems.

Note: See Requirements for the complete list of hardware and software requirements, then
follow the detailed instructions for Ubuntu and Mac OS below.

Installing the JDK

The master branch of Android in the Android Open Source Project (AOSP) comes with prebuilt
versions of OpenJDK below prebuilts/jdk/ so no additional installation is required.

Older versions of Android require a separate installation of the JDK. On Ubuntu, use Open]DK.
See JDK Requirements for precise versions and the sections below for instructions.

For Ubuntu >= 15.04

Run the following:

sudo apt-get update
sudo apt-get install openjdk-8-jdk

For Ubuntu LTS 14.04

There are no available supported Open)DK 8 packages for Ubuntu 14.04. The Ubuntu 15.04
OpenJDK 8 packages have been used successfully with Ubuntu 14.04. Newer package versions
(e.g. those for 15.10, 16.04) were found not to work on 14.04 using the instructions below.


af://n3801
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1. Download the .deb packages for 64-bit architecture from old-releases.ubuntu.com:

openjdk-8-jre-headless_8u45-b1l4-1_amd64.deb with SHA256
0f5aba8db39088283b51e00054813063173a4d8809f70033976f83e214ab56c0
openjdk-8-jre_8u45-bl4-1_amd64.deb with SHA256
9ef76c4562d39432b69baf6c181199707c5¢c56a5b4566847df908b7d74e15849
openjdk-8-jdk_8u45-b14-1_amd64.deb with SHA256
6e47215cf62052a829e6a0a64985075bd29d1f428a4006a80c9db371c2fc3c4c

2. Optionally, confirm the checksums of the downloaded files against the SHA256 string listed
with each package above. For example, with the sha256sum tool:

sha256sum {downloaded.deb file}

3. Install the packages:
sudo apt-get update

Run dpkg for each of the .deb files you downloaded. It may produce errors due to missing
dependencies:

sudo dpkg -i {downTloaded.deb file}

To fix missing dependencies:

sudo apt-get -f install

Update the default Java version - optional
Optionally, for the Ubuntu versions above update the default Java version by running:

sudo update-alternatives --config javasudo update-alternatives --config javac

Note: If, during a build, you encounter version errors for Java, see Wrong Java version for likely
causes and solutions.

Installing required packages (Ubuntu 14.04)

You will need a 64-bit version of Ubuntu. Ubuntu 14.04 is recommended.

sudo apt-get install git-core gnupg flex bison gperf build-essential zip curl
z1liblg-dev gcc-multilib g++-multilib Tibc6-dev-i386 Tib32ncurses5-dev xllproto-
core-dev 1ibx1ll-dev 1ib32z-dev ccache Tlibgll-mesa-dev Tibxm12-utils xsltproc
unzip python-pyelftools python3-pyelftools device-tree-compiler Tlibfdt-dev
Tibfdtl Tibss1-dev 1iblz4-tool python-dev

Note: To use SELinux tools for policy analysis, also install the python-networkx package. Note: If
you are using LDAP and want to run ART host tests, also install the libnss-sss:i386 package.

Configuring USB Access


af://n3833

Under GNU/linux systems (and specifically under Ubuntu systems), regular users can't directly
access USB devices by default. The system needs to be configured to allow such access.

The recommended approach is to create a file /etc/udev/rules.d/51-android.rules (as the root
user) and to copy the following lines in it. must be replaced by the actual username of the user
who is authorized to access the phones over USB.

# adb protocol on passion (Rockchip products)
SUBSYSTEM=="usb", ATTR{idVendor}=="2207", ATTR{idProduct}=="0010", MODE="0600",
OWNER="<username>"

Those new rules take effect the next time a device is plugged in. It might therefore be necessary
to unplug the device and plug it back into the computer.

This is known to work on both Ubuntu Hardy Heron (8.04.x LTS) and Lucid Lynx (10.04.x LTS).
Other versions of Ubuntu or other variants of GNU/linux might require different configurations.
References : http://source.android.com/source/initializing.html

ffiF B SSH$RE{Ei5HB SSH public key operation
instruction

[f#R B-1 SSH$ASERE SSH public key generation
{(EFRAN T ap <S4Rk

ssh-keygen -t rsa -C "user@host"
5 user@hostE R RRIBRFEIIL,

8 & ® Terminal
MH(F) fR3B(E) EE(V) Lm(T) #eh(H)
~% ssh-keygen -t rsa -C "userghost"
Generating public/private rsa key pair.
Enter file in which to save the key (/home/cody/.ssh/id rsa):
Created directory '/home/cody/.ssh'.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/cody/.ssh/id rsa.
Your public key has been saved in /home/cody/.ssh/id rsa.pub.
The key fingerprint is:
?3:6d:?4:13:68:66:?d:53:3b:92:1bNﬂJEB:E4:EB:?5 user@host
The key's randomart image is:
+--[ RSA 2848]----+
..+ Eo+. 0]
. + 0 =.+00|
. .0t |
o .+..|
. O.

LB TN TEIRRIB R T ERkkey X f4,



http://source.android.com/source/initializing.html
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~% 1s -1 .ssh/
SHE 8

1 cody cody 1675 2012-10-15 11:38 id rsa
-rw-r--r-- 1 cody cody 391 2012-10-15 11:38 id rsa.pub

ISR ERFEMBIRAENid_rsaflZR3, FHiGid_rsa.pubREREESDKARRIRS=RAVETER,

fiis® B-2 {Efkey-chainEIE%3$H Use key-chain to manage the
key

W ISERLRE S T BkeychainETEZ4A.,
BOMERSGRT:

1. Zedtkeychaini {46l :

$sudo aptitude install keychain

2. EcEfEAEA:
$vim ~/.bashrc
RN EXAT
eval “keychain --eval ~/.ssh/id_rsa’

Heh, id_rsa@FfASASUEBFR.

DLRELE, EFEREHE, SRETEAER, REHNERZHERERINEREIR, STEEa
BN,

B, BREAREFHsudogirootF, MRIEGREIITME, BNIESERIRIANZAETEREL,

iR B-3 Z &5 {EMAERssh22$A Multiple devices use the
same ssh public key

FEAENERGER, ATLUSRAsshFATAS (HFid _rsatE N B Z(EFERIHN88RY ~/.ssh/id_rsa"RP A,

EERBRAVABEHIIA TR, B XS B ERAERRIFATA.

~/tmp$ git clone git@172.16.10.211:rk292x/mid/4.1.1 rl

Initialized empty Git repository in /home/cody/tmp/4.1.1 rl/.git/

he authenticity of host '172.16.10.211 (172.16.16.211)' can't be established.
RSA key fingerprint is fe:36:dd:30:bb:83:73:el:0b:df:98:22:73:e4:61:46.

re you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '172.16.18.211' (RSA) to the list of known hosts.
git@172.16.10.211's password: [

ANINIERBRIFATRIS, BURTLAGERgit SebEXA3, SITEL.

mep‘ GlT clone git@172.16.10.211:rk292x/mid/4.1.1 rl
Initialized empty Git repository in /home/cody/tmp/4.1. 1 rl/.git/

he authenticity of host '172.16.10.211 (172.16.18.211)"' can't be established.
RSA key fingerprint is fe:36:dd:30:bb:83:73:el:8b:df:90:e2:73:e4:61:46.

re you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.16.18.211' (RSA) to the list of known hosts.
remote: Counting objects: 237923, done.

remote: Compressing objects: 180% (168382/168382), done.

eceiving objects: % (21570/237923), 61.52 MiB | 11.14 MiB/s

A NsshFAERTRE I R~ EiR.
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Agent admitted failture to sign using the key

fEconsole NI Fap <SRN ETRER,

ssh-add ~/.ssh/id_rsa

fit5t B-4 —a =St ARRssh22$H Switch different ssh public
keys on one device

AJLAS#E ssh_config 5B &Essh,

~$ man ssh_config

2 e © Terminal
XHHF) wmsB(E) &5(V) £m(T) Fan(H)
SSH _CONFIG(5) BSD File Formats Manual SSH _CONFIG(5)

NAME
ssh config — OpenSSH SSH client configuration files

SYNOPSIS
~/.ssh/config
Jfetc/ssh/ssh _config k

DESCRIPTION
ssh(l) obtains configuration data from the following sources in the fol-
lowing order:

1. command-line options
2. user's configuration file (~/.ssh/config)
3. system-wide configuration file (/etc/ssh/ssh config)

For each parameter, the first obtained value will be used. The configu-
ration files contain sections separated by “Host" specifications, and
that section is only applied for hosts that match one of the patterns
given in the specification. The matched host name is the one given on
the command line.

Manual page ssh config(s) line 1
BT, BEESRIAFRIsshicE.

~$ cp /etc/ssh/ssh_config ~/.ssh/config
~$ vi .ssh/config
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SNE, EsshfEAS—1BRAISUG ~/.ssh1/id_rsaVEJAIERASH, BEIXMTTE, RILAHRARIE
.

2SO Terminal
ME(F) #m3B(E) &EE(V) £im(T) #EH(H)

IdentityFile ~/.sshl/id rsa
IdentityFile ~/.ssh/id dsa

f§3 B-5 BRI Key authority management

IRSER LI In R M keyRI T ROREL. IPHER, MRANSHEISERENATkeydI FHAUR,
IBREREMANG. AFERENSHE =75,

[fiR B-6 GitfXPRERiGIREE Git authority application instruction

SE PIAET, ERAAXX, KREBHZE fae@rock-chips.com, ERIEFHESDKAIE FEANSR,
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