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GMSE(ERE
Keymaster & Optee
Hardware Features
FRP (Factory Reset Protection)
AVB (Android Verified Boot), A/BFtZ%
SELinux
ExEfingerprint (AJi%k)
LTEINTZ4K Security Patch level
Attestation key (Keybox)
Android 13FERKPEK
GKIZER
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GOATS (Performance Test)

APTS

BTS
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FEEW
TETEREE
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RIS

BiRA

fyRB
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GMS (Google Mobile Service)

GoogleBaig &k, B&GooglefRSHELR, PlayflE, ChromeliEssE—ZRFINE.

MADA (Mobile Application Distribution Agreement)

FEHIFNNERBNRE, WEFRNTFRREREAAECODER, FERIA3.3%T~18%
JHiggwmERit.

EDLA (Enterprise Device Licensing Agreement)

FIMADAEAR—E, M TXEREMAIER, aILMM18%T~70RT FRE/LEitigE, (BRF
WRATF26, Hr-mAEEEAMEES.

3PL

F=pxK=E, BERRIEGoogle CODEKLAK GMS Requirments, #1BIGooglefE2BKAR X1gHY
GMSEEEXRIIF=MmFITAL. ERNNEETE/MRE/XA/AINE, —RRETEER, el
W57,

Google Partner

ZFZMADAY/EDLANY AL AGoogle partnerf5, ZREISIHIAIGoogle PartnerSAY, ZREISEAER
3PLH{TGMSRIERIBE AN,

EEA

SEEMBERNRERZEBIEEARNGMSIAE, B EENEEARENFEES I ARREIE R
1TA9tYEMADA (European Mobile Application Distribution Agreement)ifH{TECE., BXEEARY
HEXutEE, 155%Google Partner3Zfy:

https://support.google.com/androidpartners gms/answer/9071728?hl=en

XTS

HATX R B R THIbinaryfg, £ AXTS-tradefeddnpsT, WEHIT ARSI S airetrydn<ED
CIR

BAaI8#GoogleEAMIYL: https://source.android.com/compatibility/cts/run

retry

IBECBEERNEM RSN, #HAtradefedfg, #1471 r BITEEZEIRMRER, 518
session id, HfTretryB#ES841 --retry session_id BJAJ4EUSERIER, retryilliiidAE
RINSREE, HN: --retry-type


af://n71
https://support.google.com/androidpartners_gms/answer/9071728?hl=en
https://source.android.com/compatibility/cts/run

i
ERIRNEL AT, FAFdebug, MXESEMRNERKlog, DBIRITF results K Togs BR
-FO

4%: android-
cts/10gs/2023.05.04_14.13.15/inv_17873629097171453434/host_log_***.txt

H&E: android-
cts/10gs/2023.05.04_14.13.15/inv_17873629097171453434/device_logcat_test_PHOB
EXGDPG_*** . txt

MRIBA

BEEREEHEGoogleBaIRS, VBIGMS/EDLAINIE, BITNEGEEBEESGooglelIREaNRSS,
RENZ 2RI MBREEZIRARNRIE. BEBIIGMS/EDLAINE, MRBEERR, —RRiRE2H
FEEEEITGMSIAIE, FRERARBIEHGMSIRS

BB MADA/EDLAKR

XMER T, SEIIBE—1GooglelBXRA, BXPartnerfISHEtRBIRRLAR S IKSinl-EREE
&AM, BEETGMSINERTREERKZRGoogleBA R AT REAEIPLEEE, BISANISAIFHE
ENBNEIFRBEXTSAE, MeEBEHGMSIRS T .

B8 EMADA/EDLAKR

RBEEEMADA/EDLAGEFRA BEERBFHBIGMSIAIE. [REMADAERRT, B5LEEEESE0DM
MADARIRHIAT], BLABTERESBE WS EESZ.

TEHIN

STRYRHE AR HOS MR, EBBEMADA/EDLARRA T

Ba2GRUUTESEMDDR, YREELAAndroid GolFiAIE, Android 13RI ERAREBARIF2GLAT
B[EDDRITIAIE, (RIELRIFASIERE Tunch *go, 4N

Tunch rk3326_rgo-user

FFPX30/RK3568iF GMSIAIE

PX309RK3326M9TMiRA, THAEAEGER], BGoogleRZAMXERK3326, FTLIMNSEAREFIPX30
KNI, 15EFIRK3326; RK3568E/ERK356x% 5!, EFIRK3566E(RK3568181]; RK3562F]
RK356xARE—RFASH, iFEARELIRK356XEHE, LIPX30/9fi:

. [ECEEE=RAIsub-licenseFRIERT, SRK3326{R#F—E.
RS EIE(ERRK3326, 5I40PX30-2GB DDRiRAN, lunch rk3326_rgo-user

WNEER—8mR( Fin: . /build.sh -ucA), BFci&imakefilediflJ PRODUCT_UBOOT_CONFIG

device/rockchip/rk3326/BoardcConfig.mk
PRODUCT_UBOOT_CONFIG := px30

EDLAtEXI5ER

EDLAIREAZEERUSB Camera, MIEmipiiXzRRINECamera, XMIER T, 3PLIKIIAS
IEERE—MCameraBls, mMCTSHMIHEXILER™E, BRIEME&BT AR sensorBlSaTLIE
BHRA,
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MBIERiS

ATINMRGMSIENRERE, EHEHTUHAIEERBEUATRS:
1. M3PLERIEsub-license, EXHAIBES#EKeymaster & OpteeZBHiE4HiiH
2. [@3PLEBkeybox, HHEXABTIBESE Attestation keyEBaiE4HinEH
3. MI3PLEHEGTSIUIRAPE_API_KEY, HBXAEIESH GTSMKE4HxEA

4. [AIGoogleEigandroid-partner-api@company.comMKSHERIBERKP, #HEXATIBESERKPEIDIF
4HiER

IMIEE O

GoogleM IR EIRIT GMS/EDLAINIEF=fFafJAndroidiR A, #H3&AndroidiRANig GMS/EDLAIAIEE 8,
1EREBIAEGMS approval windows

fBIG0: Android12LARAAOSPIRM EEA20224F387H, SGMSIAEEO&E LEBEF202382828H, i@
EDLAIAIEE & IEAHA2023512831H

IAERIHE

GMS—RAFARIZE, BHRITRAEE, —RRIRBUSEMRASDK, BEENMLER, NReRBRMN
FEIRRES, ALIRRIRRETEEIRALT3-4E.

Android 13RLAERRAZERFERGKI, LATRZHRRMTEEIRNIS, MREARIEIAabIFIZRZIMY
ZO, WFEERREIGooglefIIRSRE, Hix+GHERFE3-4X. GoogleEG R 155 2#T= BAIMAH
TR, FERERAR boot. img WBEESANAR. EIt, MRFHIRRZEISSZE, RREESFY
A0XTF gEEEreleasehA., Eit, REMIGERBETR. MWIRHERAIGH T EGoogle HHAEEPABLR

boot.img,

Android 13% LA ERRAFEFEARKP, WRERIRER, BEZEGoogleinthd), iSRERRISF, MR
ERRIRE . SE B RRKPEIHIIEARITEA,

EDLAIREZIEFERRITIRESR, WRERIKNES, GKIFESHIMERETEEAK4-6/EMRTE. &
EHRGKIEBDBNFAMAAA,

WA DRERENAS, EDLAREPINREES Mie, WERREARIFSHTULL. BEAEUT
NRELHITENBZTIENZFDR, SKEAGEMRSTHL. IFUKTHRRETS%

Mzt BNENSE iz EHA
TS 3+ 2-4K
CTS-ON-GSI 2 2

VTS 1 1

CTS-V 1 1

GTS 1 2

GTS-V 1 1

APTS 1 1

STS 1 1


af://n120
mailto:android-partner-api@company.com
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https://docs.partner.android.com/gms/policies/domains/reqs
af://n134
https://ci.android.com/builds/branches/aosp_kernel-common-android13-5.10/grid?legacy=1&selected-targets=kernel_aarch64
af://n177

AaXEIREY

GMSINEEZELLT=1ME: GMSE. mainline, prebuilts&

a3ng maRR

GMSE vendor/partner_gms
mainlined, vendor/partner_modules
prebuiltsf, prebuilts/module_sdk

1. fIEMADA/EDLARERIEF, EINEEFERF(INEXpressH>e, ELTRIIGMSBEMFEGMS
Express Plusfiiefy, ZRMASEN. RETEBBLTEXEERLAIGMS ExpressET7,

2. [REMADA/EDLARREAEER C TEGMSBRER, BIRIUTERIEE:

o EMGMSEIBZILATMUERE T, BRIERIE vendor/partner_gms :
https://docs.partner.android.com/gms/building/integrating/gms-downTload

o mainline@iEEIMA T, Android 1R EIRASEITOFNERS, RERAXY, BEEC
{EFrepolt TR, WIE/ ARSI EHEAN T :
https://drive.google.com/drive/folders/1gxxMalTC99Y2SvyRDUfiDFvY_k40z3j05

40

# TN#imanifest it

repo init -u https://partner-android.googlesource.com/platform/manifest -b
r-aml-prebuilt-release

# JTHEFEE, FEET, 556K % . repo/manifests/default. xm1HEEH AR

repo sync -c -j8

THIBERAE (—REUit BB EFREFIApprovediRAE) , EEHFIEFHapproveddI3iAY
Release summary , ¥H git tag, f5la0:

git tag mainline_m_2020_dec_preload_5

IS, TEFHEmanifesthRIENARIZ 2 ESIXI RAtag :

diff --git a/default.xml b/default.xm]l
index 7belf37..01lccha9 100644
--- a/default.xml
+++ b/default.xml
@@ -4,7 +4,7 @@
<remote name="ohd"
fetch=".."

review="https://partner-android-review.googlesource.com/" />
- <default revision="r-aml-prebuilt-release"
+ <default revision="refs/tags/mainTine_m_2020_dec_preload_5"

remote="ohd" />

<!-- Google-signed Mainline prebuilt module projects !-->


af://n177

e Android 12RLA EMRAERFEprebuilts, BFH TEMmainlineBHERIMA, BUMESIR
&, Han:

vendor/partner_modules
T1003604/mainTine_m_2022_feb_preload_5

prebuilts/module_sdk
T1003604/mainTine_m_2022_feb_preload_5

PRIFIRIET0):

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/IPsec/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Media/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Media/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Connectivity/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Media/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Wifi/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

o fpkmainlinellt, BELHEIAMainlinefI3A, SUEFIREIAIHN T WIRTESDKAATFE, BURIFR
o

o GMSEIRANSERISKEN: getprop | grep ro.com.google.gmsversion
GMSEIRABSHAE AR :

https://docs.partner.android.com/gms/building/integrating/gms-download

izl EFREN

WHBRAER: —RREKAGoogleBE7T R MAIEITNIN & (LK B AR AE R EIE)
WA THHEETENRE, BiMRockchipZ £ TFTPIRZE2EHR GMs-Test-suite/xTs SREVERTEER

B

MADA/EDLAIAIEN EAELA TSR |
=R Efg-3E8 1588
CTS user@E{4

CTS-ON-GSI user[@E4 17¥5Google& & system.img


af://n215
https://docs.qq.com/sheet/DVG5KcFNnU2ZFZG9j?tab=BB08J2&u=74e1e99829764a9b8a46607a5c6980cf

tRIR ElSESid L

GTS userE4

STS userdebug[E{4

VTS user[@E{4 1785 Google& & system.imgFE{4boot-debug.img
CTS-Verifier user[E{4

GTS-Verifier userf[EY4 {Android 13R LA EARAFE

Checklist userfE4 EDLATAIEtEFE A Checklist

BTS user[@E{4

GOATS userdebug[E{4 {RAndroid 11 UL TGOk AEE

APTS userdebugE4 {XAndroid 12K A L GoABE

o PABE: SEEIEAT THARSHVLE, AFHERLAITGoogRETAES)
GMS SDKEEILSE
Rt miE

EfRiFEkernelf, BEFAERClang#HTRIF (—8mEDS ./build.sh -ck) , BUVTISHKES=4
Y0 fail:

vts_kernel_toolchain
KernelversionTest#IsClang

WNEREiFANdroid GohiAs, i&f#FFandroid-10-go.configi&android-10.config, Android 11hRAIS
108911, Android 130 /9android-13.configfflan:

make ARCH=arm64 rockchip_defconfig android-10-go.config rk3326.config
make ARCH=arm64 rockchip_defconfig android-11-go.config rk3326.config

ANERIRTRrkxxxx.configATEE, BLAARMD,

LATERR i RAndroiddmiE, iF=ZldeviceBFEHtEEdevice/rockchip/rkxxxx/BoardConfig.mkHd
[Ty

Widevine

ERRARK3588/RK3399/RK356x B4 FWidevine L1, MITHRIRE—MRLIAAIHEEK. MRFE
fEALT, IBSREBRFRIEHL SHFHERAR LN T .

BOARD_WIDEVINE_OEMCRYPTO_LEVEL := 3


af://n270
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EEA
FHBERHERIRE, RAMEEANRETRELE, HtREFET

BUILD_WITH_EEA := true
BUILD_WITH_EEA_TYPE := typel (IR#E[HCHEEAZKEINE)

GMSE(#HgE

BUILD_WITH_GOOGLE_MARKET := true
# GradiofBis (MIFFH4GEINIIAE) EREL TRE, HRR&RFfalse
BUILD_WITH_GOOGLE_MARKET_ALL := true

# ikuserBE R, 1 FHEIZE M Talse, RKIEDMA TR SHR, BULKERH.
PRODUCT_HAVE_RKAPPS := false

WEREE(FEHANAroid GofJ2GHRZA, 15 device/rockchip/common/device.mk FFRIMXMER :

diff --git a/device.mk b/device.mk

index 63bb4ac..4340170 100644

--- a/device.mk

+++ b/device.mk

@@ -899,7 +899,7 @@ ifeq ($(strip $(BUILD_WITH_GOOGLE_MARKET)), true)
OVERRIDE_TARGET_FLATTEN_APEX := true
PRODUCT_PROPERTY_OVERRIDES += ro.apex.updatable=false

# 2G A Go
- #TMP_GMS_VAR := $(TMP_GMS_VAR)_2gb
+ TMP_GMS_VAR := $(TMP_GMS_VAR)_2gb
endif
ifeq ($(strip $(BUILD_WITH_EEA)),true)
BUILD_WITH_GOOGLE_MARKET_ALL := true

Keymaster & Optee

ERiEsub-licensefly, #EETrust OSHY, EFERBRK3326/RK3562/RK356x/RK3588F-&1EEOptee
V2, HfttFE19HVI,

PRODUCT_HAVE_OPTEE := true

Hardware Features

TB{FFORR A N AR A A IR BSOS a0RR Y, WNEREMAASTES (WIPBIR(Y, BLES) , RFEF—CF
k%, i¥&: Android 115 LA EIREZERKNearby Share, ZINEEKIRBLE, &iHEHRSHIER! o]
LUBS AT ES], i85, 152 frameworks/native/data/etc/ NEXIRMAYfeature. xmiffipk:

BOARD_GRAVITY_SENSOR_SUPPORT := true
BOARD_COMPASS_SENSOR_SUPPORT := true

fign, MIBRBLE:

BOARD_BLUETOOTH_LE_SUPPORT := false


af://n281
af://n284
af://n288
af://n291

Usb Cameraff{EBEEYFeaturefit & :

android.hardware.camera.any
android.hardware.camera.external

I GMS/EDLATAIEH 28w Microphone, BJLAZAEMicaEi#E Usb Mic, MXIEE(RIENIEERSIE

ey

)

A B IEREs, Bl pm 1ist features | grep sensor EIAT, MK EEBIREREERS

device/rockchip/common/device.mk:

-# Sensor HAL

-PRODUCT_PACKAGES += \

- android.hardware.sensors@l.0-service \
- android.hardware.sensors@l.0-imp1 \

- sensors.$(TARGET_BOARD_HARDWARE)

device/rockchip/common/manifests/manifest_level_33.xml:
- <hal format="hidl">

- <name>android.hardware.sensors</name>

- <transport>hwbinder</transport>

- <version>1.0</version>

- <interface>

- <name>ISensors</name>

- <instance>default</instance>

- </interface>

- </hal>

FRP (Factory Reset Protection)

GMSTEZEEAFRP, BXILINEEANFMANE, BESIIMEHMIAISOKIY:

RKDocs/android/Rockchip_Introduction_Android_Factory_Reset_Protection_CN&EN.pdf

BUILD_WITH_GOOGLE_FRP := true

AVB (Android Verified Boot), A/BHZ%

GMSTEEEAAVB, BXULINEEAINFANER, BSRMEMRISDKI:

RKDocs/android/Rockchip_Introduction_Android_verify_Boot_CN&EN.pdf

BOARD_AVB_ENABLE := true ## EVRA T AVBIU A BE A E HL
2, B SEYLER TR

HEEFASELR, SDKEUARIEIRBFTZBAVB, thiga#iEbootloader, X&SEHBTANLESETE
EREIANIE, BAEEr-AiftubootBRIT ELATHN T, LAR(RRIkeyRd BEB EIRTBiEDOOtloader, IE
BERDALE, BlMEBENIAIIHT, BURERAEE—EBEHT, SLEB50.

RKDocs/android/patches/gms/0001-11ibavb-Lock-the-device-when-the-device-init-or-
write.patch

 fEAndroid 11RLAERRAFFEESREMA/B, Hlan:


af://n301
af://n304

BOARD_USES_AB_IMAGE := true
BOARD_ROCKCHIP_VIRTUAL_AB_ENABLE := true

# PIHXBAER BN MEEE, B R
ifeq ($(strip $(BOARD_USES_AB_IMAGE)), true)

include device/rockchip/common/BoardConfig_AB.mk

TARGET_RECOVERY_FSTAB := device/rockchip/rk356x/rk3566_rgo/recovery.fstab_AB
endif

e 7EAndroid 13EAHGKIINFES, EECHE EA/B, flun:

BOARD_ROCKCHIP_VIRTUAL_AB_COMPRESSION := true

INRIBFERTIRTBARID KANAEE, AJLAFNEE:

ifeq ($(strip $(BOARD_USES_AB_IMAGE)), true)

include device/rockchip/common/BoardConfig_AB.mk

TARGET_RECOVERY_FSTAB := device/rockchip/rk356x/rk3566_rgo/recovery.fstab_AB
endif
+ # DIFiXBloverlay 4 4i% %3] include device/rockchip/common/BoardConfig_AB.mk Z/J5
+BOARD_SUPER_PARTITION_SIZE := 4294967296
+BOARD_ROCKCHIP_DYNAMIC_PARTITIONS_SIZE := $(shell expr
$ (BOARD_SUPER_PARTITION_SIZE) - 4194304)

e FFEA/BRY, uboothtBE—ICIIFA/BAIECE, fIU0: RK3566/RK3568

diff --git a/configs/rk3568_defconfig b/configs/rk3568_defconfig
index b7d433a..a87e2e3 100644

--- a/configs/rk3568_defconfig

+++ b/configs/rk3568_defconfig

@@ -204,6 +204,7 @@ CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=Yy
CONFIG_AVB_LIBAVB_ATX=Yy
CONFIG_AVB_LIBAVB_USER=Yy
+CONFIG_ANDROID_AB=Yy
CONFIG_RK_AVB_LIBAVB_USER=Y
CONFIG_OPTEE_CLIENT=Y
CONFIG_OPTEE_V2=y

IR BEVISBESEHAVBAES pm 1ist features | grep android.software.verified_boot

CtsSecurityTestCases
android.security.cts.VerifiedBootTest#testVerifiedBootSupport

MiAFR4E: java.lang.AssertioneError: Verified boot must be supported on the device

IR BEVSESEHABGS 1s -1 /dev/block/by-name/

TR BREEBAVBEIENES( fastboot oem at-lock-vboot), SEHWELEFH, A TEM
iy Sdr ) G ani I



WEHEE: Hit key to stop autoboot('CTRL+C'): O
ANDROID: reboot reason: "(none)"
vboot=0, AVB images, AVB verify
read_is_device_unlocked() ops returned that device is LOCKED
avb_slot_verify.c:763: ERROR: vbmeta: Error verifying vbmeta image:

OK_NOT_SIGNED
AVB verify failed ## AVBRILG KK
Android boot failed, error -1.

itk J7i:1: [Efe’S T E (RKDevToo1 . exe) -- = DBt - -1 g - -HLas &
Rk JFEHLE D42 " CTRL+C' A cmdTinet=, H D% ' fastboot usb 0'iEAfastbootis,
adb# A\ ' fastboot oem at-unlock-vboot'

SELinux

GMSFEZEFASELinux, FFSELINUXERESSHRLINEARILEE, BERREARIEX G ZESEMMEY
SDK3Z#Y:

RKDocs/android/Rockchip_Developer_Guide_Android_SELinux(Sepolicy)_CN.pdf

device/rockchip/common/Boardconfig.mk:
BOARD_SELINUX_ENFORCING ?= true

YtFAndroid 12K LA EARA, FAUEMT—NTETLUNEENNES, EFHANREREENE
userdebugE{# _EERZT EREMSELINuxiIR, BEiMERTSEESIRTEE R THI README.md ,
TEMTF:

RKTools/1inux/Android_Devices_SELinux_Tool

console:/ $ chmod +x ./data/local/rockchip_selinux_tools

console:/ $ ./data/local/rockchip_selinux_tools

Please USE the following cmd to confirm which files need to be update!
get_build_var BOARD_SEPOLICY_DIRS ## T FEsourcefllunch/sHar
AR

Add the following result to file: [genfs_contexts]
————————————————————————————————————————————————————— L A NTE SE P S/ IES]
genfs_contexts

genfscon sysfs /devices/platform/avld-master/wakeup
u:object_r:sysfs_wakeup:s0

genfscon sysfs /devices/platform/es8388-sound/extcon
u:object_r:sysfs_extcon:s0

A RIAINZEIG< get_build_var BOARD_SEPOLICY_DIRS SREXAIIPRIZ{H (4N
device/rockchip/rk3399/sepolicy_vendor/genfs_contexts)

hcq@sys2_206:~/Androidl12-0928% get_build_var BOARD_SEPOLICY_DIRS
device/rockchip/common/sepolicy/vendor device/rockchip/rk3399/sepolicy_vendor

o B FREMEBEFRINKIN: cat /vendor/etc/selinux/vendor_sepolicy.cil

o GMS/EDLATAIEAREEIER/system/sepolicy B F TR, SELinuxtRIEFIENIE
Fl/device/rockchipB &R


af://n328

T fFad 1WAk #E 2 L AR SELT nux AR
netd_integration_test
NetdSELinuxTest#CheckProperMTULabels

SuspendSepolicyTests
SuspendSepolicyTests#SuspendSepolicyTests

CtsSecurityHostTestCases
android.security.cts.SELinuxHostTest#testNoBugreportbDenials

BlEfingerprint (\]iE)

IR Rt R B REE. BN ZBIRLTHNT BEEiEs, ARESHESE oAU EL
retryiflliz,

device/rockchip/common/prebuild.mk:
diff --git a/prebuild.mk b/prebuild.mk
index 28391f6..7f38922 100644
--- a/prebuild.mk
+++ b/prebuild.mk
@@ -4,3 +4,4 @@ $(warning You can disable this by removing this and setting
BOARD_RECORD_COMMIT_
$(shell test -d .repo & .repo/repo/repo manifest -r -o
$(OUT_DIR) /commit_id.xm1)
-incTude $(TARGET_DEVICE_DIR)/prebuild.mk

+ROCKCHIP_BUILD_NUMBER := 202001 (B—H#=/r, HTE)

GoogleEKiFGMS/EDLAINIE= GRaYfingerprintithREME—RY, BEERAIEREfingerprint REEE(1HX
rBARGIE)

BT ELK Security Patch level

LINT REME: Partner Security Bulletin

LEIRALSHN T ERIIEIA: getprop | grep ro.build.version.security_patch

TRt TRIREU A, BSEREMAISDKIH:
Rockchip_Android_Security_Patch_Guide.pdf

HGMSINERNBEBEGMSINEEONEK, —#kiieeih T BREA=1TE, ENNEEFNZENT
AEedIH.

GtsOsTestCases
com.google.android.os.gts.SecurityPatchTest#testSecurityPatchDate

HH#MES: ro.build.version.security_patch should be "2023-03" or later. Found
"2022-07-05"

EHEIIF IR e T ERERELREREM R AR N T FREE:

build/make/core/version_defaults.mk
PLATFORM_SECURITY_PATCH := 2020-03-05
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Attestation key (Keybox)

HITGMSTK RIS kEAttestation key, E%cEIBIY3PLEGoogleFiEkeybox, EZlkeybox/a{EFEEREMAN
R TR T Brkpacker# 7318, TEMARSRIEH, BEAKREIASIIRES, BXNITEAET
ER=R:

RKTools/Tinux/Linux_AttestationKeyboxPack_Tool.rar
RKToo1s/windows/KeyBoxwrite_v1.53.zip (544fEM1.53hk4AS, AJTMFTPARSSES GMs-Test-
Suite/xTS/tools)

AR L RIS EREMAIS DRI :

RKDocs/common/RKTools manuals/Rockchip_User_Guide_Keybox_Burning_EN.pdf

FIXEN4RY, BHEuboothiRSattestation keyRIINRERIRBHIFF, HIUNTE3566/35687FTFHREIN

ab.
Bg.

diff --git a/configs/rk3568_defconfig b/configs/rk3568_defconfig
index 46440b6..22831d2 100644
--- a/configs/rk3568_defconfig
+++ b/configs/rk3568_defconfig
@@ -205,6 +205,10 @@ CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=Yy
CONFIG_AVB_LIBAVB_ATX=Yy
CONFIG_AVB_LIBAVB_USER=Yy
CONFIG_RK_AVB_LIBAVB_USER=Yy
CONFIG_OPTEE_CLIENT=Yy
CONFIG_OPTEE_V2=y
+CONFIG_ANDROID_WRITE_KEYBOX=Y
+CONFIG_ANDROID_KEYMASTER_CA=Y
+CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION=Y ## RK3399M AL & %%

o Attestation keylRBSEIRFsecurityy X, EFIRSE{HAttestation keyAeEk, EIERFlashll
REEMRR

o FELHN{aIRfIAAttestation keyBERAIT: u-boot FFT4MNT /GMS-Test-Suite/Exp+/Attestation
key 3XEVEM(E ro.boot.deviceid

o MK ERAttestation keyi@BFI(BIAREANdroidhRAFISocKRY), (BEFIEERSINE BItRIEN
keybox

o [FRHTEKRSkeyRT, ®BELTFbootloaderikZ, IR EHEFAEEZIE, SEEFWA
AfERSERERITN. ATLUBIY R OAF I EEEREIRS(EERIRU-bootLIBEHFI2022-
03),

write attestation key: RSA ret_rsa=0 ## 0FRINES TR

gNEREHBkeybox, FRFLATHREAFEIRIBH3pIEEIA):

1. ks (—Zkcasellnl, #ILBISCRYERS R, NiX/EGtsEdiHostTestCases)
2. WARERE (n3pTERRD
3. —AtxtfE (—fr—Adevice idXf N — NS

Google Request to use Device ID to apply the key:

Device ID within the file should meet the following properties:
1. Unique and cannot be duplicate of another Device IDs within the file
2. Must be between 1-32 characters in length
3. only following characters allowed [a-z][A-z][0-9]1[_][-1[.]
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4. No whitespaces allowed

Device ID files have the following requirements:

1. ASCII text file in unix format.

2. File name should be created with the following characters [a-z][A-z][0-9]
[_1[-1[.]1 in a meaningful way (e.g. Make_Model_Date_Quantity.txt)

3. Must only contain Device IDs. No comments, headers, or other information

4. One Device ID per line

5. No duplicate Device IDs within file

6. No blank Tines

7. No white spaces

A BRGoogleEIE10H 1 keyboxFHT Brkpackerfg*.output} T Bk . kdbEfEJgESHR & "out of
memory at line 1"

$ chmod +x rkpacker

$ ./rkpacker attest_keyboxes.output -o keybox.kdb
55488 Data File Type : KEYBOX

Ooutput File : keybox.kdb

Data File Num : 1

Total Key Num : 100000

out of memory at line 1

fltJivk: split -n 4 attest_keyboxes.output A4 107 Mkeybox 7 El 4SO I+ 45 28 5 A
rkpacker®E#

Android 13Ff1ZRKPER

RKP(Remote key Provisioning)@Android 13+ —IREk, FEEUEZEHSH28a0(E 2 MENH
3k, BdGoogle ApitikS L1EZIGooglefRS5azim. ZWRERAESR, FHRINBSERIFEHRLESDKY
(=

RKDocs/android/Rockchip_Android_Remote_key_Provisioning_Guide.pdf

KRFEFRKP_ L& 285 R 2 GooglefRFBZEFATGTSIIXSHE N HE2Ifail

GtsGmscoreHostTestCases
com.google.android.gts.security.AttestationRootHostTest#testEcAttestationChainRem
ProvLength
com.google.android.gts.security.AttestationRootHostTest#testRsaAttestationChainRe
mProvLength

GKIEk

Android 12K A ERRAS, INRLinuxPIZMRAKTFETFS.4, MARERGKI(Generic Kernel Image),
fa8askin, RK3588 Android 12LAKAndroid 13 A EEE(FAGKI,

BOARD_BUILD_GKI := true

ZIEERNAEZ, FHNINBERFEB S EEAY:
https://blog.csdn.net/weixin_43245753/article/details/1293083647
spm=1001.2014.3001.5502

SEMEHMIAISDKIZAY: RKDocs/android/Rockchip_beveloper_Guide_GKI_CN.pdf
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GoogleE77Releaseil FAMZIRE(GKI) PGt =BT FEB

BXAndroid 1289ZhR 2% R

Android 12[ER32#FRK3588, (BRZIRATEMFEBAARE. AZRIBERIITE:

L kernel-4.19 kernel-5.10
RK3326 Y N
RK356x Y N
RK3399 Y N
RK3588 N Y
RK3288 Y N

HIE. BEXRNZES, R, BEEAEIEERIEE. Android 13-t gkernel-5.10,

BXincrementalfsiiiBg

Android 12krAR(EB{XEBAndroid 12l AEEREE), GMSIAEFERSHF incrementalfs v2 , X
FENZIRESIE. HRIEERSEYE, KRB V2HEHEFHE kernel-4.19 9FLL, MRS
incrementalfs_v2 JgiFAk T ko, BELLTBESR:

vendor/rockchip/common/modular_kernel/4.19% tree user*
user

"-- 1incrementalfs.ko

userdebug

"-- dncrementalfs.ko

0 directories, 2 files

PIRZIRAEFT, KoBRREEMANAE, SEFTEERENE. LR T A EARKSRESHIERN
&, HEFES incrementalfs BI0EII:

adb shell 1smod

Module Size Used by
bcmdhd 1150976 O
incrementalfs 77824 0

NRREWIERINE, NWFEEFNEH, V2T *.patch LIRANT ETAYEII AR base. txt , P
AJLAELA MU EE:

vendor/rockchip/common/modular_kernel/4.19/incrementalfs_patch

kernel-4.19B R THIA base 2R SHI5%:

git log fs/incfs/
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AN T EELIRZE SRR RATEANT & base . txt 1233 m, WMREAEEFRAEBANdroid 12LAR1HY

MRAS, EHATLUEXLERTERASHEIBCRIEZL S, M built-in fRiF. FIARENEARMT built-
inBUAENT, B8 is not set BISkbuilt-in, B/x=y WT built-in, X AILAARERREFE
ko :

cat kernel-4.19/.config |grep CONFIG_INCREMENTAL_FS
# CONFIG_INCREMENTAL_FS 1is not set

BEINCSINEERBIER: /sys/fs/incremental-fs/features/v2 ¥ mESTHT

g pm 1ist features|grep inc:

feature:android.software.incremental_delivery=2

EFERErIERk. EiRGE

B/ apk&ERBERGE, SEUWTHE, EEREETHER:
build/target/product/security/README

flan:

development/tools/make_key testkey

' /C=CN/ST=Fujian/L=Fuzhou/0=Rockchip/0ouU=Rockchip/CN=Rockchip/emailAddress=gms@roc
k-chips.com'

k. testkey.pk8 testkey.x509.pem ## SCFEMREE T

openss1 pkcs8 -inform DER -nocrypt -in testkey.pk8 -out testkey.pem
HE: testkey.pem

—REEB CEEBIRLITIUEKey, BEH3INME, 252 pem/pk8/x509. pem :
media platform shared testkey, itit124\3f4, EEZBRIMTER:

build/target/product/security/

Android 1371, BEZ#H%—H%E device/rockchip/common/security BR, iEBE{TEKRELR. T,
BHe4mE, BEISBRUTNERRapkER, SNATRESSEEA L AMER! B, XL
B2

e vendor/partner_modules/build/certificates/bluetooth.x509.pem

e packages/modules/Bluetooth/android/app/certs/com.android.bluetooth.x509.pem

e device/rockchip/common/security/bluetooth.x509.pem

TR BERERL.pk8F1.X509.pemItARIZERERS, Blopensslip SR *. pemAT SRR
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Enter password for 'testkey' (blank for none; password will be visible):
## AL E R EEnter

REEEE: Error decrypting key

139:error:0D0680A8:asnl encoding routines:asnl_check_tlen:wrong
tag:../crypto/asnl/tasn_dec.c:1149:

139:error:0D06C03A:asnl encoding routines:asnl_d2i_ex_primitive:nested asnl
error:../crypto/asnl/tasn_dec.c:713:

139:error:0D08303A:asnl encoding routines:asnl_template_noexp_d2i:nested asnl
error:../crypto/asnl/tasn_dec.c:646:Field=version, Type=PKCS8_PRIV_KEY_INFO

IR BERIREHEZNBTSUIKISF=EMN T ailll, FEESE platform. pk8 F
platform.x509.pem

Blocked app /system/framework/framework-res.apk

R4S This build contains pre-installed "android" at
/system/framework/framework-res.apk which has been signed by a certificate that
is known to be compromised and should be replaced.

ApexZRRIERL. BiRniE

—REK, fRegular GMSIg®E, HEERApexEE, BUISF4L T ail:

CtsAppSecurityHostTestCases
android.appsecurity.cts.ApexSignatureverificationTest#testApexPubKeyIsNotwellKnow
nkey

java.lang.AssertionError: must not use well known pubkey
Expected: must not match well known key

ERTERTLAEGoogleEMER, IALE com.android. i18n ZFI31THET, iB5EsourcefilunchifiFEim
FER):

cd libcore/apex/

rm com.android.il8n.pem com.android.il1l8n.avbpubkey

openss1 genrsa -out com.android.il8n.pem 4096 ## ERIAT
avbtool extract_public_key --key com.android.il8n.pem --output
com.android.i18n.avbpubkey

BEFBEELAT=1Apex, BAEATLIHERoghE, logERFTENENIN AR :

Path-
Apex module name Path-Android 13.0 Android ::.toh-Android
12.0
apex_com.android.i18n packages/modules/Runtimel18n/apex 01348 libcore/apex
apex_com.android.runtime bionic/apex F1318E 1318E
apex_com.android.art REEER REEER art/build/apex

IR MREGENAGEpass, TLUEMXENRX T, BRHEFFIEZIPCENSHRIfaIl.
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BXAppBRAYiER

RiRuserEERT, GIRBCE % BUILD_WITH_GOOGLE_GMS_EXPRESS := true , RFSIRRLATRIR:

error: Please note that all your apps MUST be able to get permissions, Otherwise
android cannot boot!

fRuserhRAL/IA B ChlappEbfiatnttapi, BREREINAMIR, BUSEAEK. RFHIATIR
&, ALUBHIE &R,

$(Cerror Please note that all your apps MUST be able to get permissions, Otherwise
android cannot boot!)

BEEHTIRESE, TLUSIRER S Alog, FHAIIERlogcatiTED, BHEXLHREAYappflfikak
IIRPR, userBEHERIAREEERadb, FJLURS boot-debug. img £l boot 73X (A/BEH4E]
boot_a/boot_b, GKINEES vendor_boot-debug.img % vendor_boot_a/vendor_boot_b):

device/rockchip/common/modules/gms.mk:

# Enforce privapp-permissions whitelist only for user build.

PRODUCT_PROPERTY_OVERRIDES += \
ro.control_privapp_permissions=enforce --> M~

ro.control_privapp_permissions=Tog

HRlogXK¥#EF not in privapp-permissions allowlist, BAJLABZEISEUNITlog:

W PackageManager: Privileged permission
android.permission.READ_WALLPAPER_INTERNAL for package
com.google.android.apps.wallpaper (/system_ext/priv-app/WallpaperGoogle) not in
privapp-permissions allowlist

W PackageManager: Privileged permission
android.permission.SET_WALLPAPER_COMPONENT for package
com.google.android.apps.wallpaper (/system_ext/priv-app/WallpaperGoogle) not in
privapp-permissions allowlist

W PackageManager: Privileged permission
android.permission.CHANGE_OVERLAY_PACKAGES for package
com.google.android.apps.wallpaper (/system_ext/priv-app/WallpaperGoogle) not in
privapp-permissions allowlist

W PackageManager: Privileged permission android.permission.WRITE_SECURE_SETTINGS
for package com.google.android.apps.wallpaper (/system_ext/priv-
app/WallpaperGoogle) not in privapp-permissions allowlist

RiBapkBLER=ME, FINXIRAPR. a0 GMSEHRIsystem_ext FAJwallpaper:

diff --git a/etc/permissions/privapp-permissions-google-system-ext.xm]

b/etc/permissions/privapp-permissions-google-system-ext.xml

index a46cb6c..al87d10 100644

--- a/etc/permissions/privapp-permissions-google-system-ext.xml

+++ b/etc/permissions/privapp-permissions-google-system-ext.xml

@@ -75,4 +75,13 @@
<permission name="android.permission.WRITE_APN_SETTINGS"/>
<permission name="android.permission.WRITE_SECURE_SETTINGS"/>

</privapp-permissions>
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<privapp-permissions package="com.google.android.apps.wallpaper">
<permission name="android.permission.READ_WALLPAPER_INTERNAL"/>
<permission name="android.permission.SET_WALLPAPER_COMPONENT" />
<permission name="android.permission.CHANGE_OVERLAY_PACKAGES" />
<permission name="android.permission.WRITE_SECURE_SETTINGS"/>
</privapp-permissions>

+ + + + + + +

</permissions>

i BAERIERKESIMIKapk (RKDeviceTest/Lightning/StressTest/RKkUpdateService), GMS
TANIEARFCIFEEA.

RERHF

MFLALKEBFER, Android 124 EiRFSIEIN—BEEHZF, 57 lunch BEWIAR, ERBZ
HARHTIRE, SURIEMAREIREESEREBPASS, Fla0:

source build/envsetup.sh
Tunch rk3326_sgo-user

source device/rockchip/common/scripts/check_gms_env.sh

Hrh, BOARD_WIDEVINE_OEMCRYPTO_LEVEL ERiRIEE - REERSHNT.

PRODUCT_HAVE_RKAPPS B CHfIAAPKIBREBFFS BN,

A uboottBXERBEIZBIERERES, 1BiIAcheck_gms_env.shiG@E {34 fail, NIFEESImIFUboot
BRERTGE

hcq@sys2_206:~/Androidl12-0928% source
device/rockchip/common/scripts/check_gms_env.sh
grep: u-boot/.config: No such file or directory

[Failed] "CONFIG_ANDROID_AB=y" Check Failed! Expect "CONFIG_ANDROID_AB=y"

"Android 11+ MUST enable A/B update."
grep: u-boot/.config: No such file or directory

[FaiTled] "CONFIG_ANDROID_WRITE_KEYBOX=y" Check Failed! Expect
"CONFIG_ANDROID_WRITE_KEYBOX=y"

"Attestation key MUST be enabled."
grep: u-boot/.config: No such file or directory

[Failed] "CONFIG_ANDROID_KEYMASTER_CA=y" Check Failed! Expect
"CONFIG_ANDROID_KEYMASTER_CA=y"

"Keymaster in uboot MUST be enabled."
grep: u-boot/.config: No such file or directory

[Failed] "CONFIG_OPTEE_CLIENT=y" Check Failed! Expect
"CONFIG_OPTEE_CLIENT=y"

"Optee MUST be enabled."

¥3FAndroid SDK lunchflfiE, RIASBIEEAppIRRNER. HIRIAFRBAppREHISHHINRG
BiTRFiZiRE! fln:

device/rockchip/common/modules/gms.mk:31: warning:

Teddededdedh R dddd RN dddddfddddd ek

device/rockchip/common/modules/gms.mk:32: error: Please note that all your apps
MUST be able to get permissions, Otherwise android cannot boot!.
17:38:09 dumpvars failed with: exit status 1
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ENRIFEEEERISES

ERISLIR=TFAAZ AT, —EERIEGMS Requirements{F4RIRS, IATLARSE, MTFEHPHEREH
BT

ZeiEL
EFFNEIEMEIR(E 5 8- B R G ER KR, BlefEANLTeE,
Lockdown &=,

I D

FTFF E

CNiBRSFRE e E
ERERETARE St

. Mg %ol ockdown i

BLENNZ/SHEINZE Full Disk Encryption/File Base Encryption
BEBRNRBEULTIEIEIIRES:

settings->security & location->Encryption & credentials->Encrypt tablet

WRHES

1

iBf&Rockchip Android SDK&#RIGBBREIRIGZE, AMHTURSEH;

2. ATEMTGMSE, REERESEIXEHERIE, BOFST, FHSETMGMS Setup

11.
12.

Wizard IR E, IREEIAIES AUnited States English, wififiiB5ohkid, RXIBEEER,
TEEERWE, HAHomeERm;

RN SSRLATECE, Settings->Wi-FilEigwifi, EEvpnEINE, EHEEERZvpn(Ubuntu®E

MEBEIEVPN, AREEHSSRATUIEEVPN);

FHEMRKCTS/GTSZHI, TIEABERGMSKS, BlISEfail;, WNEREEEA GolnH, He

GtsRegulationComplianceTestCases BRIGUINER, MIHBIEFREEANIRAIKS, FhkEIF
Google#EZZ5|2 (f5l#0: DuckDuckGo) , ERBELAEEAE A0k :

https://docs.partner.android.com/gms/policies/restricted/eea-builds?
hl=en#choice-screen

. Settings->Security->Screenlockif®#ENone;

CONERFEE (WNlaptop2sr=an) THHPIEHERE, Languages & input->Physical keyboard->Show

virtual keyboard, AEIZI%EIR;

. ELER TR Settings->About tablet (phone) ->Build Number, {§E#f2iERIDeveloper OptionsEx

HK;

. Settings->Developeroptions->Stayawake, AFEIZi%E0T;

. Settings->LocationJHEMRS (FRMARITHH, A&XA) ;
10.

Settings->Display->SleepiR B axi<itE, BFRERADIRE (UM ERK, UPTEEE) ;
Settings->Display->Adaptive brightness}TFFEIEN =& (Android 1 3{RAEK);
F{FFandroid-cts-media-versionFThRAVEF IR R E(EMMEIEER CT SAMIEAENIL).,
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13. #EIVEARSEIRSE, HITERE THIMIZA source copy_media.sh && source copy_image.sh
A S EIEEAE BB TS /tmp/android-cts-media/android-cts-media-
1.4), android 11RLA EARAEE media-1.5,

14. BEESensorfOERT, RERSKABY, MNRIZVSMIEIRENRFTERM. MVTSEISVER
ISR, BEAE: cat /sys/class/sensor_class/accel_calibration , {1ERE{EF]
ED, 2§filaccel calibration: -604, 131, 535, MIBARUERTN. RIDERIIGEKFERLL
ME, WA#<S echo 1 > /sys/class/sensor_class/accel_calibration BJRIRNE, REG
EARBRIERD;

15. RS FASESRENE, YIEEFENEERE,;

16. REFT, EESYSHITUN LS.
i¥: Android 118 LA ERRAEMIXGTSEI, WMERSHIERWIfi, IKSAEER, JUctseBfail.

FiEE

FEFAUbuntuEA(AEEFERWIndowsEBIN)HBTECE Fjava, Python, adb, fastboot, aaptik
1,

RockchipZe 4 T FTPARSS = :
ichild R =69
ftp://ftp.rock-chips.com Xzj-guest V3qTwMQ4YV

SFAndroid 12K LA ERRAR, BANSEFTPHFEEHEFBEINENRRNLTE, aTLAMFTPRILITIE
SREX:

GMS-Test-Suite/Exp+

HEFEFFARK-FTPHAYANdroid_O_cts_env.tar.gz, fBEEERBIMNETE:

Ubuntu F AT LUn#k £~/ . bashrcolizd 4aie UL W& 250 F ieny, JlikATsource env:

export JAVA_HOME=/home/Your_Name/Software/jdk1.8.0_77 ## TEEEHYour_Name
export JRE_HOME=${JAVA_HOME}/jre

export CLASSPATH=.:${JAVA_HOME}/1ib:${IRE_HOME}/T1ib

export PATH=${JAVA_HOME}/bin:$PATH

export PATH=/home/Your_Name/Software/android-sdk-Tinux/tools:$PATH

export PATH=/home/Your_Name/Software/android-sdk-1inux/platform-tools:$PATH
export PATH=/home/Your_Name/Software/android-sdk-Tinux/build-tools/19.0.0:$PATH

BER, SRR TEQARMGEHBadb, aaptMifastbootTH, MRRBERMRFER, Mihd
BarESmE!

$ aapt version

$ adb --version

§ fastboot --version
$ java --version

EMAndroidhrAEskfJadb/aapt/fastboothR AN T :
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AndroidhR4s adbiRAFRIEER fastboothRARIEER

Android 10.0 29.0.6+ 29.0.6+
Android 11.0 30 30
Android 12.0 31 31
Android 12.1 (Android 12L) 31 31
Android 13 33 33

WREMaapt A oI, BLECHIRBE: (aaptFAAJFSSH CtsDegpTestCasesliR L)
$ sudo apt-get install Tib32stdc++6 1ib32z1
1. REEPythonFF R :
$ sudo apt-get install python-dev
2. %% Protocol BufferTE.:

$ sudo apt-get install python-protobuf
$ sudo apt-get install protobuf-compiler

3. &% Python EHIAEEXTR:

$ sudo apt-get install python-virtualenv
$ sudo apt-get install python-pip

4. WNR{REpython3, BIREFRERIMIE FEIXA:

$ sudo apt install virtualenv

FNRIRE RS SR

1. WA B R R
VISTUHBS T Z B EEIMIAE, AT T an SR HfSEpipApip2F @i pipZaevirtualenv:

sudo apt autoremove python-virtualenv

sudo apt autoremove virtualenv

sudo 1n -sf ~/.local/bin/pip2 /usr/bin/pip
pip install --user virtualenv

L A

2. Frékadb, aaptffastboot

EFASDKIRAYadb, aaptfifastboot TEEHR, SEFEMAISDKITRY:
Rockchip_Android_*_development_guide_v*_CN.pdf
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Q: F#tadb/fastboot

A: ladb i, 7EZumtdEN

$ whereis adb

adb: /home/rockchip/software/android-sdk-1inux/platform-tools/adb

$ adb kill-server

15%nadb/aapt/fastboot i & )5, #itadb/aapt/fastbootifibinary, binaryr7EFTP/RS;2EGMS-
Test-Suite/sdk_tools.tar.gz3iL.

t#ifastboot THAILIH, /EGSIKEdFEHAITM 4 ' fastboot reboot fastboot'Hf<#fi4l
45 H. fastboot: usage: unknown reboot target fastboot

3. Tl T EfERaapt2

#4551 java.io.IOException: Cannot run program "aapt2": error=2, No such file
or directory

WAHEE2: E/AaptParser: aapt2 dump badging stderr: w/ziparchive(2284292): unable
to open 'badging': No such file or directory

fife R 7 1

$ which aapt

/home/rockchip/software/sdk_tools/aapt

#SDK HFout/host/1inux-x86/bin/aapt2 A FFmE | ubuntud:
#Hl/home/rockchip/software/sdk_tools/aapt2 4R 'chmod 775 aapt2’

4. adb devicesEIENREFIRSIERNO permissions

$ adb devices

List of devices attached

CKPOKUIQQ1l no permissions(missing udev rules? user is in the plugdev group); see
http://developer.android.com/tools/device.html

R T IR

$ 1susb

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 001 Device 070: ID 1f3a:1001 onda (unverified)

## KHadbi & iR HII513a:1001

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

fif I P IR 2

$ sudo vim /etc/udev/rules.d/android.rules

SUBSYSTEM=="usb" ,ATTRS{idVendor}=="1f3a" ,ATTRS{idProduct}=="1001",MODE="0666"
## Uninadb¥ & vEE B i1f3a:1001

T IR fiifkadbZk /s Al
$ adb devices

List of devices attached
CKPOKUIQQl device

5. fastboot devicesEIAIREFIAHE™N0 permissions



$ fastboot devices
no permissions(missing udev rules? user is in the plugdev group); see [...... ]
Android Fastboot

iR JT 5 e Fastbootia T 44T " Tsush ' R infastbooti& &1L, vEm fastbootti ik
vid/pidfiladbt AN

6. MixtERCtsUsesNativeLibraryTestiRsE: A NI error has occurred

455 : java.lang.RuntimeException: Error: A INI error has occurred, please check
your installation and try again

Exception in thread "main" java.lang.UnsupportedClassversionError:
com/android/signapk/SignApk has been compiled by a more recent version of the
Java Runtime (class file version 55.0), this version of the Java Runtime only
recognizes class file versions up to 52.0

f o TTid: EH Ak THERRA

$ java --version

7. UbuntuZ=AIRERR

W45 E: E/CommandScheduler: Java heap space
java.lang.outofMemoryError: Java heap space

fil 7% UbuntuEMLFEZE N AF8GBLL b, T H s A i J il ik

{EADockerazEabE GMSIAENFIR

WERATEIZER EIRRFEEEUbuntu=EAIE, BIMFTPARS58ES GMS-Test-Suite/xTS/tools/Docker
#HDockerFsEEREEI T

Zathz=iMEUi
P TEASA S S GBI, B9H: ——shard-count
. m3AHERETCS:

run cts --shard-count 3 -s SN1 -s SN2 -s SN3

R SazEENRE, MEER—SHEBEHIEN, BXaNBRIRSIELBEKX, Uit2s
EERE! BNEEBNSRERIEER, FT—at=mik, I+oeikE, ER—m=2ikE, BE
FixMrEZatN=Eretryilliz!

GSIRERIGE

AN BSREEIE, #Hfastbootd, RFBEFRSGSIFHIsystem.imghkEEHAImisc.img, RERSHAN
recovery TR EH IRE. THEHM LB MNRERE:

1. EfEZEbootloader, FRARSH->HSSHES:

adb reboot bootloader
fastboot oem at-unlock-vboot ## XfTheSitavh AR, 15525 B SCRY 4 .


af://n631
af://n633
af://n640

2. IREHIRE, EFEfastbootd:

fastboot reboot fastboot ## JLRPKE N fastbootd

3. Fai5SGSI

i (ALE) W T XA E TR e, TR HT A Z a4 Bkproduct 4 X 5 Fi ks 5 GST
fastboot delete-logical-partition product

## X TAEHIA/B, BEHA/BIR, FHEFESMFRproduct_a/product_b

fastboot delete-logical-partition product_a

fastboot delete-logical-partition product_b

fastboot flash system system.img

## BEmisc, WEH) WE, miscrElE—igm ik

fastboot flash misc misc.img

## RERYE, BB

fastboot reboot

e F1: tbEJLAERIDSU(Dynamic System Updates)iEEGSI, BRiIRockchipEABEREIASF
DSU., HFZVIBEFEEREAENT, EIN2G DDRELATHIREFER, BXDSURIIRBEFIEE
F3, B&%&AndroidEN;

o ;¥2: VISHUidEt, EEEFRERIFHM boot-debug.img Ellbooty X ; WIREGKI, Nz
vendor_boot-debug.img Elvendor_boot53[X;

e ;¥3: CTS-ON-GSEURAFMIAEE)E boot-debug. img B, vendor_boot-debug.img ;

o F4: MLATBEFERGoogle B &MY, LA signed- FFLkAYGSIE S FORelease buildhRAHIGKI
bootf{&;

e ¥5: RIEGSITIABEIAY, iBMlIboot-debugakvendor_boot-debug, RlIFE/5adbF18OERRTLAH
A, ALMogcatoiriash L MAYRE,

AndroidiR TaEkitbiit

aosp-android11-gsi Android11 PABiRGSIE{& TEBIL # "aosp_arm64-img"
aosp-android12-gsi Android12 PABIRGSIE{& TEBBIL #"aosp_arm64-img"
aosp-android13-gsi Android13 PABERGSIE (& FEPIL # " aosp_arm64-img"

MiEXVTS/CTS-ON-GSI
RIEGoogle GMSYHYRIESK, MIHATEEISH 2 & NS R BiE/ iR,

o CTS/GTS: [RERIOEMESH, RIIEEMFLHAVERESE, BiENVSSNUIK(f< fastboot oem at-
Tock-vboot ),

e CTS-on-GSI: f&8li#28, RISGS!, BIENESEHEHITCTS-on-GSIFNILE. (IRIEGoogleRmFREXRK,
Android 13+H&GSIFEAZEBHE)

o VTS: #4258, RISboot-debugfliGSI, B#HITVISESNLE (FREEGIENEE) .
R ECTS-on-GSIFIERAT, SUEMRGSIAER (signed-FFhhkd, BGSIHLZ 2T ERE
EFTHETSDKNLZ 2 TSR, ENRESEEMEIRE, EFRBLEE!
I IREGSIEEGSESecurity Patch B RAVEGSEEGINILZ SN TSR, MIFRBEMNZEIHNT

FR.


https://ci.android.com/builds/branches/aosp-android11-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android12-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android13-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://source.android.com/devices/tech/ota/dynamic-system-updates
af://n678
https://docs.partner.android.com/gms/testing/vts/treble-compliance?hl=en#sample-test-flor-without-dsu

SR Android 11712 RANE CTSELCTS-on-GSIRY, g8 &iE FEFmRAHITIIE,

AN Tfailli, Android 13+H9CTS-ON-GSINIAFEEHIE

CtsKeystoreTestCases
android.keystore.cts.KeyAttestationTest#testEcAttestation
android.keystore.cts.KeyAttestationTest#testRsaAttestation
android.keystore.cts.KeyAttestationTest#testEcAttestation_DeviceLocked
android.keystore.cts.KeyAttestationTest#testRsaAttestation_DevicelLocked

o HEEBIE/ ARBUATSHIMT:
console:/ $ getprop | grep ro.boot.verifiedbootstate

## JEIEHorange R RmLEs REE
## JBMHgreenF LR CAUE

[ro.boot.verifiedbootstate]: [orange]
[ro.boot.verifiedbootstate]: [green]

console:/ $ getprop | grep ro.boot.vbmeta.device_state

[ro.boot.vbmeta.device_state]: [unTlocked] ## JEMHunlockedE ML Es R
[ro.boot.vbmeta.device_state]: [locked] ## JEMAE T ocked® Rl 41 E

VTS

Py
[}

l

A
=

H

FEEHYMRE GSI(BPAOSPHIsystem-xxx-signed.img, BJMGoogleER/3PLE;RockchipZe4h T FTP3X
B, E{FsignedfRE)LAKboot-debug.img (FFEAVBETEE4HSITEE rockdev/Image-xxx

¢) -]
izt
e o retryis s L=<l
android-vts-xxx- run run retry -- run vts -m module_name -t
arm_64.zip vts retry 0 case_name

CTS-ON-GSI

EEIMINGES GSI(BPAOSPHIsystem-xxx-signed.img, A GoogleEM/3PLERockchipZe#hT FTPEX

Y, EftMsignedi¥izty), RE75iER L.

e Mixas S retryis $ BlES
android-cts-xxx- run cts- run retry -- run cts-on-gsi -m
arm_64.zip on-gsi retry 0 module_name -t case_name

fEANndroid 10X LARIMRAAH, 1ZLATHER:

e Mitan S retryin BilES
android-vts-xxx- run cts- run retry -- run cts-on-gsi -m
arm_64.zip on-gsii retry 0 moduTe_name -t case_name

CTS

ERZEmELNuserBEHHTINN, B EBRSSRIE MR EECHT.


af://n694
af://n707
af://n732

Miztan

Mite s retryfi s Bl
android-cts-_xxx- run run retry -- run cts -m module_name -t
linux_x86-arm.zip cts retry 0 case_name

CTS-Verifier
(B E N user B HH TN, B A S BT E R SN E ST,

mixe MixeS retryip & BilaGs
android-cts-verifier-xx_xx-linux_x86-arm.zip Falizt Falizt Faizk

1. Android 10.0% LA EhRAR, 18TEZZECtsVerifiergl, HFUTLATER<:
adb shell settings put global hidden_api_policy 1

2. ZECrsVerifier, BHMMERXMRSLRE, BEL—PHITZE
adb install -r -g Ctsverifier.apk

3. Android 10.0% A EARAFZEZIMAIT

adb shell appops set com.android.cts.verifier android:read_device_identifiers

allow

4. Android 11.0R LA EIRAFZEEIMAIT

adb shell appops set com.android.cts.verifier MANAGE_EXTERNAL_STORAGE 0

5. Android 13.08% LA ERARZERIMAT(HE AR

adb shell am compat enable ALLOW_TEST_API_ACCESS com.android.cts.verifier

6. R EF R FRIRTIE
7. CTS-VerifierUig iR seEUEEFA A SEIZ B PINERD, BUNKIINotification Listener Test&
HAZIZBmfail

GTS

ERTEmFLNuserEH TN, EHEE B USRIEMGENEST. FRSHEEEER
VPN-Wifi, REZEGooglelis.,

MIXBISHRIAT IS, BBEEFgts key, TIiEIT echo $APE_API_KEY BE.

o GTS keyE&77i%: M3PLEREUERkey jsonimINEFAREEH, 10:


af://n745
https://source.android.com/docs/compatibility/cts/verifier
af://n783

$ vi .bashrc
export APE_API_KEY=/path/to/key.json ## HEE ¥ /path/to

M4 : Test failed due to failed service account authentication, please ensure
service account key is installed and try again.

e EDIRRERE: B FEERMIREAG3PL LRI G HIRSERIERRE

run gts -m GtsediHostTestCases

M4 : Test failed due to unrecognized service account for this product, please
submit an initial GTS
PL#sR4E: This device isn't Play Protect certified

‘ Mt R R
Miste s retryip & BillaS
android-gts- run run retry -- run gts -m module_name -t
XX.zip gts retry 0 case_name

M 88skkeAttestation keyFFHIASIEREVPN-Wifilt BT gESRE |

E/DynamiteLoaderv2Impl( 4625): gzh: Can't load code for GoogleCertificates.apk
E/GoogleCertificates( 4625): Failed to get Google certificates from remote
E/GoogleCertificates( 4625): amh: Remote load failed. No local fallback found.
D/AndroidRuntime( 4813): Shutting down WM

E/AndroidRuntime( 4813): FATAL EXCEPTION: main

E/AndroidRuntime( 4813): Process: com.google.android.apps.restore, PID: 4813
E/AndroidRuntime( 4813): java.lang.SecurityException: GoogleCertificatesRslt:
module init: Remote load failed. No Tocal fallback found. (go/gsrit)

GTS-Verifier

MiieAR: https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en

STS

(EREEmIF A userdebug EHHHITI, EHEERREREAMGEMECH Y, BXfailluasst
B, BESEHEMAISDKIIAY Androide 4 b T 3 S0

it MikasS retry@i$ BiGaS
android-sts- sts-dynamic- run retry -- run sts -m module_name -t
XX.Zip full retry 0 case_name

iE: STSHURRE android-sts-xx.zip fRIEZRS: sts
¥ EAMaillFrE R4 T iRt

https://source.android.com/docs/security/bulletin/asb-overview


https://partner.android.com/approvals/builds?a=1991659975&pli=1
af://n807
https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en
af://n809
af://n823

GOATS (Performance Test)

MRENL, FERTEmZERAuserdebugEA#H TS, EWSELE B SRIEFMS EFEHIF,
IENZIACIangdwmiE (FmiIFHEBEEFAI)
kernelsF¥T NI4T

diff --git a/drivers/video/rockchip/rga2/Kconfig
b/drivers/video/rockchip/rga2/Kconfig
index efclef6..3458051 100644
--- a/drivers/video/rockchip/rga2/Kconfig
+++ b/drivers/video/rockchip/rga2/Kconfig
@@ -1,5 +1,5 @@
# SPDX-License-Identifier: GPL-2.0
-menu "RGA2"
+menu "RGA2G"
depends on ARCH_ROCKCHIP

config ROCKCHIP_RGA2

APTS

tERENL, (EREmIELAIuserdebug BTN, EMHECEIBRSSRIERMQEEHILT.
Android 12R LA ERRABIGoM AN =S, FEMNAAIERENIN, FAEMIKGOATS,

WAE WSS (ASHuserEEHfingerprint) MNSS e

retry
) run
android- . .
apts run test/approval-go --fingerprint-swap test/approval-go -
gzzip google/wembley/wembley:12/SP1A.210712.001/7539480:user/release -test-case app-

start-cold-3p

BTS

H20185F48 18, FiBrESHIAIEEEH{TANdroid BTS (Build Test Suite) iz, iH&%Google
PartnerSty:

https://support.google.com/androidpartners gms/answer/9027630?hl=en

LEEHERGooglely, AELEFTEERY update. img, BN HIMGoogleMEMITIRAEAIEIMR, BIR
HTHIBEETEEXAEAE3pI. RKENAIBTSHIEHEA: BIATIRPIEEHNEISUEES, Ba~
fingerprint(EARrERY"", "/"IBEHEA"~"), REBEGENzipE.

rockchip~rk3326_qgo~rk3326_gqgo~10~QD1A.190821.014.C2~201911~user~release-keys$ 1s
boot-debug.img boot.img dtbo.img misc.img recovery.img super.img vbmeta.img

XFPHA: BEFELHINIGMSTEER@E T, BEBTSHGNHPHA (BEMNA) HIEEER,
RIEGoogleFBIESHLTERIWNATN, ALK EEMENapp LEEIGoogle Play#HTaill, BiEiE
3PLETAM, EEGABTSHIZSLAYE R,

E1: GMSEWHERBENIA/B, EEHEBrecovery.img
2 GKIEH, EEEYMTEvendor_boot.img/init_boot.img


af://n823
af://n826
af://n837
https://support.google.com/androidpartners_gms/answer/9027630?hl=en
af://n843

Hittlixtas <

ERBEI HE—Tn:

run cts --exclude-filter "CtsViewTestCases
android.view.cts.SurfaceviewSyncTests#testEmptySurfaceview"

s 0failFIGplan:
help add&&

add subplan --session xx -n plan_name --result-type type
TR F LplaniUis :

run cts -o -a arm64-v8a --skip-all-system-status-check --subplan xxxx

GMS Express

ST BIFHIANdroid&Rs, (HEHEEFAERIANdroidiZ&Ig8E Rt N AZIGooglefg Breleaseli&R S
BE#r, Google¥EHH T GMS Express Program,

Rockchip£RFIFEAndroid 13.05FIRAGRIGEE R, ML TERIEAHR, A3 ERockchip GMS
ExpressixAEXRAR. BRSAMEH, BLAGoogleMit&AE M,

wAEES Android 12 (Go/Regular) Android 13 (Go/Regular)
RK3326 Y/Y LSS 2
RK3566 Y/Y B #F
RK3399 N/Y N/BDE 45
RK3588 N/Y N/Y
RK3288 N/Y N/BDE 45
TSI

e {#EFHRockchip GMS Express Baslinef9= -, 555 AR SGoogle BEEEMADAMINY, EEEM
Android GOIRFZUHIREEZ GoRIANFEMADA, EERKEDLA, IBHRREZBEDLAMY, NMERRMKE
RIS FMERI—Y AR KO BT,

e Rockchip GMS Express baseline, £¥%GoogleEXkFHESIFEEH (BFLLEH. GMSEH
B, GoogleiHIAOSPEEINT %) , B BibaselinelExN & HESIERNEN, BES VIR
B, FEEFTiRota D TUEEERIRAR ., ERMNEHRIBAFREGMSIERIASS .

¢ GMS ExpressfYSDKARERKEM LZHISDK, MNEFHE NEAUR, BEARRKISIHEARS, BRE
BT _EREABIEREMADA/EDLABR RASRA#S


af://n843
af://n850
https://docs.google.com/spreadsheets/d/18cNgkWAlt6mYtZIgXS9yHflhMbE8pFB9CgYniqUsWR4/edit#gid=0
af://n877

TiETHRES

Android 10K LA ERRAS, FrEFEERBSF—, $KERockchip SDKfE, EFiZEExpress baselinefJ75i%
WM, FNREHTE:

repo init -m AndroidlO_Express.xm]l

# Android 11lifliHAndroid 11ffjxm1
repo init -m Androidll_Express.xml

# Android 12iffliHAndroid 12ffxm1l
repo init -m Androidl2_express.xml

# Android 13iffliHAndroid 13ffjxm1l
repo init -m Androidl3_Express.xml

o EEIFRENEXpress baselinefy5Eu0 T :

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u

ssh://git@www. rockchip.com.cn:2222/Android_Qt/manifests.git -m
AndroidlO_Express.xml

# Android 11

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u

ssh://git@www. rockchip.com.cn:2222/Android_R/manifests.git -m
Androidll_Express.xml

# Android 12

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android_S/manifests.git -m
Androidl2_express.xml

# Android 13

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m
Androidl3_Express.xm]l

o EFT R B EMakefiled N A :

BUILD_WITH_GOOGLE_GMS_EXPRESS := true

BENREEIFE, BIAMESEURKHOEE, BSERTHRM. mFEERE, ASEE
com.google.android.feature.GMSEXPRESS_BUILD Hiflag, FfiJAYbaselinei#EExpress PlusgyE
AIRENEXpress PlusBYF=ga, EGMSIAIERT A LAZZIFERFMESTIF(REFEEDLAIAIE), 1FIBIEE1E
3PL. HEAIMBE DX LG, 155%E Google Exp+ER AR A FEEXpress PlusfYER, &Hif
B, BB

vendor/rockchip/common/gms-express.xml


af://n885
https://docs.google.com/document/d/1SK2LvrqvTQDEvK8WlB-EujCVvyEogiz4O83gtNkd_sU/edit

diff --git a/gms-express.xml b/gms-express.xml
index 78f4d99..de93557 100644

--- a/gms-express.xml

+++ b/gms-express.xml

@@ -16,5 +16,5 @@

-—>
<!-- These are configurations that should exist on GMS Express devices. -->
<config>

- <feature name="com.google.android.feature.GMSEXPRESS_BUILD " />

+ <feature name="com.google.android.feature.GMSEXPRESS_PLUS_BUILD" />
</config>

EDLAZFZEERGMS Express, {BRJLELN HHECERS B SHIfeature, FIN:

## HifR4T 22 BUILD_WITH_GOOGLE_GMS_EXPRESS := true
diff --git a/gms-express.xml b/gms-express.xml
index 78f4d99..de93557 100644

--- a/gms-express.xml

+++ b/gms-express.xml

@@ -16,5 +16,5 @@

==

<!-- These are configurations that should exist on GMS Express devices. -->
<config>

- <feature name="com.google.android.feature.GMSEXPRESS_BUILD " />

+ <feature name="com.google.android.feature.ENTERPRISE_DEVICE" />

+ <feature name="com.google.android.feature.batteryless_device"/>
</config>

EDLAKREE RSl A SHE B E X  features : EDLAZERVEIEfeaturesiiifl

Device type Features definition to be included

com.google.android.feature.other_form_factor

device lacks a batter
Y com.google.android.feature.batteryless_device

device has a battery but the screen size is com.google.android.feature.other_form_factor
greater than 18 inches com.google.android.feature.large_display

) . com.google.android.feature.other_form_factor
device lacks a battery and the screen size ) )
com.google.android.feature.batteryless_device

is greater than 18 inches
g com.google.android.feature.large_display

com.google.android.feature.other_form_factor
com.google.android.feature.batteryless_device
com.google.android.feature.headless_device

device lacks a battery and is a headless
unit with a separate display unit

EDLAIREZ KRS A, FEEFTFTPIRSS 84T GMs-Test-Suite/Exp+/batteryless.diff , A%
BERJLESupporting Batteryless Devices



https://docs.partner.android.com/gms/policies/edla/edla-other-form
https://source.android.com/docs/core/power/batteryless
af://n918

PG &l
CTSZHbIR A&z

o ERARAIRERARRITFEHEREEHBRMERRRT, SCISTEDE.

o CTSUIHARERAANEE AR, ALARIGoog el ATRIPHIEMFTPERSS2E T4k GMs-Test-
Suite/xTS/CTS_local_media_package

1. FEimediaff{A 1.5 RAEZNLHEAE,

2. pushfEL A B E 4188 sdcard

3. f#Emedialf# A E1.55FUbuntuFEHLER/tmp/android-cts-media/android-cts-media-1.5

$ adb push CtsMediaTestCases /sdcard/
4. BAlan S (BRI ASERR A B i) :

$run cts --module-arg CtsMediaTestCases:config-
url:https://storage.googleapis.com/cts_media/DynamicConfig_local.json --module-
arg CtsMediaTestCases:local-media-path:/tmp/android-cts-media/android-cts-media-
1.5

GTSZAIBIRA &Mzt

o (FRARMIEMREERAIITFAT EEETEHFRMLZART, SCHIIAIFEE.

o GTSHUIHARERAMIERAE, sTLARGIRIGoog el BARIII B MFTPARSS 28 & GMS-Test-
Suite/xTS/GTS_local_media_package

1. FEGtsExoPlayerTestCases. GtsYouTubeTestCasesbAK GtsMediaTestCases

2. pushA iR EA2§sdcard

$ adb push gts test wvmedia /sdcard/

3. {EFRaR < :

run gts \

--module-arg GtsExoPlayerTestCases:config-
url:https://storage.googleapis.com/exoplayer-test-media-1/gen-4/dynamic-config-
sdcard-1.0.json \

--moduTle-arg "GtsYouTubeTestCases:skip-media-download:true" \

--moduTle-arg "GtsYouTubeTestCases:instrumentation-arg:media-path:=/sdcard/test" \
--module-arg "GtsMediaTestCases:instrumentation-arg:media-
path:=file:///sdcard/wvmedia"

EGTSfail TFEZ A A B

GtsMediaTestCases
com.google.android.media.gts.widevineH264PlaybackTests#testL3withUHD60
com.google.android.media.gts.widevineH264PlaybackTests#testClearwithUHD60


af://n918
af://n919
https://source.android.com/docs/compatibility/cts/run-locally#sd-setup
https://dl.google.com/dl/android/cts/android-cts-media-1.5.zip
https://storage.googleapis.com/cts_media/CtsMediaTestCases.zip
af://n937
https://docs.partner.android.com/gms/testing/gts/running-gts?hl=en#run-media-tests
https://storage.googleapis.com/exoplayer-test-media-1/gen-4/exoplayer-gts-media.zip
https://storage.googleapis.com/youtube-test-media/gts/GtsYouTubeTestCases-media-1.2.zip
https://storage.googleapis.com/gts_media/wvmedia-gts-media.zip
af://n955

izt W IeEs
ConfigurationContainerProtofifs

M4 java.lang.NulTPointerException: Attempt to read from field
'com.android.server.wm.nano.ConfigurationContainerpProto
com.android.server.wm.nano.WindowContainerProto.configurationContainer' on a null
object reference

fRTTEE: BN INR AR A R T IER, FlinAndroidl2Li4<(ro.build.version.sdk=32) F%H
12.1_r1iEmA Z12_rliit e

protobufiiig
* fRiflog:

java.lang.NoSuchMethodError: 'com.google.protobuf.Parser
com.android.os.StatsLog$ConfigMetricsReportList.parser()’

at
android.media.mediaparser.cts.MediaParserHostSideTest.getAndClearReportList(Media
ParserHostSideTest.java:294)

at
android.media.mediaparser.cts.MediaParserHostSideTest.setUp(MediaParserHostSideTe
st.java:79)

at junit.framework.TestCase.runBare(TestCase.java:140)

o MRRTTE:
ZIAANZR R EES X, BtEErTLIBESSHIEREIRS R, EEXimen B SN !

env|grep LC_ALL
MERE, BERENEEBHX TSI, Filhn:

unset LC_ALL
./cts-tradefed

VTSIEZ moduleA i

o iRRElog:

xxx.config syntax error: unexpected 'newline'

o MRIRFE
AT SREWindowstE RIS IEBSOULRIZERFT. IBERZEAUbuntullid, AE(EF
WSL(Windows Subsystem Linux)s{FHaIRIEIALNIL, MiX@EEEUbuntuR{ERunzipis SkF
E, TEMEBESSPR (chmod 777) TERANUEEHERLE,


af://n955
af://n956
af://n958
af://n969

FRSWi-Fig BT iZEskip

MREESH, FLETIXMHNT

patch/frameworks/base/increase_waiting_time_for_setup_wizard.diff

SINER, TiZREREIMERR
FEEBROAE, — AT
1. H88sRkekey

2. HEgREiE
NEEFERER, BIANSTIESIORSE AR, XBRE—MNT, BIAERSkeyAT B 258
EO
R, BESWINEXNT LAUFIERattestation keyATRERSHIENEE,

RKDocs/android/patches/gms/0001-Tibavb-Lock-the-device-when-the-device-init-or-
write.patch

datas X HRG

* GMS/EDLATAIEARSZHF extd BTN, FE(RiEuserdatasy KBS A&/ F2fs :
$ adb shell cat vendor/etc/fstab.rk30board | grep userdata

e Android 14kRAEMW#Zkernel-5.15L0_EEk/metadatass XF1/datasy XA FIF2 FS A& (D
XA HRTLEEEK)

[EARFAPIFR

Bid/EME getprop ro.product.first_api_level SXEVHBIRFAPIZER, EEBEKSEBTNHE

device/rockchip/rk3588/rk3588_t/rk3588_t.mk: PRODUCT_SHIPPING_API_LEVEL := 33

(B R Fro.product.*F ¥

[ro.product.brand]: [rockchip]
[ro.product.device]: [rk3588_t]
[ro.product.manufacturer]: [rockchip]
[ro.product.modeT]: [rk3588_t]
[ro.product.name]: [rk3588_t]

build/make/core/sysprop.mk:

echo "ro.product.$(1).brand=$(PRODUCT_SYSTEM_BRAND)" >> $(2);\ ## 1B
PRODUCT_SYSTEM_BRANDfH

echo "ro.product.$(1).device=$(PRODUCT_SYSTEM_DEVICE)" >> $(2);\


af://n977
af://n980
af://n988
https://docs.partner.android.com/gms/policies/vsr/vsr-14#device-partition-requirements
af://n996
af://n1001

FRINEE(BiERRE)

CtsDisplayTestCases
android.display.cts.BrightnessTest#testGetDefaultCurve

CtsDisplayTestCases
android.display.cts.BrightnessTest#testSetAndGetPerDisplay

MiAFR4E: java.lang.AssertioneError: Failed to fetch first slider event. Is the
ambient brightness sensor working?

o FIFBEIENSE: Settings->Display->Adaptive brightness(Android 13 RAEK) --
config_automatic_brightness_available

e dumpsys display | grep mAutoBrightnessAvailable BHEZERER Ntrue
e dumpsys display | grep MappingStrategy ENAIfEEREE /I PhysicalMappingStrategy
e pm 1ist package -f | grep turbo EHIAIEALIEEMNF: Turbo.apk. TurboOverlay.apk

o FE(RilFconfig_autoBrightnessLevelsfconfig_autoBrightnessDisplayValuesNits#4B1< EH[E]

## TH6MNfai TIFE: LTSRN, HRT SR retry i
arm64-v8a CtsDisplayTestCases
android.display.cts.BrightnessTest#testNoColorSampleData
android.display.cts.BrightnessTest#testSliderEventsReflectCurves

armeabi-v7a CtsDisplayTestCases
android.display.cts.BrightnessTest#testSetAndGetPerDisplay
android.display.cts.BrightnessTest#testBrightnessSliderTracking
android.display.cts.BrightnessTest#testNoColorSampleData
android.display.cts.BrightnessTest#testSliderEventsReflectCurves

ENESSE CRUEREE, NEEMIEtREfeature:android.hardware.sensor.light, BIECEZL

BOARD_LIGHT_SENSOR_SUPPORT := false

Zdpiflaaptkig

L RFrdpiflaapt AL ETSF=4EN T aillll, FE(RIE ro.sf.Tcd_density
PRODUCT_AAPT_PREF_CONFIG PLEEEfFE& GoogletntE

CtsThemeHostTestCases
android. theme.cts.ThemeHostTest#testThemes

RIEFRANFEYIER IO R wn size TERARIBENdpiE: dpit&itEEs
trEdpi{ERI BB GoogleE4 4 : dpiflaaptITALKER

BN EH dpi=200MFEImI%E213 dpi(tvdpi), MIFEERBLE ro.sf.lcd_density=213 ]
PRODUCT_AAPT_PREF_CONFIG := tvdpi , [EATEZE{RIE PRODUCT_AAPT_CONFIG FIZREEtvdpi


af://n1003
af://n1019
https://ppi.ihei5.com/
https://source.android.com/docs/compatibility/12/android-12-cdd#37_runtime_compatibility

BERKETHSDKIRZA

SREVEME getprop | grep ro.rksdk.version

ARG EIRER

FTPARS388/GMS-Test-Suite/xTS/tools/OverlayTools.apkB] EIE RSt/ M AR XL B INGE = EFEData
Type)

am start -n cn.jcassistant.overlaytools/.MainActivity --es pkg android --es cfg
config_automatic_brightness_available

tNedremountskii

S ERE TremountNISIR FEEIR, HETHBINEEHEremount

$ adb root

restarting adbd as root

$ adb remount

Skipping /system for remount
Skipping /vendor for remount
Skipping /product for remount
No partitions to remount
remount failed

NESNBHZE

SNEBRLAFRFFLBREE14NFTLAA, SNIBRERIZEZEH Abootloaderikz, SSTHMSDK
BT

RKTooTs/windows/RKDevInfowriteTool-1.3.0.7z

iFRiafaillAIE

o JFAGIZZHECE BUILD_WITH_GOOGLE_MARKET_ALL := false ZRiERES: RE(FERRKAIGMS
Expressyzff/bgms-mandatory.mk

A4S which would you Tike? [aosp_arm-eng] rk3588_s-userdebug
device/rockchip/common/modules/gms.mk:100: error:
..."vendor/partner_gms/products/gms-mandatory.mk" does not exist.

fRRTTIEL: A check_gms_env. shis &4 REJIANLE  BUILD_WITH_GOOGLE_MARKET_ALL :=
true’
R TJ7v%2: hcq@sys2_206:~/Android12-0928/vendor/partner_gms/products$ cp gms.mk
gms-mandatory.mk
hcq@sys2_206:~/Android12-0928/vendor/partner_gms/products$ git diff ./

diff --git a/products/gms.mk b/products/gms.mk
index 2fc7d93..13c07e4 100644
--- a/products/gms.mk
+++ b/products/gms.mk
@@ -74,8 +74,6 @@ PRODUCT_PACKAGES += \

videos \


af://n1023
af://n1025
af://n1028
af://n1031
af://n1034

YouTube

-# GMS comms suite
-$(call 1inherit-product,
$ (CANDROID_PARTNER_GMS_HOME) /products/google_comms_suite.mk)

o EiEIREE mismatch in the <uses-Tibrary> tags between the build system and the

manifest

45 E: vendor/partner_gms/apps_go/FilesGoogle/FilesGoogle_arm64.apk )"
error: mismatch in the <uses-library> tags between the build system and the
manifest:
- required Tibraries in build system: []
vs. in the manifest: []
- optional Tlibraries in build system: [org.apache.http.legacy]
vs. in the manifest: [org.apache.http.legacy,
androidx.window.extensions, androidx.window.sidecar]
- tags in the manifest
(vendor/partner_gms/apps_go/FilesGoogle/FilesGoogle_arm64.apk) :
uses-Tibrary-not-required: 'org.apache.http.legacy'
uses-Tibrary-not-required: 'androidx.window.extensions'
uses-Tibrary-not-required: "androidx.window.sidecar'

fif ik 779%1: hcq@sys2_206:~/Android12-0928/vendor/partner_gms$ git diff ./
diff --git a/apps_go/FilesGoogle/Android.mk b/apps_go/FilesGoogle/Android.mk
index fd88fdl..c036fd4 100644
--- a/apps_go/FilesGoogle/Android.mk
+++ b/apps_go/FilesGoogle/Android.mk
@@ -16,7 +16,7 @@ LOCAL_PRODUCT_MODULE := true

LOCAL_CERTIFICATE := PRESIGNED

LOCAL_SRC_FILES := $(LOCAL_MODULE)_$(my_src_arch).apk
#LOCAL_OVERRIDES_PACKAGES :=

-LOCAL_OPTIONAL_USES_LIBRARIES := org.apache.http.legacy
+LOCAL_OPTIONAL_USES_LIBRARIES := org.apache.http.legacy
androidx.window.extensions androidx.window.sidecar

iR J7i%£2: hcq@sys2_206:~/Android12-0928/vendor/partner_gms$ git diff ./
diff --git a/apps_go/FilesGoogle/Android.mk b/apps_go/FilesGoogle/Android.mk
index fd88fdl..fb83106 100644
--- a/apps_go/FilesGoogle/Android.mk
+++ b/apps_go/FilesGoogle/Android.mk
@@ -16,7 +16,7 @@ LOCAL_PRODUCT_MODULE := true

LOCAL_CERTIFICATE := PRESIGNED

LOCAL_SRC_FILES := $(LOCAL_MODULE)_$(my_src_arch).apk
#LOCAL_OVERRIDES_PACKAGES :=

-LOCAL_OPTIONAL_USES_LIBRARIES := org.apache.http.legacy
+LOCAL_ENFORCE_USES_LIBRARIES := false



CTSHE N faillaih 12

o Miix{IAtestSocketKeepaliveUnprivilegediiis: FTPARSS88/GMS-Test-
Suite/Exp+/DisableKeepAliveMainlineBuild

CtsNetTestCases
android.net.cts.ConnectivityManagerTest#testSocketKeepaliveUnprivileged
android.net.cts.ConnectivityManagerTest#testCreateTcpKeepalive
android.net.cts.ConnectivityManagerTest#testSocketkeepalivelLimitwifi

device/rockchip/common/device.mk:

PRODUCT_PACKAGES += \
RockchipTetheringNoKeepAliveoverlay \
RockchipTetheringNoKeepAliveMainlineOverlay

o JMixIAtestProfilesftestRequestNotificationsiiét: {EBLEIEFIREZUNFR)IZE KB KIIASH
it

CtsOsTestCases

android.os.cts.CompanionDeviceManagerTest#testProfiles

android.os.cts.CompanionDeviceManagerTest#testRequestNotifications

M4 : FAILURE: java.lang.AssertionError: Test requires a discoverable bluetooth
device nearby

o MRk IMprivappPermissionsMustBeEnforcediRss: CTSIX A userE4(CTSL)

CtsPermission2TestCases
android.permission2.cts.PrivappPermissionsTest#privappPermissionsMustBeEnforced

4555 java.lang.AssertionError: ro.control_privapp_permissions is not set to
enforce expected:<enforce> but was:<null>

userfElff'ro.control_privapp_permissions' & B2
device/rockchip/common/modules/gms.mk

o MAIRSELinuxNeverallowRulesTestiRE: GMS/EDLAIAIEABEIEK/system/sepolicy B & T™FH A
R

CtsSecurityHostTestCases
android.security.cts.SELinuxNeverallowRulesTest#testNeverallowRules199

HH#ELS: Tibsepol.report_failure: neverallow violated by allow hal_keymint_default

serialno_prop:file { read getattr map open };
Tibsepol.check_assertions: 1 neverallow failures occurred

o MixIftestNoRemovedCertificatesiRfs: TRECAIEP, GoogleR£4hT5|A


af://n1044

CtsSecurityTestCases
android.security.cts.CertificateTest#testNoRemovedCertificates

REEEE: junit.framework.AssertionFailedError: Missing CA certificates expected:
<[1> but was:<[B8:BE:6D:CB:56:F1...]>

iR i [AliEGooglezi 44k T bulletin_2023_08_preview/.../0001-Drop-TrustCor-
certificates.bulletin.patch

o MXIACtsSensorTestCasestkia: RIERBEEHETERIEURE LIRITE

45 E1: verifySensorOperation | sensor='Gravity Sensor', samplingPeriod=10000us,
maxReportLatency=0us | Didn't collect any measurements

M5 S2: verifySensoroperation | sensor='Accelerometer sensor',
samp1ingPeriod=20000us, maxReportLatency=10000000us | Frequency out of range:
Requested "Accelerometer sensor" at 50.00hz (expecting between 45.00Hz and
110.00Hz, measured 40.01HZz)

hcq@sys2_206:~/Android12-0928/hardware/rockchip/sensor$ git diff ./
diff --git a/st/sensors.c b/st/sensors.c

index 1817b28..f7ac231 100755

--- a/st/sensors.c

+++ b/st/sensors.c

@@ -40,7 +40,7 @@ static const struct sensor_t sSensorList[] = {

.maxRange = 4.0f*9.80f,
.resolution = (4.0f*9.80f)/4096.0f,
.power = 0.2f,

- .minbelay = 7000,

+ .minDelay = 10000,

hcq@sys2_206:~/Android12-0928/kernel-5.10/drivers/input/sensors$ git diff ./
diff --git a/drivers/input/sensors/sensor-dev.c b/drivers/input/sensors/sensor-
dev.c
index eb93el19157ea..c25f848eadfe 100644
--- a/drivers/input/sensors/sensor-dev.c
+++ b/drivers/input/sensors/sensor-dev.c
@@ -491,10 +491,10 @@ static int sensor_reset_rate(struct i2c_client *client, int
rate)

dev_info(&client->dev, "set sensor poll time to %dms\n", rate);

/* work queue is always slow, we need more quickly to match hal rate */

- if (sensor->pdata->poll_delay_ms == (rate - 4))
+ if (sensor->pdata->poll_delay_ms == (rate - 6))
return 0;

- sensor->pdata->poll_delay_ms = rate - 4;
+ sensor->pdata->poll_delay_ms = rate - 6;

hcq@sys2_206:~/Android12-0928/kernel-5.10/drivers/input/sensors$ git diff ./
diff --git a/drivers/input/sensors/sensor-dev.c b/drivers/input/sensors/sensor-
dev.c

index eb93el9157ea..11b815aleacd 100644

--- a/drivers/input/sensors/sensor-dev.c

+++ b/drivers/input/sensors/sensor-dev.c



@@ -1771,7 +1771,7 @@ static int sensor_probe(struct i2c_client *client, const
struct i2c_device_id *d
client->irq = pdata->irq_pin;
type = pdata->type;
pdata->irg_flags = irg_flags;
- pdata->poll_delay_ms = 30;
+ pdata->pol1_delay_ms = 20; ## HRHESLBR G BT

o MEKICtsWindowManagerDeviceTestCases&iRis: FTEEKwindowsIEIZ£1/91.0

CtswindowManagerDeviceTestCases
android.server.wm.ActivityTransitionTests#testTaskTransitionOverride
android.server.wm.ActivityTransitionTests#testActivityTransitionDurationNoShorten
AsExpected
android.server.wm.ActivityTransitionTests#testTaskTransitionOverrideDisabled

WS E: java.lang.AssertionError: Actual transition duration should be in the
range &1t;1900, 2900&gt; ms, actual=1012

iRtk J57%: hcq@sys2_206:~/Android12-0928/device/rockchip/rk3588% git diff ./
--- a/overlay/frameworks/base/packages/SettingsProvider/res/values/defaults.xml
+++ b/overlay/frameworks/base/packages/SettingsProvider/res/values/defaults.xml
@@ -36,6 +36,6 @@

<integer name="def_wifi_sleep_policy">2</integer>

<!-- Decrease animation duration. -->
- <fraction name="def_window_animation_scale">50%</fraction>
- <fraction name="def_window_transition_scale">50%</fraction>
+ <fraction name="def_window_animation_scale">100%</fraction>
+ <fraction name="def_window_transition_scale">100%</fraction>

MBHIBYOD Managed Provisioning - Camera support cross profile video capture (without
extra output pathjiR§s

itk J7i%E: hcq@sys2_206:~/Android12-0928/packages/apps/Camera2$ git diff
diff --git a/src/com/android/camera/videoModule.java
b/src/com/android/camera/videoModule. java
index 2aa6bd9od4..45502d92b 100644
--- a/src/com/android/camera/videoModule. java
+++ b/src/com/android/camera/videoModule. java
@@ -1780,7 +1780,7 @@ public class VvideoModule extends CameraModule
muUI.setOrientationIndicator(0, true);
mActivity.enablekeepScreenon(false);
if (shouldAddToMediaStoreNow && !fail) {
- if (mIsvideoCaptureIntent) {
+ if (mIsvideoCaptureIntent & & mActivity.getIntent().getExtras()
= null) {
// if no file save is needed, we can show the post capture
UI now

¢ MiEIICompanion Device Service TestiRfs: BLEIEFIRBEUNFR)IREM AT ARSI



com.android.cts.verifier.companion.CompanionDeviceServiceTestActivity

ik FTPIRS %% /GMS-Test-Suite/xTS/tools/nrfconnect_v4.24.3_itmop.com.apk
1. e LA £ 223 M finrfconnect_v4.24.3_itmop.com.apk

2. 5d"nRF Connect" ¥ H K53 A ZIADVERTISERIE L

3. A NA RN T 4 "Display name"Biffi$HT, 1L4%"ADD RECORD"Jfiki%s—
Ii"Complete Local Name", “ai%"Connectable" 5 i "OK " #%4ll

4. S AL RETT IR, TESEARE S B LS oK "

5. ZEPHAN] 254047 835" Companion Device Service Test"

6 . M R A WA T 15 4%V K AT e 5 22 43 Bl 1]

PR MR PR A ZEREBAHE "Device appeared"fl"Device disappeared”

GTSHE N faillaihIg

o JMRXIRGtsAssistantHostTestCasesiRis : HRIEFZ R CameralE B2 Ra0camera featureZisi(il
it Bis5TFF CameraiBHUAREIR HE M)

GtsAssistantHostTestCases
com.google.android.assistant.gts.AssistantTest#testAssistantTakePhotowithvoiceInt
eraction
com.google.android.assistant.gts.AssistantTest#testAssistantOpenRearCamerawithout
VoiceInteraction
com.google.android.assistant.gts.AssistantTest#testAssistantTakePhotowithoutVvoice
Interaction
com.google.android.assistant.gts.AssistantTest#testAssistantOpenRearCamerawithvoi
ceInteraction

console:/ $ pm 1list features | grep camera

feature:android.hardware.camera ## JaECcamera
feature:android.hardware.camera.any ## WA

feature:android.hardware.camera.external ## Usb Camera
feature:android.hardware.camera.front ## HiECcamera

* MifIntestTelephonyAudioAvailablefftis: EHlEEAHIRIAINEEARAC), FEECEIEEMERE

GtsGmscoreHostTestCases
com.google.android.gts.audio.AudioHostTest#testTelephonyAudioAvailable

GtsNmgiarcTestCases
com.google.android.comms.MessagesTests#testMessagesVersionCheck

45 E: java.lang.RuntimeException: AM should be a privileged system app ##
M fIMessages . apk

hcq@sys2_206:~/Androidl12-0928/vendor/partner_gms/products$ git diff ./gms.mk
-# GMS comms suite

-$(call dinherit-product,

$ (ANDROID_PARTNER_GMS_HOME) /products/google_comms_suite.mk)

o MifTatestSerialNumberAttestationifzis : H188JiRAttestation key B #iE( fastboot oem at-
Tock-vboot)


af://n1084

GtsGmscoreHostTestCases

com.google.android.gts.security.DeviceIdAttestationHostTest#testSerialNumberAttes
tation

o MifIftestMbaPrivilegedPermissioniiéti: KZFBAndroidManifest.xmIZ<AEFEAR
android:debuggable="true"

GtsMbaPrivilegedPermissionTestCases
com.google.android.mbaprivilegedpermission.gts.GtsDebugCertificateTest#testMbaPri
vilegedPermission

A5 E: java.lang.RuntimeException: violation of the Debug certificate policy
[com.rockchip.mirror] 1is debuggable.

o MlifIftestDefaultGrantsWithRemoteExceptionsiiRét: 1RIEIRE (= S MIPS R A MAR

GtsPermissionTestCases
com.google.android.permission.gts.DefaultPermissionGrantPolicyTest#testDefaultGra
ntswithRemoteExceptions

455 S java.lang.AssertionError: packageName: com.google.android.contacts {
priv app: false
targetSDK: 33
uid: 10101
persistent: false
signature: 917F8719D4C2C892DBF26BBE2BDB179FFFOEODDBEB8FFIF31A4DD98BB4A4D25D
on system image: true
has platform signature: false
message: cannot be granted by default to package {
permission: android.permission.POST_NOTIFICATIONS

o JMixIftestPreloadedAppsTargetSdkVersioniRés: RIEIRFESEIEKINA
android:targetSdkversion

GtsPermissionTestCases
com.google.android.permission.gts.PreloadAppsTargetSdkversionTest#testPreloadedAp
psTargetSdkversion

WA5EE: A1l apps preloaded on DEVICEs launching with Android 11 MUST target API
level 29 or higher.

A1l apps preloaded on DEVICEs Taunching with Android 12 or 12L MUST
target API level 30 or higher.

A1l apps preloaded on DEVICEs Taunching with Android 13 MUST target API
Tevel 31 or higher.

com.android.launcher3 must target 30 or higher, but targets 29

#1&2% " android: targetsdkversion' HAR(EIR TR Fail, A& compilesdkversion' ##
¥ 'ro.product.first_api_level'&IH/E

AF K Z: minsdkversion(lowest possible) <= targetsSdkversion <=
compilesdkversion(latest SDK)



o MlifIftestZeroTouch_zeroTouchWrapperLaunchedifét: FHlESATEEIEZEVPN-WIfi, RE
EEGooglelk S(S W AR 28 Attestation key)

GtsSetupwizardHostTestCases
com.google.android.gts.setupwizard.SetupwizardzeroTouchTest#testzZzeroTouch_zeroTou
chwrapperLaunched

(5 S FAILURE: junit.framework.AssertionFailedError: Setupwizard didn't Taunch
ZeroTouchwrapper.

on Android R+ or when com.google.android.apps.work.oobconfig is installed,
Setupwizard MUST Taunch zeroTouchwrapper with intent action
com.google.android.setupwizard.ZERO_TOUCH_SETUP during normal Setupwizard flow
when WIFI/mobile data is connected.

VTSE IifaillaidhiE

e hifIfaudioPolicyConfigurationValidationiRiE : HRIEIRIESRIEH
audio_policy_configuration.xml

vtsHalAudioVv7_lTargetTest
Checkconfig#audioPolicyConfigurationvalidation

REEE: 1 error occurred during xml validation:
XML is not valid according to the xsd
while validating: xmlFilePath
which 1is: /vendor/etc/audio_policy_configuration.xml
Against the schema: xsd
which is: /data/Tocal/tmp/audio_policy_configuration_v7_0.xsd
Libxm12 errors:
Error: Element 'devicePort', attribute 'type': 'AUDIO_DEVICE_OUT_HDMI_1'
is not a valid value of the union type 'extendableAudioDevice'.

fi k5. P B % BOARD_SUPPORT_MULTIAUDIO ?= false X%/ K ANEE K
audio_policy_configuration_multiaudio.xml

o Mif{IKernelReleaseFormatiiis: FEAGoogleE FReleasefJboot.imgiR{&R(GKI Release
boot.img)

vts_generic_boot_image_test
GenericBootImageTest#KernelReleaseFormat

W5 E: value of: KernelRelease::Parse(release, true ).has_value()
Actual: false
Expected: true
Kernel release '5.10.168-maybe-dirty' does not have generic kernel image
(GKI) release format. It must match this regex:
AC?P<w>\d+) [.] (?P<x>\d+) [.](?P<y>\d+) - (?P<z>android\d+) - (?P<k>\d+) . *$
Example: 5.4.42-androidl12-0-something

o MEIRGkiComplianceV2F0GkiComplianceV2_kernelfgss: E{FFGoogleE/5Releasey
boot.img#R{&(GKI Release boot.img)



af://n1115
https://source.android.com/docs/core/architecture/kernel/gki-release-builds
https://source.android.com/docs/core/architecture/kernel/gki-release-builds

vts_gki_compliance_test
GkicomplianceTest#GkicCompliancev2
GkicComplianceTest#GkiCompliancev2_kernel

#4515 8: The GKI image descriptor is not signed by an official key.

o MifIAvts_kernel_net_tests#Ris: FTPARSSE84MN T /GMS-Test-Suite/Exp+/vts_kernel_net_tests

vts_kernel_net_tests
vts_kernel_net_tests#vts_kernel_net_tests

WAHEE: testvtiRekey_IPv4_in_IPv4 (xfrm_tunnel_test.XfrmvtiTest) ... ERROR
testvtiRekey_IPv4_in_IPv6 (xfrm_tunnel_test.XfrmvtiTest) ... ERROR
testvtiRekey_IPv6_in_IPv4 (xfrm_tunnel_test.XfrmvtiTest) ... ERROR
testVtiRekey_IPv6_in_IPv6 (xfrm_tunnel_test.XfrmvtiTest) ... ERROR

o JMERXIRENabledfOvts_virtual_ab_testiRés: EESEEIIA/BIIEMEEIIA/B, {RIEEM

ro.virtual_ab.userspace.snapshots.enabled=true

vts_ota_config_test
VAB#Enabled

vts_virtual_ab_test
VirtualAbRequirementTest#EnabledonLaunchT

build/make/target/product/virtual_ab_ota/compression.mk:
PRODUCT_VENDOR_PROPERTIES += ro.virtual_ab.userspace.snapshots.enabled=true

build/make/target/product/virtual_ab_ota/compression_with_xor.mk:
$(call inherit-product, $(SRC_TARGET_DIR)/product/virtual_ab_ota/compression.mk)

BOARD_ROCKCHIP_VIRTUAL_AB_ENABLE := true
BOARD_ROCKCHIP_VIRTUAL_AB_COMPRESSION := true

BOARD_BOOT_HEADER_VERSION := 4 ##
BOARD_BUILD_GKI := true

o MhifIAvts_treble_vintf_vendor_testifzis: RIFIRIE(SRhas an empty hash@&ZFrozen current



vts_treble_vintf_vendor_test

DeviceManifest/SingleManifestTest#InterfacesAreReleased/0

A4S : rockchip.hardware.tv.input@l.0::ITvInput has an empty hash. This is

because it was compiled without being frozen in a corresponding current.txt file.

gtk 77%: hidl-gen -L hash

-r rockchip.hardware:vendor/rockchip/hardware/interfaces ## B

hidl_package_rootsE X ffiname:path

-r android.hardware:hardware/interfaces
-r android.hidl:system/Tibhid1/transport
rockchip.hardware.tv.input@l.0::ITvInput ## AR P

R B 24T

EIA;

&b
He

4 bk A A BT S5 R nElhid 1 _package_root[dZ: H3current. txt
H.
TE

AfF/vendor/rockchip/hardware/interfaces/current. txt

P42 E R fail I IR

o MBIMRER: TEIUIRIIFEEVPN/IPVOMLZERAE(UbuntuEHEEIEVPN, FEERSSRATVERZ

VPN)

## VPN

Tibcore.java.net.InetAddressTest#test_getByName_invalid
android.net.cts.MultinetworkApiTest#testNativeDatagramTransmission
NativeDnsAsyncTest#Async_NXDOMAIN

GtsExoPlayerTestCases
com.google.android.exoplayer.gts.DashbownloadTest#download

## IPVO
CtsNetTestCases

android.net.cts.DnsTest#testDnswWorks

CtsLibcoreTestCases
Tibcore.java.net.SocketTest#testSocketTestAllAddresses

ST

MR ItestSystemUiVisibilityCallbackCausedByInsets¥h T : /GMS-Test-
Suite/Exp+/12.1_CtsWindowManagerDeviceTestCases/testSystemUiVisibilityCallbackCausedB
ylnsets

EARERIE

BN RESARER MR BRI EBEGoogleRIEHAR, HIBEARIBXRENT

EMFEAMail DRSS, FRHBEMTRSresultsilogs

@< adb bugreport HMEUSEFHRHIREbugreport-rk3399_Android12-SQ3A.220705.003.A1-
2023-05-10-04-58-08.zip

ER@***.corp-partner.google.comik S GoogleEAga RIS IssueTracker]


af://n1141
af://n1146
af://n1150
https://issuetracker.google.com/
af://n1159

BiIA

o EHNEITGMS/EDLAINIFHELIS

Modules
Camera

WiFi

BB

Sensors
AR0230 / &EBIMS 179

AP6275P(PCIE) / ap6275S(sdio)

o TEMIECR

it

GMS

Mainline

CTS/CTSV

VTS/GSI

STS

GTS

GTSV

GKI

APTS
GOATS

PAB

Checklist

TEWT

Ttk

https://docs.partner.android.com/gms/building/integrating/

gms-download

https://drive.google.com/drive/folders/1gxxMalTC99Y2SvyR
DUFfiDFVY k40zjO5

https://source.android.com/docs/compatibility/cts/downloa

7

https://docs.partner.android.com/gms/testing/vts

https://drive.google.com/drive/folders/1xqPTtC6MWiQizfFV
dG7Ho0f20GsmHOe-

https://docs.partner.android.com/gms/testing/gts?hl=en

https://docs.partner.android.com/gms/testing/gts/gts-verifie

r?hl=en#download

https://source.android.com/docs/core/architecture/kernel/g
ki-release-builds

https://docs.partner.android.com/gms/testing/apts?hl=en

https://docs.partner.android.com/gms/testing/goats?hl=en

https://ci.android.com/builds/branches/aosp-master/grid

https://docs.partner.android.com/gms/policies/overview/m
anual-checklist?hl=en#

https://drive.google.com/drive/u/0/folders/0B85mEDAGzAb
sckRrZFhhV3YwTEK?resourcekey=0-6zNsbYOnWUmMYsJO2TF-
RzZQ
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