Rockchip OTP H4&IEE

XFRIR: RK-KF-YF-147

RAOhRA: V1.5.0

HHEA: 2023-04-13

XHER: off® ol oPIERER e T

R

AR TR R, WCHMEBEFIRDBIRAT ("ARF", TR) FUNAEIEERRA. [E2FA
BROERME, AN, B EEN. SEEMEAEESUERME RS AIERERIE. &

MEUEAERIESIEE.

BT BRAFREEMRE, NSRS HIBNNERT, NEMRTERTIEL,

=1

“Rockchip”, "B, "l IIAALBRGEMEIR, IALEE.
A ET R R RN E R B T e iraEsts, MESBREERE.
IRIXERE © 2023 ImicHER FERIRBIRAE

BUSEERTE, IFRANTPETY, HIRMAINANSERRD.

2B, FAABLUMEER ISR,

I FRRDBRAE]

Rockchip Electronics Co., Ltd.

ik EEEENHEEEREEAX18S

PIE:  www.rock-chips.com

ZPIRSGZEIE: +86-4007-700-590
EZPIRSBIEE: +86-591-83951833

ZFIRSERFE: fae@rock-chips.com

I

Bl

=
B

AIREFEEANE Rockchip OTP OEM KIFEE,

FEmhRas
ChHAM PIZhR s
RK &F Linux 4.19
RK &5 Linux 5.10

EER

SRR ERTIBOEE


af://n0
http://www.rock-chips.com/
mailto:fae@rock-chips.com

XK (Ai5F) EBERTIATIEM:

FARSHAEFIREm
BRI
BiTicR
hRA {E &%H
- [EDal L]
=5 = HA
3{( 2020- .
V1.00 2 YIHERRZAS
10-18
e
3{& 2021- IR
V1.0.1 = BRIET
02-08
=
IS 2022- N R
V1.1. Hris TP OEM[Xigkieh
0 T 01.07 #i¥Secure OTP OEMX1&i5EH
2022- N -
V1.2.0 " ¥ MTOEM Cipher Key 2B S ANiAE
F 01-14
[N 2022- FEIZEOTP Life cycleliBl, i Protected OEM Zone Write
V1.3.0 .
N2 01-14 lockisiBE
VA oS 2022- {&EZNon-Protected OEM ZonesZ#FFE&, &M UserSpace A 1{#E
o F 03-08 FHOEM Cipher Keyi5iB8
2023- -
V1.5.0 P {EBINon-Secure OTPiRAE, #Fri&Secure OTPXZHEES
¥ 04-13
BR
Rockchip OTP F&ISRE
A
Non-Secure OTP
RS
ERAE
Secure OTP
Protected OEM Zone
EEE
ERAE
Non-Protected OEM Zone
EFEE
ERAE
OEM Cipher Key
FEE
ERAE
OTP Life Cycle
FEE
NPRETE

ERGE



%

OTP NVM (One Time Programmable Non-Volatile Memory), BIRAI4RIE—RIIEZKIEFZ E. (EN
XJtb, FLASH 7RI ZIRIBE,

OTPXEFMEXIGXI D AL EX (Secure OTP) F1FFLEX (Non-Secure OTP) , FFRLtHFR (B0
U-Boot, UserSpace) aILABEERNAEREXEE, BELNEFEEEREXERE, —REEEIRLEE

EEFLeXis, RAELZSHR (FaMiniloader/SPL, OP-TEE) AJLEIEEELZLXIFHOTP,

KT RetHRIIFREHFEXESIE R TrustZonefITEERNR, AHIES*E
{Rockchip_Developer_Guide_TEE_SDK_CN.md) 8¢ ARM B K.

Non-Secure OTP

&8> RK & Non-Secure OTP FiEE OEM Xim, HEEFFEEENEIRE, thil: F5S, MACIE

ik, FRERE.

EZPELBISINESHHES APl 3T OEM i T1Es.,

=
ZIHF¥Ea
Platform OTP_OEM_OFFSET RANGE TOTAL SIZE
RV1126/RV1109 0x100 0x100 ~ Ox1EF 240 Bytes

(ERIE

OEM Read

/%
* @offset: offset from oem base
* @buf: buf to store data which read from oem
* @len: data len in bytes
*/
int rockchip_otp_oem_read(int offset, char *buf, int len)

{
int fd = 0, ret = 0;

fd = open("/sys/bus/nvmem/devices/rockchip-otp0/nvmem", O_RDONLY);
if (fd < 0)
return -1;

ret = 1seek(fd, OTP_OEM_OFFSET + offset, SEEK_SET);
if (ret < 0)
goto out;
ret = read(fd, buf, len);
out:

close(fd);

return ret;

OEM Write
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1, B% OEM Write BIEFEE(FREE X, BHNRERIRE.

int rockchip_otp_enable_write(void)

{
char magic[] = "1380926283";
int fd, ret;

fd = open("/sys/module/nvmem_rockchip_otp/parameters/rockchip_otp_wr_magic",
O_WRONLY) ;
if (fd < 0)
return -1;

ret = write(fd, magic, 10);
close(fd);

return ret;

2, BAREREANNREREAFHXTT, BEENEEHRIFCERIP, BNEESRPBE NRER
FER.

/*
* @offset: offset from oem base, MUST be 4 bytes aligned
* @buf: data buf for write
* @len: data len in bytes, MUST be 4 bytes aligned
*/
int rockchip_otp_oem_write(int offset, char *buf, int len)

{
int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if (len % 4)
return -1;

fd = open("/sys/bus/nvmem/devices/rockchip-otp0/nvmem", O_WRONLY);
if (fd < 0)
return -1;

ret = 1seek(fd, OTP_OEM_OFFSET + offset, SEEK_SET);
if (ret < 0)
goto out;

ret = write(fd, buf, Ten);
out:

close(fd);

return ret;

Demo

1, OEM Xif (R0 ESAN 0~ 15



void demo(void)

{
char buf[l6] = {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15 };
int ret = 0;
ret = rockchip_otp_enable_write();
if (ret < 0)
return ret;
rockchip_otp_oem_write(0, buf, 16);
}

2, 1B OEM Read (& hexdump @S EEER, W THBEHSES OEM XiFEE

# hexdump -C /sys/bus/nvmem/devices/rockchip-otp0/nvmem

00000000 52 56 11 26 91 fe 21 4b 50 41 30 31 37 00 00 00
00000010 00 00 00 00 10 25 16 12 2f 0e Of 00 08 00 00 00
00000020 00 00 00 e0 Oa e0 Oa 1le 00 00 00 00 00 00 00 00
00000030 00 00 00 OO 00 00 OO OO0 0O 00 00 OO 00 00 00 00
00000100 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
00000110 00 00 00 00 00 00 00 OO 00 00 00 OO OO OO OO 00

000001e0 00 00 00 00 OO 00 00 OO 00 OO OO 00 00 00 00 00
000001f0 00 00 00 00 00 00 00 00O Of 00 00 00 00 00 00 00

Secure OTP

Secure OTPHTRERZFIARIIIOEM Zone K FALUHEAFRRINERER,

Protected OEM Zone

ZOEM Zone[XiF{RHZ{TEOP-TEE OS_EAYEIATrust Application(TARZFR) TBFE, IFLEHRITIEE
EESI1Z0OEM ZoneXis, AEEELIFTSHFRAVSRESURRINFERIZOEM ZoneX1s, RK3588F&
ESZHFKA) Protected OEM Zone J®5IhaE, —BEXAIREINEE, BT iEHRS Protected OEM
Zone,

ZI5¥a
Platform Protected OEM Zone Size Support Write Lock
RV1126/RV1109 2048 Bytes Not Support
RK3308/RK3326/RK3358 64 Bytes Not Support
RK3566/RK3568 224 Bytes Not Support
RK3588 1536 Bytes Support
RK3528/RK3562 128 Bytes Not Support

ERREE
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FARFEHLS%E (Rockchip_Developer_Guide_TEE_SDK_CN.md) &Y, Z®iFinfT rk_tee_user/ R
HICA TARIFH, DemoiE&Erk_tee_user/v2/ta/rk_test/rktest_otp.c, &rktest_otp.cXAHAZENEZE
FETAFERLA TR ELRE],

$XEY Protected OEM Zone Size

static TEE_Result get_oem_otp_size(uint32_t *size)
{
TEE_UUID sta_uuid = { 0x527f12de, O0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_VALUE_OUTPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_InvokeTACommand(sta_session, 0, 160, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_InvokeTACommand returned 0x%x\n", res);
}

*sjze = taParams[0].value.a;

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

5B Protected OEM Zone

* read_offset: fMWBX[EMNO - (size - 1)
* read_data: ZSEOEMHHTAYE L& E

* read_data_size: BEEUKEE, PLHiNEAL
:':/



static TEE_Result read_oem_otp(uint32_t read_offset, uint8_t *read_data,
uint32_t read_data_size)
{

TEE_UUID sta_uuid = { 0x527f12de, O0x3f8e, 0x434f,

{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };

TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;

uint32_t origin;

TEE_Result res;

TEE_Param taParams[4];

uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = read_offset;
taParams[1] .memref.buffer = read_data;
taParams[1] .memref.size = read_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 130, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{

EMSG("TEE_InvokeTACommand returned 0x%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

155 Protected OEM Zone

* write_offset: fW#IX[EMNO - (size - 1)

* write_data: ZSHUEMHTAYE XHAEE

* write_data_size: WEKE, PLFINEAL

*/
static TEE_Result write_oem_otp(uint32_t write_offset, uint8_t *write_data,
uint32_t write_data_size)

{



TEE_UUID sta_uuid = { 0x527f12de, O0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = write_offset;
taParams[1] .memref.buffer = write_data;
taParams[1] .memref.size = write_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 140, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{

EMSG("TEE_InvokeTACommand returned 0x%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

%4 Protected OEM Zone &5 IhaE

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

T

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_oem_otp_write_lock(void)
{

TEE_UUID sta_uuid = { 0x527fl2de, 0x3f8e, 0x434f,

{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;



TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams,

&origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_OpenTASession failed\n");
return res;

3

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = OEM_OTP_WRITE_LOCK;

//disable Protected OEM Zone write from 0 to 511

taParams[0] .value.b = 0;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{

EMSG("TEE_InvokeTACommand returned O0x%x\n", res);

//disable Protected OEM Zone write from 512 to 1023

taParams[0] .value.b = 1;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{

EMSG("TEE_InvokeTACommand returned O0x%x\n", res);

//disable Protected OEM Zone write from 1024 to 1535
taParams[0] .value.b = 2;
res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS,
taParams, &origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_InvokeTACommand returned O0x%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

&sta_session,

nParamTypes,

nParamTypes,

nParamTypes,



LATE TA {8 Protected OEM Zone £ Demo:

TEE_Result demo_for_oem_otp(void)

{

TEE_Result res = TEE_SUCCESS;
uint32_t otp_size = 0;

res = get_oem_otp_size(&otp_size);

if (res != TEE_SUCCESS) {
EMSG('"get_oem_otp_size failed with code 0x%x", res);
return res;

}
IMSG("The OEM Zone size is %d byte.", otp_size);

uint32_t write_len = 2;
uint8_t write_data[2] = {Oxaa, Oxaa};
uint32_t write_offset = 0;

res = write_oem_otp(write_offset, write_data, write_len);
if (res != TEE_SUCCESS) {
EMSG("write_oem_otp failed with code 0x%x", res);
return res;

}

IMSG("write_oem_otp succes with data: Ox%x, Ox%x", write_data[0],

write_datal[1l]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = read_oem_otp(read_offset, read_data, read_len);
if (res != TEE_SUCCESS) {
EMSG("read_oem_otp failed with code 0x%x", res);
return res;

}

IMSG("read_oem_otp succes with data: Ox%x, Ox%x", read_data[0],

read_data[1l]);

return res;

Non-Protected OEM Zone

iZOEM Zone[XiFATLA#EU-BootflUserSpacel@f, #iESEEEIERSHARNEF,

HFNon-Secure OTPXIFR/NANZEREZEFFEE, BrlXEEnFEENon-Secure OTPETREEOEM
Zone[Xi#, 33FNon-Secure OTPIRBETAEOEM ZoneXIFHIFE, AP XETEU-BootFlUserSpaceis
BSOTPRYEK, ATLAERAIZOEM ZonelX1g,

XHES
Platform Non-Protected OEM Zone Size
RK3308/RK3326/RK3358/RK3566/RK3568/RK3588 64 Bytes

RK3528/RK3562 32 Bytes


af://n160
af://n163

EAHE

U-Boot 3Z£EX Non-Protected OEM Zone, i&EH u-boot/lib/optee_clientApi/OpteeClientinterface.c
7 trusty_read_oem_ns_otp ERZL.

U-Boot %5 Non-Protected OEM Zone, i&EH u-boot/lib/optee_clientApi/OpteeClientinterface.c
7 trusty_write_oem_ns_otp E&E],

LA TE2U-Boot {#F3 Non-Protected OEM Zone £ Demo:

uint32_t demo_for_oem_ns_otp(void)
{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2;
uint8_t write_data[2]
uint32_t write_offset

{Oxbb, Oxbb};
0;

res = trusty_write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("trusty_write_oem_ns_otp failed with code 0x%x", res);
return res;
3
printf("trusty_write_oem_ns_otp succes with data: Ox%x, Ox%x",
write_datal[0], write_data[l]);

uint32_t read_len = 2;
uint8_t read_datal[2];
uint32_t read_offset = 0;

res = trusty_read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {
printf("trusty_read_oem_ns_otp failed with code 0x%x", res);
return res;
3
printf("trusty_read_oem_ns_otp succes with data: Ox%x, 0x%x", read_data[O],
read_data[1l]);

return res;

UserSpace FAFPEHS% (Rockchip_Developer_Guide_TEE_SDK_CN.md) M#Y, #®iF rk_tee_user/
BRTRICAR A, REECAHSE

rk_tee_user/v2/host/rk_test/rktest.c & invoke_otp_ns_read #[] invoke_otp_ns_write EREAISCIN,
Byt == W @ NEES GG

#define STORAGE_CMD_READ_OEM_NS_OTP 13
/* byte_off X[EM 0 - (size - 1) */
static uint32_t read_oem_ns_otp(uint32_t byte_off, uint8_t *byte_buf, uint32_t
byte_Tlen)
{
TEEC_Result res = TEEC_SUCCESS;
uint32_t error_origin = 0;
TEEC_Context contex;
TEEC_Session session;
TEEC_Operation operation;
const TEEC_UUID storage_uuid = { 0x2d26d8a8, 0x5134, 0x4dd8,


af://n174

{ 0xb3, 0x2f, Oxb3, Ox4b, Oxce, Oxeb, Oxc4, O0x71 } };
const TEEC_UUID *uuid = &storage_uuid;

//[1] Connect to TEE

res = TEEC_InitializeContext(NULL, &contex);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
return res;

//[2] Open session with TEE application
res = TEEC_OpenSession(&contex, &session, uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &error_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin Ox%x\n",
res, error_origin);
goto out;

//[3] Start invoke command to the TEE application.
memset (&operation, 0, sizeof(TEEC_Operation));
operation.paramTypes = TEEC_PARAM_TYPES(TEEC_VALUE_INPUT,

TEEC_MEMREF_TEMP_OUTPUT,

TEEC_NONE, TEEC_NONE);
operation.params[0].value.a = byte_off;
operation.params[1].tmpref.size = byte_len;
operation.params[1].tmpref.buffer = (void *)byte_buf;

res = TEEC_InvokeCommand(&session, STORAGE_CMD_READ_OEM_NS_OTP,
&operation, &error_origin);
if (res != TEEC_SUCCESS) {
printf("InvokeCommand ERR! res= 0x%x\n", res);
goto outl;

printf("Read 0K.\n");
outl:
TEEC_CloseSession(&session);
out:
TEEC_FinalizeContext(&contex);
return res;

#define STORAGE_CMD_WRITE_OEM_NS_OTP 12
/* byte_off X[EM 0 - (size - 1) */
static uint32_t write_oem_ns_otp(uint32_t byte_off, uint8_t *byte_buf, uint32_t
byte_Tlen)
{
TEEC_Result res = TEEC_SUCCESS;
uint32_t error_origin = 0;
TEEC_Context contex;
TEEC_Session session;
TEEC_Operation operation;
const TEEC_UUID storage_uuid = { 0x2d26d8a8, 0x5134, 0x4dds8,
{ 0xb3, 0x2f, 0xb3, 0x4b, Oxce, Oxeb, Oxc4, Ox71 } };
const TEEC_UUID *uuid = &storage_uuid;



//[1] Connect to TEE

res = TEEC_InitializeContext(NULL, &contex);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
return res;

//[2] Open session with TEE application
res = TEEC_OpenSession(&contex, &session, uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &error_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin Ox%x\n",
res, error_origin);
goto out;

//[3] start invoke command to the TEE application.
memset (&operation, 0, sizeof(TEEC_Operation));
operation.paramTypes = TEEC_PARAM_TYPES(TEEC_VALUE_INPUT,

TEEC_MEMREF_TEMP_INPUT,

TEEC_NONE, TEEC_NONE);
operation.params[0].value.a = byte_off;
operation.params[1].tmpref.size = byte_len;
operation.params[1].tmpref.buffer = (void *)byte_buf;

res = TEEC_InvokeCommand(&session, STORAGE_CMD_WRITE_OEM_NS_OTP,
&operation, &error_origin);
if (res != TEEC_SUCCESS) {
printf("InvokeCommand ERR! res= 0x%x\n", res);
goto outl;

printf("write 0K.\n");
outl:
TEEC_CloseSession(&session);
out:
TEEC_FinalizeContext(&contex);
return res;

LA =2UserSpace {#F Non-Protected OEM Zone £% Demo:

uint32_t demo_for_oem_ns_otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2;
uint8_t write_datal[2]
uint32_t write_offset

{Oxbb, 0xbb};
0;

res = write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("write_oem_ns_otp failed with code 0x%x", res);
return res;
}
printf("write_oem_ns_otp succes with data: Ox%x, Ox%x", write_data[0],
write_datal[1l]);



uint32_t read_len = 2;
uint8_t read_datal2];
uint32_t read_offset = 0;

res = read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {
printf("read_oem_ns_otp failed with code O0x%x", res);
return res;
}
printf("read_oem_ns_otp succes with data: Ox%x, Ox%x", read_data[0],
read_data[1l]);
return res;

OEM Cipher Key

1ZOEM ZoneXIFFAFFERFEH, BHE—BEEATTEN, BARREERERILMEREERRRT
IRRERME, AREEEAHE, RERRHRSEOEIENEN, REZEOMNEEZEOTLKU-
Boot#lUserSpaceiEFl,

ZHEa

Is Support

Platform OEM Cipher Key Length
P y & Hardware Read

RK_OEM_OTP_KEYO-3 (16 or 32 Bytes),
RV1126/RV1109 Not Support
RK_OEM_OTP_KEY_FW(16 Bytes)

RK3566/RK3568 RK_OEM_OTP_KEYO-3 (16 or 24 or 32 Bytes) Not Support

RK3588 RK_OEM_OTP_KEY0-3 (16 or 24 or 32 Bytes) Support

RK3528/RK3562 RK_OEM_OTP_KEYO-3 (16 or 24 or 32 Bytes) Support
{EAGE

U-Boot 525 OEM Cipher Key, &1 u-boot/lib/optee_clientApi/OpteeClientinterface.c #
trusty_write_oem_otp_key ER#{,

BREY uint32_t trusty_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id, uint8_t *byte_buf,
uint32_t byte_len)dh key_id £5Ka0 T :


af://n185
af://n187
af://n209

enum RK_OEM_OTP_KEYID {
RK_OEM_OTP_KEYO 0
RK_OEM_OTP_KEY1 = 1,

2

3

RK_OEM_OTP_KEY2
RK_OEM_OTP_KEY3
RK_OEM_OTP_KEY_FW = 10, //keyid of fw_encryption_key
RK_OEM_OTP_KEYMAX

e

EIRFEI5ES RK_OEM_OTP_KEYO, RK_OEM_OTP_KEY1, RK_OEM_OTP_KEY2,
RK_OEM_OTP_KEY3; RV1126/RV1109 FEIREINTIEHRS RK_OEM_OTP_KEY_FW 2348,
RK_OEM_OTP_KEY_FW Z$BEZEFT BootROM fi#&; Loader B4, AFERJLAERIZE RIS
IR E R Kernel EfF,

LAT2U-Bootf®E OEM Cipher Key &% Demo:

uint32_t demo_for_trusty_write_oem_otp_key(void)

{
uint32_t res;
uint8_t key[16] = {
0x53, 0x46, Ox1f, 0x93, 0x4b, 0x16, 0x00, 0x28,
Oxcc, 0x34, Oxbl, 0x37, 0x30, Oxa4, 0x72, 0x66,
55
res = trusty_write_oem_otp_key(RK_OEM_OTP_KEYO, key, sizeof(key));
if (res)
printf("test trusty_write_oem_otp_key fail! 0x%08x\n", res);
else
printf("test trusty_write_oem_otp_key success.\n");
return res;
}

U-Boot ¥IMr2BELEE OEM Cipher Key, 15V u-
boot/lib/optee_clientApi/OpteeClientinterface.c § trusty_oem_otp_key_is_written &%,

PATRU-BootHITREBELRS OEM Cipher Key £% Demo:

void demo_for_trusty_oem_otp_key_is_written(void)

{
uint8_t value;
uint32_t res = trusty_oem_otp_key_is_written(RK_OEM_OTP_KEYO, &value);
if (res == TEEC_SUCCESS) {
printf("oem otp key is %s", value ? "written" : "empty");
} else {
printf("access oem otp key fail!");
3
}

BB FEIRsHF Hardware Read I8, FBFRILAEA u-
boot/lib/optee_clientApi/OpteeClientinterface.c & trusty_set_oem_hr_otp_read_lock ERZ{,

ARZREECPUBTAIRIGANZESE, ZIREIEALIALZSMN RS HARNEY, KEIEHSCPU
fRERIBR, BEHTLABSHEEIZERER cryptof R TINREIZE., ERK3588(E/HAIE

RK_OEM_OTP_KEYO, RK OEM_OTP_KEY1, RK OEM_OTP_KEY2, ZEiE/HiZEG40/52E X CPU 7fOTP
Bt#HERiZESR, L4l Secure Boot, Security Level FEHEIFHXZIESIUIR, FrLAE 72



EEF =B E0TPHIE/EHEIZIEL, ERK3588(E/HHIERK OEM_OTP_KEY3RY, HEFIZEHI25
HEOTP Bt iE SR,

LI TE RK3588 & U-Boot {3 Hardware Read IhgE&% Demo:

uint32_t demo_for_trusty_set_oem_hr_otp_read_Tlock(void)

{

uint32_t res;

res = trusty_set_oem_hr_otp_read_lock (RK_OEM_OTP_KEYO);
if (res)
printf("test trusty_set_oem_hr_otp_read_lock fail! 0x%08x\n", res);
else
printf("test trusty_set_oem_hr_otp_read_lock success.\n");
return res;

U-Boot {#FIOEM Cipher Keyi#{TINfRZ1E/E, B8 u-
boot/lib/optee_clientApi/OpteeClientInterface.c # trusty_oem_otp_key_cipher &%,

AT R2U-Bootf#if§ OEM Cipher Key £% Demo:

uint32_t demo_for_trusty_oem_otp_key_cipher(void)

{

uint32_t res;

rk_cipher_config config;

uintptr_t src_phys_addr, dest_phys_addr;

uint32_t key_id = RK_OEM_OTP_KEYO;

uint32_t key_len = 16;

uint32_t algo = RK_ALGO_AES;

uint32_t mode = RK_CIPHER_MODE_CBC;

uint32_t operation = RK_MODE_ENCRYPT;

uint8_t iv[1l6] = {
0x10, O0x44, 0x80, Oxb3, 0x88, 0x5f, 0x02, 0x03,
0x05, 0x21, O0x07, Oxc9, 0x44, 0x00, Oxlb, 0x80,

};

uint8_t inout[16] = {
0xc9, 0x07, 0x21, 0x05, 0x80, Oxlb, 0x00, O0x44,
Oxac, 0x13, Oxfb, 0x23, 0x93, Ox4a, 0x66, Oxe4,

};

uint32_t data_len = sizeof(inout);

config.algo = algo;

config.mode = mode;
config.operation = operation;
config.key_len = key_len;
config.reserved = NULL;

memcpy (config.iv, iv, sizeof(iv));

src_phys_addr = (uintptr_t)inout;
dest_phys_addr = src_phys_addr;

res = trusty_oem_otp_key_cipher(key_id, &config,
src_phys_addr,
dest_phys_addr,
data_len);

if (res)



printf("test trusty_oem_otp_key_phys_cipher fail! 0x%08x\n", res);
else
printf("test trusty_oem_otp_key_phys_cipher success.\n");

return res;

UserSpace i SH18EF OEM Cipher Key 5 U-Boot sl ;25 FITESE Fid U-Boot JESH]
(% OEM Cipher Key A%,

UserSpace FAF5SH1ER OEM Cipher Key i52% librkcrypto/demo/demo_otpkey.c, librkcrypto
JERGFISARY (Rockchip_Developer_Guide_Crypto_ HWRNG_CN.pdf) ZRIASERZEISDK,

AndroidSE&: librkcryptoiRfSfEhardware/rockchip/BRT,

Linux3F&: librkeryptoiRiSfEexternal/BRT.
OTP Life Cycle
HHFEZFFOTP Life Cycle, EfEARIEHIOTPHEIEEAREDEREEAEIIHIINR,
ZI5EEe
Platform OTP Life Cycle Type L]

Blankft BB SSRNESINR,
Missioned i ERIEEIRERIT, 5
PRIFORIERL, SRR EATLUSEHA
ABRIER, (EAPRM ERABEH NS

RK3588 Blank/Tested/Provisioned/Missioned PRMER., o B 2ZProvisionedffy
E&, OEMAELAUZESERF AMissionedfft
E%, OEMMProvisionedptE&#N
MissionedffifRfa, #BmOTPEIRIES
BIRERET

IUPRIEE

LAT9RK3588 OTP{EProvisionedfiExFIMissioned N ERENISERPRESIZE, Hb RW FRANEE, RE
RARIE,

iR Provisioned Missioned i1z
Secure ERFPSE(#ERSecure BootIgE, FEFFESecure BootTIBEFAAEEMOTP Life
Boot RW R Cycle, Secure BootiFH,
Enable Flag {Rockchip_Developer_Guide_Secure_Boot_Application_Note_EN.md)
RSA Public
RW R Bl
Hash =
Security RW R GBRFEEEREBRLENERE, FEEESecurity Level G4 BEEROTP Life
Level Cycle, Security Leveli#Ml {Rockchip_Developer_Guide_TEE_SDK_CN) 3244
OEM
Cipher RW ToESRR P OEM Cipher Key &15
Key0-2
FwW
encryption RW TESKR  EERTINIELoaderEH, BootRom/SEM BRAERIZERRS
key

EASE


af://n230
af://n232
af://n242
af://n275

HBIEXOTP Life Cycle REEERLHFER, EEIZOTP Life CycleProvisionedBEREIIMissioned
MER, FAPESS%E (Rockchip_Developer_Guide_TEE_SDK_CN.md) MY, #®iFiz{T rk_tee_user/
BRTRICATANA, ARTETAFERBLATREEIE.

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

Irg

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_otp_life_cycle_to_missioned(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, Ox4b, Oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES (TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = LIFE_CYCLE_TO_MISSIONED;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{

EMSG("TEE_InvokeTACommand returned 0x%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;
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