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1. ARM TrustZone

ARM TrustZone [1]HARZFTH Cortex-A A IS WA THRE, ZiEIT ARM B2 EP I, X
VRIS . A AN R R AL — SO0 RR P SR, R RO B S R SRR 1

ARM TrustZone Fi A& RGVEH M2 47715, 0ttt H-r 6 LR ENE, B2t s
FRAE PR (DRM). VAR &S FI3ET Web HI45 . TrustZone iR 5 Cortex-A AbHE 23 B3R, FfiEid

AMBA AXI S ZEFREE 1 TrustZone R4 1P MAE RS HiEATH E, Frll ARM TrustZone $ A & M2
R SRR 22N I RG AR RS AT DURT AN AE . I, BB aE A, NI T IR
EAT G AR B

H 87 1T ARM TrustZone H AR FIRIH &, {FRLLET 721 ARM Trusted Firmware 1 OP-TEE
OS[2], ‘EAITHSZE X ARM &7 45 R JZ B HIE I H , =38 2 18] w] ARG & 06 FH s s A .

1.1 RSG50

MERGHMAER, W FEJEH T ARM TrustZone SEARJEH 64 AV & RGZEMIE . BN RGEW KT
P AR ey, Ak ettt . etk AT s R A A BT SRR, AR At
Hegvi AR 2 et A B, iR AR 2 et U5 ) 22 e A BR U, IRRE ™ A2 R G i AR A 45

W RICEIRIER BRI o

XA 2 (8 A R 75 BLd ik ARM Trusted Firmware /E A2, 24 CPU 4T Ak 2z et A0y, &4
N 22 4t N 5 E A3k N ARM Trusted Firmware (G#id ARM [ SMC T 4£454) , 7E ARM Trusted
Firmware H [f] Secure Monitor i 2x 4t CPU M3k 4 S i U1 il 22 & 1) Sy, IRJG F L2 2 B itk N %2
R RZIMR . XA R T8 NS00 BT B2 R 4 B A8

Rockchip [ Trust 7] PAEEf#E & ARM Trusted Firmware + OP-TEE OS WIZhEEE &, ©SL8 T4ttt F R
FATTH R T EELL A Secure Monitor(P5 AN tH S 4 B A% O RO Th e
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Trusted
Apps

© Trusted

Hypervisor OS

ARM Trusted Firmware

Rich OS application environment Trusted execution environment

o° _AT @E Trusted Trusted app Trusted app
application telematics & FOTA &
DR

M authentication  integrity Mgmt

DE0E6

GlobalPlatform TEE client API GlobalPlatform TEE internal APIs
Trusted OS components

TEE Trusted Trusted
comm. core drivers
agent framework

Rich OS

Arm trusted firmware

HW Keys, Secure storage, Trusted Ul (Keypad screen),
Crypto accelerators, Secure element, efc.

Hardware platform HW secure resources

1.2 CPU &%
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M CPU HIMLAE, R & —MRAERIE A 7 ARM TrustZone $% AR J5 () CPU RrAUSE S0 0 200 1] .t 3
J& 64 it CPU, ‘B4R IEEL: 5> 9 ELO. EL1. EL2. EL3, HAHRHE CPU firibfytH F X4 A4 ELO.
4 BEL1 8% JE %44 ELO. %44 EL1. WA 32 7 CPU, & KIS 2> Mon, Hyp. SVC.
ABT. IRQ. FIQ. UND. SYS. USER #=, H1 SVC. ABT. IRQ. FIQ. UND. SYS. USER 1
64 7 —FFf AL 22 5.

Rockchip ¥ Trust 1] ABEf# N2 EL3 + %4: EL1 [ IIREE & .

Normal world | Secure world
o
User [Application] {Applicalion} [Application] [Application | [ Secure firmware ] ELO
—e e
,?-YQC SS; ISR\?S [ Guest 0S J [ Guest 0S | [ Trusted OS J EL1
"y
R vowpeern
Hyp [ Hypervisor : Secure world EL2
vy

Normal

world OS
EL1/EL2

TOS
specific
protocol

ARM trusted firmware A and
EL3 ; mechanism

Porting interface Interface between

between trusted trusted firmware and

firmware and SoC/ trusted OS dispatcher
platform

2. Rockchip “F & ) Trust

2.1 SEBLHLH

H 1 Rockehip *F-4 L1 64 £i7 SoC *F-& LA# /& ARM Trusted Firmware + OP-TEE OS [(J414; 32 fiL
SoC V& EA# A #,2& OP-TEE OS.
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2.2 R BIRIE

ARM Trusted Firmware {114 24240 LA BN R G070 DU Fp 2 4255 4%, 43 %)28: ELO. EL1. EL2. EL3.

B A2 4 A ENRAEMY B E UON: BL1. BL2. BL31. BL32. BL33, H:H' ARM Trusted Firmware [ 5
(YEACHS BLER L T BL1. BL2. BL31 HJZhfit. Rockchip “F& 1A H T H i BL31 [TZhfg, BL1 fil BL2
BAIAEHCH —ESLI K. FrlAfE Rockehip “F & _EFATT— Mt nl L« BRI ARM Trusted Firmware 15
I3~ BL31, T1fif BL32 {3 A # ) 5& OP-TEE OS.

AR ORI A B W 3] Rockehip [°F & & e[, KRR N: Maskrom (BL1)
Loader (BL2) . Trust (BL31: ARM Trusted Firmware + BL32: OP-TEE OS) . U-Boot (BL33) .

Android F )& 1F /5 B -

Maskrom -> Loader -> Trust -> U-Boot -> kernel -> Android

Normal World g Secure World
To Hypervisor | Linux 2nd level
Kernel ; BL32 BL2 Boot loader
ﬁ : Secure EL1 Tru‘sted Boot| loads all
BL33 : payload <j Firmware |3rd level

images

Non Trusted Trusted
Firmware to load the | | || Trusted OS kernel boot board
Non Secure OS.

(e.g : U-Boot, EDK2) < | } ﬁ
{} BL]. 1st level

Boot Loader

Sein BL31 S AP Boot | loads 2nd
EL3 Runtime Firmware ek level image
Trusted
World switch Dispatcher boot board <::| RESET
’ Key A ‘ Glossary h

EDK2 — EFI Development Kit 2
EL — Exception Level

PSCI — Power State Control Interface
BL — Boot Loader :
', SMC — Secure Monitor Call ;

EL3 Execution
Secure EL1 Execution
Normal EL2/EL1 Execution

N e EmEEEEEE----
-,

2.3 [& 14 R EX

H #if R 424t binary S0, AIRAEIEICHS. Trust 1 binary XCAFHRAEAE U-Boot T.FE B

./tools/rk_tools/bin/rk30/
./tools/rk _tools/bin/rk31/
./tools/rk tools/bin/rk32/
./tools/rk tools/bin/rk33/

MY FEIAT G B uboot.img AIRIME, AHR TG K trust.img 14 RN T4 %AE U-Boot IR HF F. H
i binary 7K trust.img PR32 B ini SCHFEAT RS, ini SCEEAE U-Boot L2 H.:
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tools/rk_tools/RKTRUST/

YUl TRRF WA LL R SR KIrkbin G PR,  BIHAFE T B -F & Bbin 3

2.4 DTS f##E

2.4.1 W#% 3.10
241132 1 F &

(1) 30 psci 5 52

psci {
compatible = "arm,psci";
method = "smc";
cpu_suspend = <0x84000001>;
cpu_ off = <0x84000002>;
cpu_on = <0x84000003>;
affinity info = <0x84000004>;

bi

(2) 7E chosen i f.B# parameter LI JII: psci=enable

chosen {
bootargs = "psci=enable vmalloc=496M cma=4M rockchip jtag";
bi

24.1264 fIFE

(1) HEhN psci 15 A

psci {
compatible = "arm,psci-0.2";

method = "smc";

i

(2) cpu 15 FTHIMMN:  enable-method = "psci";

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpul0 {
device type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x0>;
enable-method = "psci";

cpu-idle-states = <&CPU_SLEEP>;
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cpu@l {

device type = "cpu";

compatible = "arm,cortex-a53",

reg = <0x0 0x1>;

enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}i

cpu@2 {
device type = "cpu";
compatible = "arm,cortex-a53",
reg = <0x0 0x2>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;
}i
cpu@3 {
device type = "cpu";
compatible = "arm,cortex-a53",

reg = <0x0 0x3>;

enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

2.42 W 4.4+

242132 61 F &

4N psci 19 RIAT
psci {
compatible = "arm,psci-1.0";
method = "smc"

242264 FIFE

(1) 3850 psci 15 #i:

psci {
compatible = "arm,psci-1.0";
method = "smc";

}i

(2) cpu i # FIO¥EHH:  enable-method = "psci”;

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpu@O {

"arm, armv8";

"arm, armv8";

"arm, armv8";
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cpu@l

}i
cpu@?2

}i
cpul3

device type = "cpu";

compatible = "arm,cortex-a53", "arm,armv8";

reg = <0x0 0x0>;
enable-method = "psci";
cpu-idle-states = <&CPU SLEEP>;

device type = "cpu";

compatible = "arm,cortex-a53", "arm,armv8";

reg = <0x0 0x1>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

device type = "cpu";

compatible = "arm,cortex-a53", "arm,armv8";

reg = <0x0 0x2>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

device type = "cpu";

compatible = "arm,cortex-a53", "arm,armv8";

reg = <0x0 0x3>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

2.4.3 W 1% Document

P #% Document IR 79T psci (1A R Ui

./Documentation/devicetree/bindings/arm/psci.txt

2.5 IB4T WAF AL A A

251 BITHE

ARM Trusted Firmware JZ2177F DRAM #Z45mF OM~2M 2], L 0x10000 (64KB)

hks

TERRERF N H

OP-TEE OS iZ1T# DRAM #2thmFs 132M~148M 2 [8] (LR bk & F & ERME) LA
0x08400000 (132M) 1EJ9 N ik .
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2.52 A A

Trust H ERAIIRHZ At ah 2 F BT A2, SERE H Q.

2.6 Security

EE—FTHRBRINNAT B ARM TrustZone Ji KRG~ T et R MAEZ &t 7. B4 TE Rockchip
P& L CPU IEATTEMBLLE - J8 T 22 At 5, WhdbfE B FIEw st e ? BARX 5 : Loader.
Trust IB81TEZ 45 U-Boot. kernel. Android iZ8{7EIEZ AR (2 4H) driver. APP [£4h) .

2.7 ThEE

2.7.1 PSCI (Power State Coordination Interface)

HH A K SoC | B AR IC Bt ERA MR ZER, JUHE CPU KRGS 2. %K SoC |~
A H O ERAFREREH CPU HIUIRAS, BT LL AR B & AR R AL LT 2, ARMEREAT
[E4—, SARNRARA R X T — ELAERFRE R AR EUIR . T BB 8T R — A AN R AR S0 X 73 52
L, BRI E R AFSCHLER CPU 1A 58K IC Bt KE MR, ZE i oiE B Sl /E —E M
B

FEF LR EE, PZEGIR T CPU K HIAEEIE] % SoC ) & H 2K firmware B, PWAZ R B LT
T CPU & %nE, ibWZMREEINSES—. FIERNZAEZIEINT PSCI (Power State Coordination
Interface) [3]#2 ARLHIX—H K.

PSCI &2—% CPU core FLIRE HAHRLAIFED, AR L 2ZiHid ARM # SMC i £F+5 4 A 2 Trust B.58
A EAHSCIERAE: CPU $THF. CPU kM. RGUAEKAR. REEL. REFH, H5. EEAH:

PSCI_VERSION
PSCI_FEATURES
CPU_ON

CPU_OFF
CPU_SUSPEND
SYSTEM SUSPEND
AFFINITY INFO
SYSTEM OFF
SYSTEM RESET

4.4+ A RZAH AR A2

./arch/arm/kvm/psci.c
./arch/arm/kernel/smccc-call.s
./arch/armé64/kernel /psci.c
./arch/armé64/kernel/smccc-call.S
./drivers/firmware/psci.c

./drivers/firmware/rockchip sip.c

3.10 WAZAHSRACIS B AR
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./arch/arm/kernel/psci.c
./arch/arm64/kernel/psci.c

./arch/arm/mach-rockchip/psci.c

2.7.2 Secure Monitor

Secure Monitor & CPU K% 4 A A E 22 4t L TR H # M 2 . Secure Monitor RS2 7R
Trust LA WEEH XD, CPU K LEIAT % 4/AE %2 4IRSV, ARM TrustZone HiAR
Witk T ErRNEXAER.

I3 4 BT E A Secure Monitor BISUIR? 75 it SMC W54 5280, 101 F AL ARM HoA Tk 0w i
B

The Secure Monitor Call exception is implemented only as part of the Security Extensions. The Secure
Monitor Call instruction, SMC, requests a Secure Monitor function, causing the processor to enter Monitor

mode

273 ZEFERKNEE

ARM TrustZone F{ A T A& Cortex-A AbFEESXBERN, 67 EIHT AMBA AXIT SR A2 /Y
TrustZone R4t IP HRAE RGP RHTY B, RUILH — RFIFK IP BEH ) 245 B EUHTH S, XHoR
B —EAE Trust B58 .

2.7.4 ZEBHE AR

TABIRRY . Pl 243 BFRBUE L (DRM). RS FIEE T Web (1R 55 S5 AH DG 22 415 B
R

3. Rockchip “F & #) Trust 7] @A 2

H RIS A AT R [ A R 343 Trust 1) binary SCIF, ARSEEAES . H AT Trust 607 (gD, 8
Z BRI jtag THRIEAT 7001, 24 Trost HY i 8K IR 838 48 1 2 — BOF A B 2% BAT I AT A ok
[ RE ST, BT LI B 3 R R AR Bl R 208 2 A5 2 R B4 15T Trust ) maintainer
AP 5 FH 2 I A R 62 Trust FOFT EE . Trust X R HRRCA S . WELESE Trust () PANIC {5 545

3.1 FF#l log /=15l

NOTICE: BL31l: vl.3(debug) :4c793da
NOTICE: BL31l: Built : 18:13:44, Dec 25 2017
NOTICE: BL31:Rockchip release version: v1.3

INFO: ARM GICv2 driver initialized

INFO: Using opteed sec cpu context!

INFO: boot cpu mask: 1

INFO: plat rockchip pmu init: pd status Oxe

INFO: BL31: Initializing runtime services
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INFO:

BL31:

Initializing BL32

INF [0x0] TEE-CORE:init primary helper:337: Initializing (1.1.0-127-9g27532f4 #54

Mon Dec 18 02:01:14 UTC 2017 aarch64)

INF [0x0] TEE-CORE:init primary helper:338: Release version: 1.4
INF [0x0] TEE-CORE:init teecore:83: teecore inits done

INFO:
INFO:
INFO:

BL31:

Entry point address = 0x200000

SPSR

Preparing for EL3 exit to normal world

0x3c9

3.2 ITENE B iR Al

BT BT ENE B, ¥ s T AR

ARM Trusted Firmware ] EI#% 0 (ANHA BHTRIEL) -

INFQ: ***kkkkx*k

OP-TEE OS TEI#& ., (AW A B aEk)

INF [0x0]

TEE_CORE: KKk Kk Kk KhkKkKk kK

3.3 [E R A 5 iR )

ARM Trusted Firmware FJRASS: 4c¢793da.

NOTICE:

OP-TEE OS A5 : 2753264 (ZWSEHITH ] g) o

INF [0xO0]

BL31:

TEE-CORE:init primary helper:337:
Mon Dec 18 02:01:14 UTC 2017 aarché64)

vl.3 (debug) :4c793da

3.4 PANIC 12 BRI

3.4.1 ARM Trusted Firmware X 2 panic

Unhandled Exception in EL3.

x30 =
x0 =
x1l =
X2 =
x3 =
x4 =
x5 =
X6 =
X7 =
x8 =

x9 =

0x00000000££00£££0
0x00000000000101cO
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000cd383b
0x0000000000080001
0x0000000080803520
0x00000000000342a0
0x00000000000101cO
0x0000000000000000

Initializing

(1.1.0-127-g27532f4 #54
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x10 = 0x0000000000000000
x11 = 0x0000000000000000
x12 = 0x0000000000000001
x13 = 0x00000000000101b8
x14 = 0x000000000001a950
x15 = 0x0000000000000000
x16 = 0x00000000000101c0
x17 = 0x0000000000000000
x18 = 0x0000000000000000
x19 = 0x0000000000000000
x20 = 0x0000000040000000
x21 = 0x0000000000000040
x22 = 0x00000000000305b0
x23 = 0x000000000001016c
x24 = 0x00000000000101c0
x25 = 0x0000000000000000
x26 = 0x0000000000000000
x27 = 0x0000000000000000
x28 = 0x0000000000035bf8
x29 = 0x0000000000000000
scr_el3 = 0x00000000000101c0
sctlr_el3 = 0x0000000000000000
cptr_el3 = 0x0000000000000000
tcr_el3 = 0x0000000000000000
daif = 0x0000000000000238
mair el3 = 0x0000000000cd383b
spsr_el3 = 0x0000000000000000
elr_el3 = 0x0000000080803520
ttbr0_el3 = 0x00000000000101c0
esr_el3 = 0x0000000000000000
far_el3 = 0x0000000000000000
spsr_ell = 0x00000000000101c0
elr ell = 0x0000000000000000
spsr_abt = 0x0000000000000000

3.4.2 OP-TEE OS & ‘4 panic

core data-abort at address 0Oxcl2lbléc

fsr 0x00000805 ttbr0 0x6847446a ttbrl 0x6847006a cidr 0x2

cpu #0 cpsr 0x200001d1

r0 0x20068000 r4 0x68407195 r8 0x00000000 rl2 0x00000000
rl 0x00000049 r5 0x6848068b r9 0x6840a3bd sp Oxcl2lbla4d
r2 0x6848068c r6 0x6848068c r10 0x684808cc 1lr 0x684296a6
r3 0x0000001f r7 0x00000001 rll 0x68404£f9d pc 0x6840041c

ERR [0x0] TEE-CORE:tee pager handle fault:125: Unexpected page fault! Trap CPU
PANIC: tee pager handle fault core/arch/arm/include/mm/tee pager.h:126

1. WEB%
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[0] FFIRACHS T %

ARM Trusted Firmware: https:/github.com/ARM-software/arm-trusted-firmware

OP-TEE OS: https://github.com/OP-TEE/optee_os

[1] ARM TrustZone:

https://www.arm.com/products/security-on-arm/trustzone

https://developer.arm.com/technologies/trustzone

[2] op-tee B hitps://www.op-tee.org/

[3]1 PSCI: http://infocenter.arm.com/help/topic/com.arm.doc.den0022¢/DEN0022C_Power_State Coordination
Interface.pdf "Power State Coordination Interface PDD (ARM DEN 0022C)"
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