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Preface

Overview

This document mainly describes Rockchip RK3399 efuse burning method and other

related notices.

Product version

Chip name Kernel version Android version

RK3399 Linux4.4

Object
This document (guide) is mainly suitable for below engineers:
Field application engineers

Software development engineers
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1 Windows tools signature step

1.1 Generate public keys and private keys

1) Open tools “SecureBootTool v.1.85”

BA SecureBootTool v1.85

Basio Function

hip: [ 1]

Enerpyt.

Defuse @suft

Advanced Function

;hmrttt-K-y Pairs | Sign Leadar

Sigzn File

Load Eaev

Check Sign Fil
Sizn Firnware SR e

'Clear Info

P 11— — e ————a———

2) Select chip: 3399

BA SecureBootTool v1.85

Basio Function

chip:

3126

3128
Eh-nm-::u-n:3|1m
J208
() efi3zas
3326

F368

Advanced Function

;hmrttt-K-y Pairs | Sign Leadar

Sigzn File

Load Eaev

Check Sign Fil
Sizn Firnware SR e

'Clear Info

|others I

P 11— — e ————a———
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3) Select “Encrpyt” type: efuse

EA SecureBootTool v1.85 ® |
Basio Function Advanced Function
ohip: 1:33% v| Generate Key Pairs | Sign Londer
Encrpyt. Load ey | Sais
@5k "O-E:ft T | Check Sign File

4) Select “"Generate Key Pairs” to create key

u SecureBootTool w1.85
Basio Function Advanced Fanction
' Sign Laader
chip: 13399 v| | Generate Key Fairs | & Leadm
Ay Toud Elg.r | S1zn File
- Check Sign File
(@) efuse () =soft Sign Firmware | :
| Clear Infs
l
|[
R e e srwnd

5) Create successfully and save
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:u SecureBootTool w1.85 .
)
Basio Function Advanced Function
. | Sign Laader
chip: 3399 Generate Key Pairs | L
Encrpyt! Load ey | Saitls
I i It o m 1 h—_g:-_.ﬂh Sim li]-#
PROMPT
| [t
THFI
| | THR o Generate Key pairs succeed would you want to save them?
1 |IHF
= =10 l
£
5

- T o e L e i R aw

6) After saving the following key file

|ipublicKey.bin! 2018/5714 11:27  BIN ¥

e e TR S i 8 ki Pl

[ ] privatekey.bin 2018/5/14 11:27 BIN ¥ ‘

1.2 Signature firmware

1) Open tool SecureBootTool v.1.85, configure as create key

|88 SecureBootTool v1.E
Basio Function Advanced Function
iy :’55@—\4 Generate Key Pairs | Sign Landar '
Yoargt Load Eey | Sign File
(®) = fuse O soft Teen T Check Sign File

' Clesr Info

INFO Start to imitialize ramdom mumber.
1 INFO: Generating rza key pairs
INFO:Ganerate rsa kay pairs ok, Elapsed(3031)M5
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2) Click “Load Key” button to load key

Basio Function hdvanced Function
o 1 | Gensrate Key Pairs | Sign Leader |
chip: (3399 v] =
[ I Sigzn File
S _. Load Eay I|"-—'_

; : Check Sign Fil
(@) efuze () =oft | S1zn Firmware it e
S El‘“ Il'l-fﬁ |

THFO:Start to gemerate rsa.lc.eg.r pa.ir-s.

IRFO:Start to imitialize ramdom mumber.

1 INFO Generating roa key pairs

INFD: Generate rsa kay pairs ok, Elapsed(30310M5

T ——

P -

 — nr —

3) Select the key files generated in the previous step, and the public and private
keys need to be loaded twice.

| B8 select Private Key 4
! = - « RK3399 » efuse » SecureBootTool v1.85 + out w BB out 2

| s B~ m @

" E® ERES =0 At

= Fiesi
B 30 B |7 privatekeybin 2018/5/14 1127
O WRSE =i publicKey bin 2018/514 11:27
Rk
= BFE
& =
-+ TE
b Ex
W EE
e 05 (C)
- IS (D)
- EIEEEE(E)

TEIN: ~ Kay Fila(*bin) .

2 KB
1 KB

e B B 2
r

4) Click the “Sign Firmware” button to select the target firmware. For more details
about the compilation and packaging of Firmware, please refer to section 2 of

rockchip_secure_boot_application_note_v1.2.1 _20171128.pdf.
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Advanced Function

Bl o irs | Sign Laadar \
chip: %3399 v| Generate Key Pairs | .
Encrpyt Load Key | Sigm Pile
3 1 |1
(®) efuse () =oft . Sign Firnware Check Sign File

Clear Infa

INFO Start to imitialize ramdom mumber.
1 INFO: Generating rza key pairs
INFO:Ganerate rsa kay pairs ok, Elapsed(3031)M5

5) The firmware signing process takes about 10 minutes, and the signed firmware

is under the out directory in the path where the tool is located, and its name is

update_signal.img

BA SecureBootToaol w1.85

[ Basio Function

Advanced Function

3w o irs | Sign Landar
chip: %3399 v| Generate Key Pairs | .
Enerpyt Toud R.:,.r | Sizn File
- " 3 Tl
@efuse Osuft Sizn Firnware ! o - Check Sign File

IHFO:Start to sign file(boot. img).
INFO.Sign file =mucceed Elapzed (381005
IHFO:Start to sign File(recovery img).
IFFD:Sign file succeed, Elapsed (390 )HS
IFF0 Start to pack android firmware
INFO pack android firmware 0K
INFO.Start to pack union Eirmware
IHFOD: pack union firmwars OF.
IBFD:Start to sign check kew
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1.3 Programme efuse

RK3399 board configuration: efuse power on, enter "“masrom” mode

1) Open tool: "Efuse T.H v1.37"

W EfuseTH w137 — *

@ =e ﬂ |Hmu . A=
e | = E | EEEx
Leadus B !
ZEmA:

o [T 2T ewEE (7] FEED in 5]
| W =i - )
™ RestHuba0
- % Perfl] Huby 3
5 Carg1]
& Por?]
+ ParfH]
= Forjd]
+% Porn|5]
% Bortlf] |
== Port(Z] |
=% RootHuban |
= Poel] il 1
- Parn[l]
i g Pan]?]
i Dared]
i Parjd]
=& For(3]
% Borilf]
% Fan[7] o

Fa g

1 E—eR GOEEEOSE EREE. TR DS E2RWRID. 17 HWsRO, T DOOOO
LR REHE, BT AREHE MR, T—a.
2, A &, AT R, AT, TG,
4 HHEWT, M HEN RS SRR RRES. e 00000
5 HMENERSTEMERGET, FEiB R R=TEMERDET,

Lol (0000

2) Select the firmware signed in previous step
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]
| <& = - |HEI“ . =

+5 Poriff]
2 Borif7] w

EHET
[, B, RO SRR TR DR EER R, LR AR, il 00000
2. A RS, BEEHI LA H R RD RN F—f.

1 RS, BT 500, LT T, M S0
4 HEBNE, RNHSRN BRT. AN IR RRET. o 0000
5 FMENERSTEAMERG T, FEAN A RS TSR ST,

3) After identifying the maskrom device, click start to write

| BEsEEk e0.0
Loadez B 1,00
HHME: K300
| X | BT EEH =] FHEED [11] 1]

& Porl]
o Porf]
i Porafd]

[~2 Porfa) Maskrom 16 |

+5 Poriff]
2 Borif7] ¥

EHET
[, B, RO SRR TR DR EER R, LR AR, il 000 pewm=-3
2. A RS, BEEHI LA H R RD RN F—f.

1 RS, BT 500, LT T, M oy
4 HEBNE, RNHSRN BRT. AN IR RRET. o (1111 \ :
5 FMENERSTEAMERG T, FEAN A RS TSR ST, '
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4) Burning successfully
[W§ Chase T w157 = P

@ [D=]1@> |

mr |

| EEE. 6. 0. 01
Loadus 8% 1. 00
LEMA REII0C

D | [T _ e cwsE o fEEN 0 T
L R A

£ 2 ReetHub20
SR Hub 3
=5 Pori|1]
= ParifZ]
& Parifi]
crfolll Makomo 36 WAmm
2 Port5]
% For|f]
#% Port(d]
= RootHub20
IZ Poetfl] sy ¥
g Pan[l]
= Part]z]
=& Partf3]
=& Part]d]
& Part]5]
+ Part]d]
% Pont[7] v

Pl b
|, W=, R EISRO R SR, TRER R SRR, 410 WD, (3.8 00001
LEAREHE EETAREHEERELT—5.
2, iR, ST AR, TR, TR,

4 FHRE, MU EN DT IR R RS, =] 00006
5 AMEMERSTEGMER P RT FRLBERSEENERSRT.

wR 0005

1.4 Burning signature firmware

1) Open tool: "FactoryTool_v1.63”

" IR
@ = |' ; | #d 4% ' A IH ) ET IR |
| mre | o | EEEE
LonducS7E:
ool . | sama

| H | EuFie EREE =] FHERD i
N =nmE &
B2 ReatHub2O
= B2 porll] il 3

£ Pon1]

& Parf?]

4 Boni]

& o] Masirem 16

= Bors]
| 2 Fo|f]

= Portid]

Pl RootHubao
P = Porifl] Huly 1
1 & Panll]
i Panj?]
o Panfd]
=% Parld]
£ Dors]
2 Porf]
< Ean(7] w

AT
1, =, RENO S SR e, TRERDE EERETI. 10 AR, - D000
LA EEHE, BESRIAREHE RN F—a.

2, B EE, BT A LR, 14T TREGDE, 8 00000
4 HERE RNEHERRRT. AHLIERERT. g 00000
5 FNEMERSTENER RS, FRANERSTENERDRT,



Rackchip

ISR F

http://www.rock-chips.com/

2) Select the firmware signed in pre
':t.' IH vi

oE

vious step

A [“ 23

y s

| EN.‘#:

=y
i s
™ ResHubkd0
- B8 ponfT]
4 Port[1]
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I % Por|f]
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Pl RoctHub2o
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1 & Farl]
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4 Por5]
& Borlf]
= Borll|

R

| R R ROENNO RS R0 TRERSE SRR R, 110 o,

LELEEHE, BT AREHB MR, T —5.

1, FHEEEE, ST 16 A G, AT, TR RRER

4 FHESEE, R EN RO aW BN RS
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3) Start to download

g TrImas

i Leoadu-BE:
| zemm

{14] FHREN {1

&R

=E

* llﬁ

BB .0, 01

@15 - |
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R
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R

DODOG
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2 Linux tools signature step

2.1 Generate Key Pairs
SecureBootConsole -k|-kk SaveKeyDir //generate key -k(1024) -kk(2048)
2.2 Sign firmware

trust.img uboot.img recovery.img boot.img

SecureBootConsole -si privatekey _path image_path

2.3 Sign loader

//SignEx Loader (efuse 2048)

SecureBootConsole -sIx privatekey_path publickey _pathl oader_path
2.4 Package update.img

Package the signed images such as Loader, trust.img, uboot.img, recovery.img and

boot.img into update.img.
2.5 Sign update.img md5

SecureBootConsole -sh privateKey _path firmware_path
2.6 RK3399 commands

SecureBootConsole -kk SaveKeyDir

sudo ./SecureBootConsole -sIx privateKey.bin publicKey.bin
Image/MiniLoaderAll.bin

sudo ./SecureBootConsole -si privateKey.bin Image/recovery.img

sudo ./SecureBootConsole -si privateKey.bin Image/boot.img

11
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1)

sudo ./SecureBootConsole -si privateKey.bin Image/trust.img
sudo ./SecureBootConsole -si privateKey.bin Image/uboot.img
./mkupdate.sh

sudo ./SecureBootConsole -sh privateKey.bin update.img

Make efuse ota update.zip

Make sure build/tools/ has “drmsigntool” sign tool, if it is already existing, no need

to add manually.

tool

12
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2) Copy key to build/target/product/security/
Need to sign loader, uboot and trust before making ota package and then put it into
SDK project to replace the original file.

3) Make ota package as normal

4 Efuse power up

1) Use the power supply method of reference design, as shown in below picture:

: US401 _
VCCIV3_SD FTE10SE23E-18 VCCIVE_EFUSE
T 50T 23 5 L
{ IN OUT [— 4
CB41 RE4DT | 2] caen2
T| aTeF i hee, i i : T| aTuE
Cosaa RO4Z, 2 alh . Goeaa
Ll xR =¥ EN BF 7] caun ] xR
i F 100nF 10V
= cosaz
= i
™ ey
EFLISE_VOPS_EN_H o

The above circuit is designed in the test fixture (recommend to use the LDO with
voltage adjustable, then you can increase the LDO voltage in case there is voltage
reduction on probe) to save cost. When flashing EFUSE, RK3399 ( GPIO4_D3)
EFUSE_VQPS_EN_H will output high to enable LDO to supply power for EFUSE_VQPS.

2) Directly use the DC regulated power supply to supply power for EFUSE_VQPS:

1) —— FLL_AVSS
VCC1VE EFUSE o202 | o) SE_VOFS
RK3353
TPTE21 - TPT120
TP 07 TPOT WCCIVE EFUSE VOCAIVE 53 VOCAIVS 53
il j
4
.| Giwoe~ _| ciws _| ciwe
100nF R1105 1uF 100nF
G201 4TR Co40z2 Coz01
el ¥BR RO40Z TR el XER
w [ 5% | 100 10V
=y J__

The two test points shown in above picture are designed in the main board. Directly
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use the DC regulated power supply to supply 1.8V for the test fixture. Make sure the

main board enters masrom, then supply 1.8V for EFUSE_VQPS, and finally flash EFUSE.

14
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