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1. MEiR

17 RK P& _E crypto IP 5 =AM, crypto vIN2/v3, PIAS TP RAS SCRFIISLIEANE], 5 RZERE
Ko ZHIKEB A0 P 6 B RE AR H LB R R A7 AE T crypto IP 2 H, M\ RK356x FF 46,
HWRNG (TRNG) JER7 R,

1.1 crypto vl

DES/TDES  3(ff ECB/CBC M, M TDES 3FF EEE Al EDE i 45 24
AES SCHF ECB/CBC/CTR =5, SRR 128/192/256 bit —fha 1K L
HASH Y FF SHA1/SHA256/MDS5 .

Y EF 512/1024/2048 = PR, (RK3126. RK3128. RK3288 fil RK3368 A 37

RSA
)

TRNG S 256bit FEAEREHLEL

1.2 crypto v2

DES/TDES % #f ECB/CBC/OFB/CFB VUF##3(, J+H TDES H 3§ EDE #£HfE .
AES ¥ Ff ECB/CBC/OFB/CFB/CTR/CTS/XTS/CCM/GCM/CBC-MAC/CMAC.
SM4 37+ ECB/CBC/OFB/CFB/CTR/CTS/XTS/CCM/GCM/CBC-MAC/CMAC .

HASH X HF MD5/SHA1/SHA224/SHA256/SHA384/SHAS512/SM3/SHAS512-224/SHAS512-256

WA TS .
HMAC ¥ MD5/SHA1/SHA256/SHAS12/SM3 il SE 75 .

SCRFRCK 4096bit BE A RBUS H AR, B A R A S8 RSA/ECC &
RSA/ECC o
TRNG I HF 256bit FELFEENLEL

1.3 crypto v3

TEcrypto V25LIEFEAN b, BEMZ LR L. Mrv1106FF 46 P cyrpto v3-F & T4 ] LRI E iR 5 SR 1)
595, Hlicompatible 48 — 1% F "rockchip,crypto-v3"{E AR R
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1.4 &7 8 A0

BN R &1 erypto IP AW :
K H cryptovl HISF & F -
RK3399. RK3288. RK3368. RK3328/RK3228H. RK322x. RK3128. RK1108. RK3126
K H cryptov2 FISF & -
RK3326/PX30. RK3308. RKI1808. RV1126/RV1109. RK2206. RK356x. RK3588
K H eryptov3 HISFEF -

RV1106

2. IRBhFF &

2.1 B ARG B
2.1.1 hwrng

T hwrng JXEh ELEE T B, (A erypto vI/v2, trngvl =Fh-F & &R B A — > .c U,

IXF A X BARR S S, Higha "rockchip, cryptovl-rng" Fl "rockchip, cryptov2-
rng", "rockchip,trngvl"™ = compatible H17XI45r. HAET "rockchip, trngvl" ALK HWRNG
fEH, HALF A HWRNG ¥ P9 B 1E CYRPTO #5H .

IXBAHD - drivers/char/hw random/rockchip-rng.c
2.1.2 crypto

T IREN S A SR T -
crypto vl:

e AES: ECB/CBC
e DES/TDES: ECB/CBC
e HASH: SHA1/SHA256/MD5

crypto v2: (WXEICZSKIMFIEIIR, AUEIRERLT 6 EECRF, RTIREE SRR

e AES: ECB/CBC/OFB/CFB/CTR/GCM
« DES/TDES: ECB/CBC/CFB/OFB

e SM4: ECB/CBC/OFB/CFB/OFB/CTR/GCM

o HASH: SHA1/SHA256/SHA384/SHA512/MD5/SM3

e HMAC: HMAC_SHAI/HMAC_SHA256/HMAC_SHA512/HMAC_MD5/HMAC_SM3
» RSA: f K 4096bit

crypto v2/v3 TR SE AR (UL MR 42 R 4 A s Bl AR S LD

o AES(128/192/256): ECB/CBC/OFB/CFB/CTR/XFS/EFS/€EM/GCM/EBE-MAC/EMAE
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e SM4: ECB/CBC/OFB/CFB/CTR/XFS/EFS/ceM/GCM/EBE-MAC/EMAE

e DES/TDES: ECB/CBC/OFB/CFB

e HASH: MD5/SHA-1/SHA256/SHAS512/SM3/SHA224/SHA384/SHAS2224/SHASH2384
e HMAC: SHA-1/SHA-256/SHA-512/MD5/SM3

o RSA: 4096bit PKA KEiizH

crypto v2iV3 B E R R
%
HREE AES DES/TDES SM3/SM4 HASH HMAC RSA 57
=
RK3326/PX30/RK3308 y x N y y x
SHA-1/SHA-
RK1808 AES-128 x 224/SHA- v v x
256/MD5
AES-
RV1126/RV1109 128/AES- v N v N x
256
RK2206 R x v R x/ x
RK3568/RK3588 v N V v v x
SHA-1/SHA-
RV1106 v x 224/SHA- v v \/
256/MD5
7

1. RK1808 : AES 1V 375 128bit, XTT kernel IRz AT LA A 3 AES.
2. RV1126/RV1109: M T A HF AES-192, Kt AES-192 #4 RGBT A2, (HREPEIEAR
AE SR SR FT A R, R B AN 25 sl AR L e B U RO Bk A 3R .

GXBNAR RS R«

drivers/crypto/rockchip

|-- procfs.c

|-- procfs.h

|-- rk crypto bignum.c

|-- rk crypto bignum.h

|-- rk crypto core.c

HILEIN

|-- rk crypto core.h

|-- rk crypto ahash utils.c
|-- rk crypto ahash utils.h
|-- rk crypto skcipher utils.c
|-- rk crypto skcipher utils.h
|-- rk crypto utils.c

|-- rk crypto utils.h

|-- rk crypto vl.c

|-- rk crypto vl.h

|-- rk crypto vl ablkcipher.c
|-- rk crypto vl ahash.c

|-- rk crypto vl reg.h

|-- rk crypto v2.c

|-- rk crypto v2.h

//

//
//
//
//

//
//
//
//
//
//
//
//
/7
//
//
/7
//
//

procHit B8, BRPIFRENSREE, LS THE

procHuit (s Bk i &

crypto RE#EE: O

crypto RE#EAE L4

linux crypto WIMEZE K AHEED, JFEMEcrypto

linux cryptoA k3
ahashifi H e 41
ahashiti i R HCk SO
skcipherid A%
skcipheridl B s HEkL S
cryptoﬂﬁﬁﬁ%%&
cryptoﬁﬁﬂhﬁiﬁ#&iﬂ%

crypto v1HFf{AHIHE: N SEE
crypto v1ZEtfme R O 7 B
crypto v 1IN BRI
crypto v1fHfFEASHEESLI
crypto v1EHFEFf7ARE X
crypto v2AFAH I O 5L
crypto v245 ke LR 75 B



|-- rk_crypto v2 skcipher.c // crypto v2RA AR SRS

|-- rk_crypto_v2 ahash.c // crypto v2RE{FHASH&A VRS

|-- rk crypto v2 akcipher.c // crypto v2REFRSAKIESIIL

|-- rk_crypto v2 pka.c // crypto v2iliffpka K#izH 2

|-- rk_crypto v2 reg.h // crypto v2HIHFZFIFAYE X

|-- rk_crypto v3.c // crypto v3tE{FAHIHEE TSI

|-- rk _crypto v3.h // crypto v3ZERIARE X R BH

|-- rk_crypto v3 skcipher.c // crypto v3THAE AR S SRS

|-- rk_crypto_v3 ahash.c // crypto v3MEFHASHA VRS

|-- rk_crypto v3 reg.h // crypto v3TIFEFFEE X

‘-- cryptodev linux [/ AT EIS), HFRKcrypto G fluser space

2.2 j3 FH#E 4 hwrng

2.2.1 Menuconfig fic &

TLE A 2] hwrng JX3) 7% 227 menuconfig BIHTACE, HEEH KD X EHOEBRAEELL, HEM
S R 2 dts ez dl .

FEE W T HIEFR (A EhRiC R i B AR A G 20 B 0

andom Number Generator Core support

Hardware Random Number Generator Core support
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters ar
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> mo

--- Hardware Random Number Generator Core support
< > Timer IOMEM HW Random Number Generator support

|<*> fockchip Random Number Generator support

B 7E config 3CPF (rockchip defconfig HH CLERNBL B 4F) A Inn FiBa):

CONFIG_HW RANDOM=y
CONFIG_HW RANDOM ROCKCHIP=y

222 B2k dts LHRE

HRTRE A disi # O HCE L hwng 1750, R ERGL dts K mg BEBERERIAT,  W01F s

&rng |

status = "okay";

223 Fao A dtsi XHECE

LHTRE S FEY O EL mg 754, 1R dtsi RECELF hwrng 155, WTRAZEDUT 77 kAT C
Ho

B

1. mg FEHUNE R AR TRM #4728, mg FEHibik R CRYPTO bk


af://n5884
af://n5885
af://n5891
af://n5894

2. clocks HIZEANFF G Al REmE A AN, Wik dts HELHRAS, W] LA include/dt-bindings/clock H 3R,
grep -mn CRYPTO EHXT R[] clock %244 FK, W1F Frs:

troy@inno:~/kernel/include/dt-bindings/clock$ grep -rn CRYPTO

rk3328-cru.h:57:#define SCLK CRYPTO 59

rk3328-cru.h:206:#define HCLK CRYPTO_ MST 336

rk3328-cru.h:207:#define HCLK CRYPTO SLV 337

rk3328-cru.h:284:#define SRST CRYPTO 68
crypto vl:

rng: rng@ff060000 {
compatible = "rockchip,cryptovl-rng";
reg = <0x0 O0xff060000 0x0 0x4000>;
clocks = <&cru SCLK CRYPTO>, <&cru HCLK CRYPTO_ SLV>;
clock-names = "clk crypto", "hclk crypto";
assigned-clocks = <&cru SCLK_CRYPTO>, <&cru HCLK CRYPTO SLV>;
assigned-clock-rates = <150000000>, <100000000>;
status = "disabled";

}i

crypto v2:

SR TRNG A s BAR IR 435017 clock, R T4k # helk crypto —/NRIHAS

rng: rng@f£f500400 {
compatible = "rockchip,cryptov2-rng";
reg = <0xff500400 0x80>;
clocks = <&cru HCLK CRYPTO>;
clock-names = "hclk crypto";
power-domains = <&power RV1126 PD CRYPTO>;
resets = <&cru SRST CRYPTO CORE>;
reset-names = "reset";
status = "disabled";

}i

trng v1:

H ATRK3588FIRV 110645 FH [ & trng vIFIBENL B ER, 1ZAEER Serypto v2H 74> H I trngfi B i 1H 52 4R
[E, $EF TR

rng: rng@fe378000 ({
compatible = "rockchip, trngvl";
reg = <0x0 0xfe378000 0x0 0x200>;
interrupts = <GIC_SPI 400 IRQ TYPE LEVEL HIGH>;
clocks = <&scmi clk SCMI HCLK SECURE NS>;
clock-names = "hclk trng";
resets = <&scmi_reset SRST_H_TRNG _NS>;
reset-names = "reset";

status = "disabled";

2.2.4 #\ hwrng 2 )8 F ) 5%
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1. 4T cat /sys/devices/virtual/misc/hw_random/rng current u] LLA $15 BN rockchip,
T 24 i R IR 5l

2. linux: 4T cat /dev/hwrng | od -x | head -n 1 AJDASRENE|—ATRENLEL, BRIAT, BEHL
HH N A HBAAH [

3. Android: #4T cat /dev/hw random | od -x | head -n 1 o] LSRE B —ATBENLEL,  BEIRIR
17, BENLEUR N B A F)

2.3 J3 FHAEE crypto

METIREIARAY crypto vl SZHF 1k3328, crypto v2 SZFF px30/rv1126/rk3568/rk3588, crypto v33Z FFrv1106.,
XFLL B, HFEIFE config A1 dts node B 1] j5 {4 crypto.

Mrv1106F146, SCHFiffeatured) S £ A7 A7 445 B AL, crypto v3 W] LA H Sl e Ja SR8 88 (13T 1 2h
fiE.

2.3.1 Menuconfig fic &

7£ menuconfig At & F{# B Rockchip MR KBNS K, 1E dts h 2 AFNRIE S F P4 compatible id 4T
HANERE v1/v2/v3,

Hardware crypto devices
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes features.
Press <Esc»<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded
<M> module < > module capable

< > Support for Microchip / Atmel ECC hw accelerator
<3 Support for Microchip / Atmel SHA accelerator and RNG
[ 1] Support for AMD Secure Processor
< > Support for Cavium CNN55XX driver

£ Cavium ZIP driver

Tr Fockchip's Cryptographic Engine driver

<*Ey Export rockchip crypto device for user space
< ¥ Inside Secure's SafeXcel cryptographic engine driver

TE config SCAFHER NN T 4]

CONFIG_CRYPTO DEV_ROCKCHIP=y
CONFIG_CRYPTO DEV_ROCKCHIP DEV=y

232 R dts SCHEEE

Bk crypto () dts W9 R ECE IEW )5, BRI dts X ITIR crypto BEERRIAT,  41°F s

&crypto {
status = "okay";
}i

233 FWE R E X

WS F dtsi HIR A AL E crypto B dts 54, 7 EAR IR UL SRS R .
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1. g & F crypto IP FIRRA v1/ v2/v3, MRVIIO6HFEAIVIIRA, compatibledt A CUiffi i€
N'"rockchip,crypto-v3", 5% I# B Al featureds B AF EATE RS, W 75 ECE I dtsBI AT .

2. drivers/crypto/rockchip/rk_crypto core.c HHUSHIN S algs name, soc data,

compatible 515 H o

/* B R CRNEEE R, px30/@ Terypto v2, XHFMEES Werypto v2 algs */
/* FERNER: crypto v2 algsHNcrypto v2CFFMITAHEIE. */
/* FAGH HEcrypto v2 b T EEEREY, Wirk1808 AT HESHAST 25k, KL TR T L TRMAf A S FF
Mgk */
static char *px30 algs name[] = {
"ecb (aes)", "cbc(aes)", "xts(aes)",
"ecb(des)", "cbc(des)",
"ecb (des3 ede)", "cbc(des3 ede)",
"shal", "sha256", "shabl2", "md5",
}i

/* 9FEpx30 algs nameFlpx30 soc data */
static const struct rk crypto soc data px30 soc data =

RK_CRYPTO_V2_SOC_DATA INIT (px30_algs_name, false);

/* BBEpx30 soc dataflid table */
static const struct of device id crypto of id table[] = {
/* crypto v2 in belows */

{
.compatible = "rockchip,px30-crypto",
.data = (void *)&px30_soc_data,

.compatible = "rockchip,rvll26-crypto",
.data = (void *)&rv1126 soc_data,
}y

/* crypto vl in belows */

.compatible = "rockchip, rk3288-crypto",
.data = (void *)&rk3288 soc data,
b

{ /* sentinel */ }

}i

3,300 dtsi 3G AN crypto BCE
EE:
1. R4 TRM #HATE 00 € CRYPTO S Hbhlk

2. clocks M ZEANFF & n] RElg A AN, Witk dts HIRES, PTLLE include/dt-
bindings/clock H3EF, grep -rn CRYPTO BX4RXTMH clock Z4FR, WIFFTIR:

troy@inno:~/kernel/include/dt-bindings/clock$ grep -rn CRYPTO

rk3328-cru.h:57:#define SCLK CRYPTO 59
rk3328-cru.h:206:#define HCLK CRYPTO MST 336
rk3328-cru.h:207:#define HCLK CRYPTO SLV 337
rk3328-cru.h:284:#define SRST CRYPTO 68

crypto vl:



crypto: cypto-controller@f£f8a0000 { /* MRPELPRE B crypto

FHhhk*/

compatible = "rockchip,rk3288-crypto"; /* BECS RS,
" rk3399-crypto” */

reg = <0x0 0xff8a0000 0x0 0x4000>; /* FRYESEPREE E crypto
etk */

interrupts = <GIC_SPI 48 IRQ TYPE LEVEL HIGH>; /* MRAESLPRRC B crypto
i x/

clocks = <&cru ACLK CRYPTO>, <&cru HCLK CRYPTO>,
<&cru SCLK CRYPTO>, <&cru ACLK DMAC1>;

clock-names = "aclk", "hclk", "sclk", "apb pclk";

resets = <&cru SRST CRYPTO>;

reset-names = "crypto-rst";

status = "disabled";

}i

crypto v2:

TR EB4) crypto v2 &5, hwrng [ & 7 A HibE A2 T crypto /1], RISLACE reg B, 7 EH crypto
(R HE 25 (AR A0 B AN BB 43, 55— %643 CIPHER 1§ I 2947 5%, 45 — #0645~ RSA 8 FH (%747

o
—————————————————————— reg map —-—-—-—-—————————————————
cipher/hash | rng pka

crypto: crypto@ff500000 { /%
Bl */

compatible = "rockchip,rvll26-crypto"; /e
W"rvl126-crypto” */

reg = <0xff500000 0x400>, <0xff500480 0x3B80>; /*
Bt */

interrupts = <GIC_SPI 3 IRQ TYPE LEVEL HIGH>;

clocks = <scru CLK_CRYPTO CORE>, <&cru CLK CRYPTO PKA>,
<&cru ACLK CRYPTO>, <&cru HCLK CRYPTO>;

clock-names = "aclk", "hclk", "sclk", "apb pclk";
power-domains = <&power RV1126_PD CRYPTO>;

resets = <&cru SRST CRYPTO CORE>;

reset-names = "crypto-rst";

status = "disabled";

bi
4. 2% dts BL & crypto JF/a

&crypto {
status = "okay";
}i

2.3.4 HINEE crypto B8 F B 5 £

Bt T4 cat /proc/crypto | grep rk HJ AEH RGuiA A0 RK fgif: crypto =7
1)

TE?S@H%W%Eicrypto
BECG R A,

*ETEilzﬂ?ﬂdﬁcrypto

(BArv1126 Y
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driver : pkcslpad(rsa-rk,sha256)

driver : rsa-rk

driver : hmac-sm3-rk
driver : hmac-md5-rk
driver : hmac-shab5l2-rk
driver : hmac-sha256-rk
driver : hmac-shal-rk
driver : sm3-rk

driver : md5-rk

driver : shabl2-rk
driver : sha256-rk
driver : shal-rk

driver : ofb-des3 ede-rk
driver : cfb-des3 ede-rk
driver : cbc-des3 ede-rk
driver : ecb-des3 ede-rk
driver : ofb-des-rk
driver : cfb-des-rk
driver : cbc-des-rk
driver : ecb-des-rk
driver : xts-aes-rk
driver : ctr-aes-rk
driver : cfb-aes-rk
driver : cbc-aes-rk
driver : ecb-aes-rk
driver : xts-smé-rk
driver : ctr-smé4-rk
driver : ofb-smé4-rk
driver : cfb-sm4-rk
driver : cbc-sm4-rk
driver : ecb-smé4-rk

T8I iy 4 cat /proc/tkerypto( 77 ZE AR T oA S,  IHIARIS A SCREZIIEE), 7] LAEE Frockehip cryptodk
ARG E . Bificrypto AR, clockf BIA=E, 4FTn] HIEE, DARCHATIRENIEAT I — 45
B, JFEEAKH TSI, (CRYPTO Versiond1"CRYPTO V3.0.0.0 multi" %7~ 24 57 & 3 Fferypto
TRZLR .

Rockchip Crypto Version: CRYPTO V2.0.0.0
use soft aesl92 : false

clock info:

aclk 350000000
hclk 150000000
sclk 350000000
pka 350000000

Valid algorithms:
CIPHER:
ecb (sm4
cbc (sm4
cfb

ofb

smé
m4
ctr (sm4
ecb
cbc

cftb

es

( )
( )
( )
( )
( )
( )
( )
( )

S
S
aes
a
a

es



ofb (aes

ctr (aes
ecb
cbc

)
)
)
)
cfb )

es
es
es
ecb (des3_ede)

cbc (des3_ede)
cfb (des3 ede)

(
(a
(d
(d
(d
ofb (des)
(
(
(
(

ofb (des3 ede)

AEAD:

gcm (smé4)

gcm (aes)
HASH:

shal

sha224

sha256

sha384

shab12

md5

sm3
HMAC:

hmac (shal)

hmac (sha256)

hmac (shab512)

hmac (md5)

hmac (sm3)
ASYM:

rsa

Statistic info:
busy cnt 1
equeue_cnt 28764
dequeue cnt 28765
done_ cnt 310710
complete cnt 28765
fake cnt 0
irg_cnt 310710
timeout cnt 0
error_cnt 0
last error 0
Crypto queue usage [0/50], ever max = 1, status:

3. MHEFK

3.1 user space Vi Fi#/4 hwrng

user space A1 W7 FAT DASRHR B AE A hwrng i i AOBEHLEL -

idle
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o LEHL kernel BB AT
o I librkerypto J H ()45 1

ER:

1. hwrng T 1SR BN VE M I0 J5 7T LA kernel random BXZNHEINE, hwrng P24 FIBENLE SN 2
random ZXZF1JE A . kernel ) random 33 & CSPRNG (Cryptography Secure Pseudo Random
Number Generator) , &fFA Z M5 APRHERT . R0 ST BEALEUR & 2R S s, 7l LAE

Y /dev/random B{# /dev/urandom i sk HYFENLE .

3.1.1 2B kernel IRZh 37 &

# kernel CLFFJ3 mg, 7E user space AJ DL BT A7 AR EEIBENL AL . Linux “F & 8B &

AN /dev/hwrng, Android “F & LT KN /dev/hw_random . ZHAILUIT:

#ifdef ANDROID

#define HWRNG NODE "/dev/hw_random"
#else

#define HWRNG NODE "/dev/hwrng"
#endif

RK RES rk get random(uint8 t *data, uint32 t len)
{

RK _RES res = RK CRYPTO SUCCESS;

int hwrng fd = -1;

int read len = 0;
hwrng fd = open (HWRNG NODE, O RDONLY, O);
if (hwrng fd < 0) {

E TRACE ("open %s error!", HWRNG NODE) ;
return RK_CRYPTO ERR GENERIC;

read len = read(hwrng fd, data, len);

if (read len != len) {
E TRACE ("read %s error!", HWRNG NODE) ;
res = RK CRYPTO ERR GENERIC;

close (hwrng fd);

return res;

3.1.2 i§ A librkcrypto API

%25 API 8: rk_get random.

3.2 user space A4 crypto

user space i il librkcrypto api 4 47 . A5 £ X} librkerypto FOAE F 568
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ER: MARTEFIA kemel FEEMF crypto 2B AT, B THE SHINTNES LT cryptoM A

T crypto LR I 512

3.2.1 & H TE
API RK3588 RK356x RV1109/1126
rk_crypto_mem_alloc/free y y \/
rk_crypto_init/deinit \/ \ \/
rk_get_random V 3 V
rk_hash _init/update/update virt/final \ Y v
rk_cipher_init/crypt/crypt virt/final S \ v
rk _ae init/set aad/set aad virt/crypt/crypt virt/final V \/ v
rk_rsa_pub_encrypt/priv_decrypt/priv_encrypt/pub_decrypt S \ v
rk_rsa_sign/verify N v v
rk_write_oem_otp_key S \ v
rk oem_otp key is written v v v
rk_set oem hr otp read lock V
rk oem_otp key cipher v \/
rk_oem otp key cipher virt S \ \/

3.2.2 FR A K 5t

3.2.21V1.2.0

V1.2.0 A librkeryptoE D e fk #ikernel LA T #2758 5, #ikernel cryptodk a5 B #7 2 LL R 448 i, 1]
BB e AN AT A

1. kernel 4.19

commit c255a0aa097afbf7£28e3c0770c5ab778e5616b2
Author: Lin Jinhan <troy.lin@rock-chips.com>
Date: Tue Sep 13 17:20:46 2022 +0800

crypto: rockchip: rk3326/px30 add aes gcm support

Signed-off-by: Lin Jinhan <troy.lin@rock-chips.com>
Change-Id: I175949554d4£573c63092841eef76765a69cc6b24

2. kernel 5.10

others

&b EL
fEe S
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commit 47e85085826daf6401265b803ac9ac7llbaebbb4
Author: Lin Jinhan <troy.lin@rock-chips.com>

Date: Tue Sep 13 17:20:46 2022 +0800
crypto: rockchip: rk3326/px30 add aes gcm support

Signed-off-by: Lin Jinhan <troy.lin@rock-chips.com>
Change-Id: I75949554d4f573c63092841eef76765a69cc6b24

323 FEEEM

o MMBEEMBMABEKE, EXEHMEHEEMERN B KEER —. i ECB/CBC %
3R block X175, CTS/CTR &M LIRS EHT FF 2K . APT A HOIEFEALEE,

s MEHHEHEERKR, ATRENE, BUEAED dma_fd FEHE\HEEED. BT
crypto RS2 4G UL IEZF AL, Rtk dma fd 5B buffer WAUE 4G DL ELZE S hE
(CMA) . A LUMEH] librkerypto $24EK) rk_crypto_mem AHISFEI 40, 7] LLE 47 H DRM N 1%
Sy i 1 BiA3 2] dma fd.

o CMATRE: T crypto A3 4G LN CMA bk, a0 R & H N EEE 4G, FEE
oM dts ' CMA IACE, 70 rk crypto mem BARBE D ELRLEN, (H2 N BCHMNAATELERH. LR
LA rk3588-android.dtsi *F- 5 A% A 0x10000000 Ay CMA [ gfiht (256MB 4k, REAEE
B0 5 0x00800000 S CMA IR/, AT LAARE SEBR 7 ZEHE T B 0. CMA ARG UL UL STk
Rockchip Developer Guide Linux CMA CN.

-—- a/arch/armé64/boot/dts/rockchip/rk3588-android.dtsi
+++ b/arch/arm64/boot/dts/rockchip/rk3588-android.dtsi
@@ -70,7 +70,8 @@

cma |
compatible = "shared-dma-pool";
reusable;
- size = <0x0 (8 * 0x100000)>;
+ //size = <0x0 (8 * 0x100000)>;
+ reg = <0x0 0x10000000 0x0 0x00800000>;

linux, cma-default;

}i

o ERAUTHEOR, FHIR TEE DJAETT A, TEE #HXHH R

Rockchip_Developer_Guide_TEE_SDK_CNBtiﬁo
rk_write_oem_otp_key
tk_oem otp key is written
rk _set oem_hr otp read lock
rk_oem_otp key cipher

tk_oem otp key cipher virt

e rk_set oem hr otp _read lock: XX E M key id A RK_OEM OoTP_KEY0/1/2 i}, WEMI)
JG, =M OTP XK B . By OTP XA NANS, I
Rockchip Developer Guide OTP CN SR, PR, B SEE H RK_OEM OTP_KEY3 .

* rk oem otp key cipher virt: R len \r KA % TEE R ERNERL W, R4 HARE
CORf &5 A TEE 2 EWFE, A len 5 KE 7T #8 LA R o
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3.2.4 BAESH

3.2.4.1 rk_crypto_mem

typedef struct {

void *vaddr;
int dma_fd;
ShSZCE size;

} rk crypto mem;

 vaddr - memory I HE
 dma_fd - memory X} N [1] dma fd FJ#7
e size - memory XI5 )/

3.2.4.2 rk_cipher_config

typedef struct {

uint32 t algo;
uint32 t mode;
uint32 t operation;
uint8 t key([64];
uint32 t key len;
uint8 t iv([1l6];
void *reserved;

} rk cipher config;

o algo- HykBA, WRK CRYPTO ALGO, SEPrEUEIEEILL API A NHE, T

o mode - HiEMH, WRK CIPIHER MODE, 3 #f ECB/CBC/CTR/CFB/OFB/

o operation - JIfF#E MR MRK _CRYPTO _OPERATION

o key - HHUIL, MMEH otp key FRIER TERL

o key len-key IJKJE (HA7: byte)

o iv-¥iRFE, % ECB &N, HAMXT, $4T rk_cipher crypt/crypt virt £xH3Z)
B¥riv, HTZXRpBOIHH

o reserved - T

3.2.4.3 rk_ae_config

typedef struct {

uint32 t algo;
uint32 t mode;
uint32 t operation;
uint8 t key[32];
uint32 t key len;
uint8 t iv[1l6];
uint32 t iv_len;
uint32 t tag len;
uint32_t aad_len;
uint32 t payload len;
void *reserved;

} rk_ae config;
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o algo- Bk, WRK CRYPTO ALGO, ¥F AES/SM4
o mode - HiEMH I, WRK CIPIHER MODE, % ¥ GCM/CCM
e operation - MR X RK_CRYPTO_OPERATION

o key- ZEAM, XMEH keyladder BAERT TEAL

o key len-key MK (FRAZ: byte)

o iv- WA &

o iv_len-iv KB (BA7: byte)

o tag len-tag MKJE (HA7: byte)

o aad len - aad FIKSE (FLAL: byte)

e payload len - payload K E (A7 byte)

o reserved - THiFd

3.2.4.4 rk_hash_config

typedef struct {

uint32 t algo;
uint8 t *key;
uint32 t key len;

} rk _hash config;

o algo- HEEA, WRK CRYPTO ALGO, 3¢# HASH/HMAC 2% % fii
o key - hash-mac %], H45 4 algo I HMAC KRR 53544 %%
e key len-key PJKJE (HA7: byte)

3.2.4.5rk_rsa_pub_key

typedef struct {

const uint8 t *n;
const uint8 t “@8
uintl6e t n_len;
uintl6 t e len;

} rk rsa pub key;

o n-HiK, 5O0penSSLAHE, Ktk
o e- 18, S5OpenSSLAHIA, Ktz
e n_len - HIKIKSE
o e len- R

3.2.4.6 rk_rsa_pub_key_pack

typedef struct ({
enum RK RSA KEY TYPE key type;
rk rsa pub key key;

} rk rsa pub key pack;

e key_type - ZEHIA, WRK RSA KEY TYPE, XRFHISCHBIMOTP_KEY N 5 i% U8,
librkerypto2 K A& NI EH, IR otp key & B 2 Ja FHEH] -
o key- AANE, Mrk rsa_pub_key
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3.2.4.7 rk_rsa_priv_key

typedef struct ({

const uint8 t *n;
const uint8 t *e;
const uint8 t *d;
const uint8 t 98
const uint8 t @9
const uint8 t *dp;
const uint8 t *dqg;
const uint8 t ok
uintl6 t n len;
uintl6 t e len;
uintl6_t d_len;
uintl6 t p_len;
uintl6 t q len;
uintl6e t dp len;
uintle_t dg_len;
uintl6 t gp_len;

} rk rsa priv key;

o n-HiK, 5O0penSSLAHE, Ktk

o c-f5%, S5OpenSSLAHMF, Kimiizt

o d-fixItLE, BIFE. S5O0penSSLAHME, KimHzt
e p- Ak

o q-Tik

o dp- Wik

o dq- "k

e qp- Ak

o len- SPMTUEMKEFE, WEAFER.

3.2.4.8 rk_rsa_priv_key pack

typedef struct {
enum RK RSA KEY TYPE key type;
rk rsa priv_key key;

} rk rsa priv key pack;

o key type - HHIA, WRK RSA KEY TYPE, SZHFUISCEFIFOTP KEY I & %5 SC %4,
librkeryptoz= ¥ & N I%5H, FIXT R otp key & HAR % 2 Ja FHE A
o key- AN, Mrk rsa priv_key

325 E

3.2.5.1 RK_CRYPTO_ALGO

/* crypto algorithm */
enum RK CRYPTO ALGO {
RK_ALGO CIPHER TOP = 0x00,
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RK_ALGO_AES,
RK_ALGO_DES,
RK_ALGO_TDES,
RK_ALGO_SM4,
RK_ALGO CIPHER BUTT,

RK_ALGO HASH TOP = 0x10,
RK_ALGO MD5,
RK_ALGO_ SHAL,
RK_ALGO_ SHA256,
RK_ALGO SHA224,
RK_ALGO SHA512,
RK_ALGO SHA384,
RK_ALGO SHA512 224,
RK_ALGO SHA512 256,
RK_ALGO_SM3,
RK_ALGO_HASH BUTT,

RK_ALGO HMAC TOP = 0x20,
RK_ALGO_ HMAC MD5,
RK_ALGO HMAC SHAIL,
RK_ALGO HMAC SHA256,
RK_ALGO HMAC SHA512,
RK_ALGO HMAC SM3,
RK_ALGO CMAC AES,
RK_ALGO CBCMAC_ AES,
RK_ALGO CMAC SM4,
RK_ALGO_ CBCMAC SM4,
RK_ALGO HMAC BUTT,

3.2.5.2 RK_CIPIHER_MODE

/* crypto mode */

enum RK_CIPIHER MODE {
RK_CIPHER MODE_ECB = 0x00,
RK_CIPHER MODE CBC,
RK_CIPHER MODE_CTS,
RK_CIPHER MODE CTR,
RK_CIPHER MODE_CFB,
RK_CIPHER MODE OFB,
RK_CIPHER MODE_XTS,
RK_CIPHER MODE_CCM,
RK_CIPHER MODE_GCM,
RK_CIPHER MODE_BUTT

3.2.5.3 RK_OEM_HR_OTP_KEYID
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enum RK OEM OTP KEYID {
RK_OEM OTP KEYQ = 0,
RK_OEM OTP KEY1,
RK_OEM OTP KEY2,
RK_OEM OTP KEY3,

RK_OEM OTP_KEY FW = 10,
RK OEM OTP KEYMAX

3.2.5.4 RK_CRYPTO_OPERATION

/* Algorithm operation */
#define RK_OP CIPHER ENC 1
#define RK OP_CIPHER DEC 0

3.2.55 RK_RSA_KEY_TYPE

enum RK RSA KEY TYPE {
RK_RSA KEY TYPE PLAIN = O,

RK_RSA KEY TYPE KEY0 ENC = RK_OEM OTP KEYO +1,

RK_RSA KEY TYPE KEY1 ENC,
RK_RSA KEY TYPE KEY2 ENC,
RK_RSA KEY TYPE KEY3 ENC,
RK_RSA_KEY TYPE MAX,

3.2.5.6 RK_RSA_CRYPT PADDING

enum RK_RSA CRYPT PADDING ({

RK_RSA CRYPT PADDING NONE = 0x00,
RK_RSA CRYPT PADDING BLOCK TYPE O,
RK_RSA CRYPT PADDING BLOCK TYPE 1,
RK_RSA CRYPT PADDING BLOCK TYPE 2,
RK_RSA CRYPT PADDING OAEP SHAI,
RK_RSA CRYPT PADDING OAEP SHA224,
RK_RSA CRYPT PADDING OAEP SHA256,
RK_RSA CRYPT PADDING OAEP SHA384,
RK_RSA CRYPT PADDING OAEP SHA512,
RK_RSA CRYPT PADDING PKCS1 V1 5,

3.2.5.7 RK_RSA_SIGN_PADDING

//key id of

/*
/*
/*
/*
/~k
/*
/*
/*
/*
/*

fw_encryption key

without padding */

PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1

block type 0 padding*/
block type lpadding*/

block type 2 padding*/
RSAES-OAEP-SHAL padding*/
RSAES-OAEP-SHA224 padding*/

RSAES-OAEP-SHA256
RSAES-OAEP-SHA384
RSAES-OAEP-SHA512
RSAES-PKCS1 V1 5

padding*/
padding*/
padding*/
padding*/
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enum RK_RSA SIGN PADDING {

RK_RSA SIGN PADDING PKCS1 V15 SHAl = 0x100,/* PKCS#1 RSASSA PKCS1 V15 SHA1
signature*/

RK_RSA SIGN PADDING PKCS1 V15 SHA224, /* PKCS#1 RSASSA PKCS1 V15 SHA224
signature*/

RK_RSA_SIGN_PADDING_PKCS1 V15 SHA256, /* PKCS#1 RSASSA PKCS1 V15 SHA256
signature*/

RK_RSA SIGN PADDING PKCS1 V15 SHA384, /* PKCS#1 RSASSA PKCS1 V15 SHA384
signature*/

RK_RSA SIGN PADDING_PKCS1 V15 SHA512,  /* PKCS#1 RSASSA PKCS1 V15 SHA512
signature*/

RK_RSA SIGN PADDING PKCS1 PSS SHAl, /* PKCS#1 RSASSA PKCS1 PSS SHAL
signature*/

RK RSA SIGN PADDING PKCS1 PSS SHA224, /* PKCS#1 RSASSA PKCS1 PSS SHA224
signature*/

RK_RSA SIGN PADDING PKCS1 PSS SHA256, /* PKCS#1 RSASSA PKCS1 PSS SHA256
signature*/

RK_RSA SIGN PADDING PKCS1 PSS SHA384, /* PKCS#1 RSASSA PKCS1 PSS SHAl
signature*/

RK_RSA_SIGN_PADDING_PKCS1 PSS_SHA512,  /* PKCS#1 RSASSA PKCS1 PSS _SHA256
signature*/

}i

3.2.5.8 HAhH &

/* Algorithm block length */

#define DES BLOCK SIZE 8
#define AES BLOCK SIZE 16
#define SM4 BLOCK SIZE 16
#define SHA1 HASH SIZE 20
#define SHA224 HASH SIZE 28
#define SHA256 HASH SIZE 32
#define SHA384 HASH SIZE 48
#define SHA512 HASH SIZE 64
#define MD5 HASH SIZE 16
#define SM3 HASH SIZE 32
#define AES AE DATA BLOCK 128
#define MAX HASH BLOCK SIZE 128
#define MAX TDES KEY SIZE 24
#define MAX AES KEY SIZE 32
#define MAX AE TAG SIZE 16
#define RSA BITS 1024 1024
#define RSA BITS 2048 2048
#define RSA BITS 3072 3072
#define RSA BITS 4096 4096
#define MAX RSA KEY BITS RSA BITS 4096

#define RK_CRYPTO MAX DATA LEN (1 * 1024 * 1024)

3.2.6 API

3.2.6.1 $dE KA
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typedef
typedef

uint32 t RK_RES;
uint32 t rk handle;

3.2.6.2 iR [Al &

/* API return codes */

#define RK CRYPTO SUCCESS 0x00000000
#define RK_CRYPTO ERR GENERIC 0xF0000000
#define RK _CRYPTO ERR PARAMETER 0xF0000001
#define RK_CRYPTO ERR_STATE 0xF0000002
#define RK_CRYPTO ERR NOT SUPPORTED 0xF0000003
#define RK _CRYPTO ERR OUT OF MEMORY 0xF0000004
#define RK_CRYPTO ERR ACCESS DENIED 0xF0000005
#define RK_CRYPTO ERR BUSY 0xF0000006
#define RK_CRYPTO ERR TIMEOUT 0xF0000007
#define RK_CRYPTO ERR UNINITED 0xF0000008
#define RK_CRYPTO ERR KEY 0xF0000009
#define RK_CRYPTO ERR VERIFY 0xF000000A
#define RK_CRYPTO ERR_PADDING 0xF000000B
#define RK_CRYPTO ERR PADDING OVERFLOW 0xF000000C
#define RK_CRYPTO ERR MAC INVALID 0xF000000D

3.2.6.3 rk_crypto_mem_alloc

rk crypto mem *rk crypto mem alloc(size t size);

hee
i —H N AE, JRIE rk crypto mem, & WAZFERMIER dma fd (5 ..
ZH

o [in] size - i HIE WAE KD
o [out] memory - IR BTN FA L, Dlrk crypto_mem

L. HE A RV I KB RIS T kernel CMA buffer K /N AR AS R AL o

3.2.6.4 rk_crypto_mem_free

void rk crypto mem free(rk crypto mem *memory);

TR
%%ﬁﬁﬁﬁfirk_crypto_mem_allocfﬁiﬁﬁgpqzﬁo
ZH

e [in] memory - WAFHhE, Tk crypto_mem

3.2.6.5 rk_crypto_init
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RK RES rk crypto init(void);

Thig
crypto HI#aAL, BIUNST I B4 19 RisE

ZH

&

3.2.6.6 rk_crypto_deinit

void rk crypto deinit(void);

Th g
FETK crypto FASR TR, Q5% AR #5619 ) 56
ZH

&

3.2.6.7 rk_hash_init

RK RES rk hash init(rk hash config *config, rk handle *handle);

Thee
¥IUE4K hash B3, #H MD5/SHA1/SHA224/SHA256/SHA384/SHAS512/SM3.

ZH

e [in] config - hash/hmac it &
o [out] handle - hash/hmac

L. init PJf5, T rk_hash update() 2 RIIAT, #BLZUMA rk_hash final() #HSAHRK
2. 42k init 32 ] RK_CRYPTO_ERR_BUSY, MIULEAYFIT & ALFFZ 242, [ER H A2 — 1 handle

ETAE. FFEERFIT— handleBEiRs, 7 BEinit B i #7 ¥ handle.

3.2.6.8 rk_hash_update

RK RES rk hash update(rk handle handle, int data fd, uint32 t data len);

T R
U dma fd FERAE NN, 115 hash/hmac 5, SZHROHZ IR,

ZH

* [in] handle- hash/hmac 1)
e [in] data fd - #5115 hash/hmac F)— 41 5dE KA


af://n6257
af://n6265
af://n6281

e [in] data_len - data FIH&E (HLA7: byte)

1. handle A2 rk hash init () #IgHk.
2. LA 2RI, 2 RN TR BT 50 A 1 Hdhs
3. 4 data ARG — B, WEIEKE data_len %200 64 FATXTF, B fa—4LEE TE UL R

3.2.6.9 rk_hash_update_virt

RK_RES rk_hash_update_virt(rk_handle handle, uint8 t *data, uint32 t data len);

o i
B A MO PN, 5T hash (8, SCRFAMILE KB
B

e [in] handle - hash/hmac FJ##
o [in] data - £ 15 hash/hmac f—ZH %5
e [in] data_len - data FIH&E (HL47: byte)

ER

1.handkfZéﬁgéfirkihashiinit()%Uﬁé4tc
2. o LAy Z IR, 2 MR ON 5 BT BRE A  HE
3. % data ANt d)n—HEHE, NIBIEKE data len 40 64 FH0FF, feda —HEE LIRS .

3.2.6.10 rk_hash_final

RK_RES rk_hash_final(rk_handle handle, uint8 t *hash);

T g

ARHX hash/hmac 8, FETHESERTA KBRS, XA D3RR 4 ) hash/hmac {8, FFRECFIRE. 40
RAETHHS RS, FFEP WA, 2 A 1Z3% 1 455K hash 755

ZH

e [in] handle- hash/hmac )4/
e [out] hash - % tH ¥] hash/hmac (¥

EE
1. handle A2 rk hash init () #IGHk.

2. A7 TG A5 BRI A A7 hash KN AUR T4 T A K .

3.2.6.11 rk_cipher_init

RK RES rk cipher init(rk cipher config *config, rk handle *handle);

Thhe

SRR H LRI IA1k, SCH TDES/AES/SM4, 3 ## ECB/CBC/CTR/CFB/OFB.
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BH

o [in] config - &k, B0, %A, iv &, Wrk_cipher config
* [out] handle - cipher fJ handle

EE

1. init SN 5, TCik rk cipher crypt/crypt virt() BB IhHAT, # AT A
rk cipher final() B S AH R BE IR

3.2.6.12 rk_cipher_crypt

RK RES rk cipher crypt(rk handle handle, int in fd, int out fd, uint32 t len);

Thig
PRI dma_fd Fodfs A5 F N R 7 2 SRVE AT I
ZH

e [in] handle - cipher [ handle

e [in] in_fd - i N\ K03

o [out] out fd - fy iR

e [in] len - A AEHE K SE (BN byte)

1. handle IS rk_cipher init () HIUEL.
2.in_fd AT LAFI out fd AHIF], B SZ R M0 fg 2
3. IMESERZ G, tk_cipher config (Fivas i B8 . HE Z IR, BInIseilsr B .

3.2.6.13 rk_cipher_crypt_virt

RK RES rk cipher crypt virt(rk handle handle, const uint8 t *in, uint8 t *out,
uint32 t len);

Thag
PRUATRE UL Hh b1k 54 1 O Pk L SR AT I A 3
ZH

e [in] handle - cipher /] handle

o [in] in - AR buffer

o [out] out - fi th 545

[in] len - S NEHE K E (A7 byte)

1. handle A2 rk cipher init () ¥,
2. in Al out AT LAGARIRIHE, R SCRR g .
3. UFHRSERZ S, 1k _cipher configh v B . HE LKA, RISl B A .

3.2.6.14 rk_cipher_final
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RK RES rk cipher final(rk handle handle);

HhEE
SRR BE, SRS, 15ER handle.
S8

e [in] handle - cipher /] handle, %ZIZId rk_cipher init () HIUHL.

3.2.6.15 rk_get_random

RK RES rk get random(uint8 t *data, uint32 t len)

T g
M HWRNG FHUE 7 KR RIREHLAL
ZH

o [out] data - % H FIBENLEL
o [in]len - T BRI AIBEN B KE (AL byte)

3.2.6.16 rk_write_oem_otp_key

RK RES rk write oem otp key(enum RK OEM OTP KEYID key id, uint8 t *key,
uint32 t key len);

Thae

fEE ]SS 248 7€ 1) OEM OTP [X 15,
OEM OTP HIAHIHEFPEGLRE, T Rockchip Developer Guide OTP CN RS,

ZH

o [in] key_id - K EEH] key XIHZ T
o [in] key - Z 4481 3T
e [in] key_len - M SCKEE (FRAL: byte)

1. key_id BRIAZFFE R oM oTP KEYO - 3 3L 4 NEEH, X rv1126/rv1109, FHMSCHF key id M
RK_OEM_OTP KEY FW [fJ%%]. RK OEM OTP KEY FW N BootROM fi#% loader i} ()54,
rk_oem_otp_key_cipher_virt%g[j35%%ﬁﬁiz4\%ﬁ%ﬁéﬁﬁ&ﬂké?%ﬁ?ﬁﬂﬂﬁg%ﬁo

2. %} F RK OEM OTP KEY FW, key len {{3CHF 16, %THABEH, key len SCHF 16 24, 32,

3.2.6.17 rk_oem_otp_key_is_written

RK RES rk oem otp key is written(enum RK OEM OTP KEYID key id, uint8 t

*is written);

Th e
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FIWrE P2 T D5 AR E ) OEM OTP X1,
OEM OTP [HJAHIHFEBEHI, T Rockchip Developer Guide OTP CN X%,

ZH

e [in] key_id - ¥ Z 5 key X iz 5] .
e [out] is_written - FIWT 2 E A BAMH, 1 LREEAN, 0 LR-KEAN.

IR B
YR [AME A #define RK_CRYPTO SUCCESS 0x00000000 HF, is written {4 & Lo

RK3588 V- 5L 2> HI key_id /27544 lock, #% B key_id #% lock M <xiR [A1 1% #define
RK_CRYPTO ERR ACCESS DENIED 0xF0000005 o

ER

1. key id BRIAZHF Rk 0EM OTP KEYO - 3 L4 ANEH, WFTF rv1126/rv1109, HAMCH key id N
RK_OEM OTP_KEY FW FIZ4,

3.2.6.18 rk_set_oem_hr_otp_read_lock

RK RES rk set oem hr otp read lock(enum RK OEM OTP KEYID key id);

T he

BLEIRE OEM OTP XK [1 read lock #5i5, BEMEIE, ZXEIEIEEHE, I HizXKE O A 8dE
CPU AR 12, Al@It rk_oem otp key cipher virt B MEHEH.
OEM OTP HIFHRHFFE B, M Rockchip Developer Guide OTP CN (A%,

28

e [in]key id - % B E 1 key id, HF RK OEM OTP KEYO - 3

3.2.6.19 rk_oem_otp_key_cipher

RK RES rk oem otp key cipher (enum RK OEM OTP KEYID key id, rk cipher config

*config,
int32 t in fd, int32 t out fd, uint32 t len);
Yk
4% OEM OTP [X S04, LA dma fd (1772, HET cipher Bk H 5.

W
<

o [in] key_id - ¥4 B M otp key K5I

o [in] config - ik, M. P, v

e [in]in_fd - fFil- S AR, CRFERT out fd, B[ SCRR AR 2
 [out] out fd- FiHit5&E LR

[in] len - S N F0 H AR 0K E (BAA7: byte)

ER

1. key_id BRIACRF RR OEM OTP KEYO - 3, XtF rv1126/rv1109, #i4MLHF RK OEM OTP KEY FW .
2. B S HF AES/SM4-ECB/CBC/CTS/CTR/CFB/OFB.
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3K SRR 164 240 32 7, AR tv1109/v1126 PG, FHKEMN TR 164 32, Hkey id N
RK_OEM_OTP KEY FW I ZH KN H#E 16,
4.in_fd 5 out_fd A] LLAHIE], B SR INAR 2 .

3.2.6.20 rk_oem_otp_Kkey_cipher_virt

RK RES rk oem otp key cipher virt(enum RK OEM OTP KEYID key id, rk cipher config

*config,
uint8 t *src, uint8 t *dst, uint32 t len);
iR
3Pt OEM OTP X[ 4], AT cipher HLUHHL.
2H

e [in] key_id - FF A1 otp key =5l

e [in] config - ik, izl . ivEE

o [in] src - RFUHS AR 1 buffer

[out] dst - 1T 545 R K buffer

o [in] len - H A% H 500 buffer K E CBRAL: byte)

T
1. key id BRiAZHF R 0EM oTP KEYO - 3, XfF rv1126/rv1109, Fi4SZHF RK OEM OTP KEY FW .
2. FiE A S AES/SM4-ECB/CBC/CTS/CTR/CFB/OFB.
3 AR E R 164 240 32 T, A v1109/v1126 P&, BHKEG R 164 32, Hkey id N
RK_OEM OTP KEY FW B ZEHKENZHE 16,
4. src 55 dst AT LA R L, B SRR IR A
5. BN buffer K len BRIMRKSZFE IMB, X rv1126/rv1109, len 5 K %14 S00KB.

3.2.6.21 rk_ae_init

e
AEADE L IWIA, ST AES/SM4, 4RI STHE GCMARR.
S8

o [in] config - - Hik. A FH. iv. aadKfE. tagkF &, Wik ae config
e [out] handle - AEADH] handle

=22
EE

init BRINJE, TWRIESE B MINHAT, LR rk_ae final () HHEBAHR B,

3.2.6.22 rk_ae_set_aad

RK RES rk ae set aad(rk _handle handle, int aad fd);

Thee

W dma_fd FdE 5 Baad S 4.
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BH

e [in] handle - cipher [ handle
e [in] aad fd - aad%i N\ E4E

l.handkfzeﬁééfirk_ae_init()%Uﬁﬁﬁto

2. HHirk_ae set aadft—{Kinit/5 R BEH—IK, A LHFradd B2 IRE#Hi. ZIRFEH2FHaddIHE
AW a5, DU — I A Jaad_fd ik,

3.2.6.23 rk_ae_set_aad_virt

RK RES rk ae set aad virt(rk handle handle, uint8 t *aad virt);

Thge
PR RE AUk i 15 B aad B diE
ZH

e [in] handle - cipher [#J handle
e [in] in - aad%ii A% buffer

ER

1. handle M2 rk_ae init () WHEML.
2. Btk _ae_set_virt?E—{Kinit/5 N BETIH —IK, A3CFFadd/rBEE IREH . £ IRFEH 2 T addf N
AW o, DA S — K FH buffer A .

3.2.6.24 rk_ae_crypt

RK RES rk ae crypt(rk handle handle, int in fd, int out fd, uint32 t len,
uint8 t *tag);

B5) )15
F2UR dmafd 4 14 F AEAD S AT I 25 FI TAG T 5/ 560 0E

BH

e [in] handle - aef] handle

e [in]in_fd - % N EdE

[out] out_fd - %t vH 445 3

[in] len - SIAKAR AR (FA7: byte)

o [in/out] tag - NS, tagNout. HFFHI, taghin.

1. handle AZNEIT rk_ae init () PIEHL.
2.in_fd WA out_fd AHIR], B SRR g
3 SRR B 2 R

3.2.6.25 rk_ae_crypt_virt
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RK RES rk ae crypt virt(rk handle handle, const uint8 t *in, uint8 t *out,
uint32 t len, uint8 t *tag);

il

SRR AL i 200 £ P AEAD SEEA AT I 2 o

¥

e [in] handle - ae f#] handle

e [in] in - I A\ Z(¥E buffer

o [out] out - fy i S 45 R

e [in] len - B AEHE K E (HAL: byte)

* [in/out] tag - HJINERT, tagiout. HMEEES, taghin.

LER
1. handle AZM&IT rk_ae init () FILH.

2. in A AR out g AR [RIHBE, B SRR R IN AR5 -
3 AR B A

3.2.6.26 rk_ae_final

RK RES rk ae final(rk handle handle);

ThRE
AEADH®E, 50115, 1&5ER handle.
S 3

e [in] handle - ae [ handle, WAL rk ae init () PGk,

3.2.6.27 rk_rsa_pub_encrypt

RK RES rk rsa pub encrypt(const rk rsa pub key pack *pub, enum
RK RSA CRYPT PADDING padding, const uint8 t *in, uint32 t in len, uint8 t *out,

uint32 t *out len);

T he
il AP B REAT A, SCREIN T
ZH

e [in] pub - rsafI AEME R, Ulrk rsa pub key pack

e [in] padding - MN# AKX, WRK _RSA CRYPT PADDING

e [in] in - f N ELHE

e [in]in_len - NI (AL byte) , HIAZIE IS KR 2k B4R
RK CRYPTO_ERR PADDING OVERFLOW

* [out] out - AN f5 HIEHE

e [out] out_len - JN% J5 MEHE K E
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E&

1. pub b ZUIERBCE, it W] AT L8 fkey 2 IS0, LR OTP KEY I G 0% 30, 1P PR 0 2 )
(RIfEERT -
2. ANHERE IR 0 g o

3.2.6.28 rk_rsa_priv_decrypt

RK RES rk rsa priv decrypt(const rk rsa priv key pack *priv, enum
RK_RSA CRYPT PADDING padding, const uint8 t *in, uint32 t in len, uint8 t *out,

uint32 t *out len);

TR
{F A FLVEAXT AR AT IR, X FFPADDINGHENT
S8

o [in] priv - rsafJAEHE S, Jlrk rsa_priv_key_pack

e [in] padding - DN IH AKX, FEEINERATHKE A8, WRK RSA CRYPT PADDING
[in] in - i NEHE

e [in]in_len - FIABIEAKEE (BA7: byte)

[out] out - FAZHRFE 5 1)K

o [out] out_len - fift % J5 AR K FE

EE
1. priv AAUERGE, $5 W] AT L8 Kkey /R I SC, B2Z0TP KEYINE G HIE X, &P BRI % ]

IR -
2. ANHERE IR 0 e

3.2.6.29 rk_rsa_priv_encrypt

RK RES rk rsa priv _encrypt(const rk rsa priv key pack *priv, enum
RK_RSA CRYPT PADDING padding, const uint8 t *in, uint32 t in len, uint8 t *out,

uint32 t *out len);

Thae
AL B AT IR, SCRPINE SR TE .
ZH

o [in] priv - rsafJAEHE S, Jlrk rsa priv_key_pack

e [in] padding - IN#IHFEAK K, WRK _RSA CRYPT PADDING

e [in]in - W NEHE

o [in]in len - B ABHEIKE (FAAL: byte) , HABEREIT KoK 2R A4S
RK_CRYPTO_ERR_PADDING OVERFLOW

* [out] out - AN &5 1 £ s

* [out] out len - JI% J5 MO K &

L. privisb UL BCE, 17U H%E key 2 IS0, IL/ROTP KEY N JG (% 30, 12D R # 1
IR -
2. AHERE IR MDA
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3.2.6.30 rk_rsa_pub_decrypt

RK RES rk rsa pub decrypt(const rk rsa pub key pack *pub, enum
RK _RSA CRYPT PADDING padding, const uint8 t *in, uint32 t in len, uint8 t *out,
uint32 t *out len);

Thae
i AP B AT 5, SCRFPADDING#AT
S8

e [in] pub - rsaJ AEHE R, Jrk_rsa_pub_key_pack

e [in] padding - INE A, FHESINBRAEH Ok —F. WRK_RSA_CRYPT PADDING
e [in] in - F N\ EHfE

e [in]in_len - SAEHE K (HAL: byte)

* [out] out - AR J5 IR

e [out] out_len - % J5 I EHE K &

1. pub b ZUIEBCE, 7 2 HT L8 fkey 2 BISC, IR OTP KEYINE & (% 30, 10 B & i & 4]
IR -
2. AHERE IR MDA

3.2.6.31 rk_rsa_sign

RK RES rk rsa sign(const rk rsa priv key pack *priv, enum RK RSA SIGN PADDING
padding, const uint8 t *in, uint32 t in len, const uint8 t *hash, uint8 t *out,
uint32 t *out len);

Thag
A5 FHALI ) g A\ B5cHE Shash i BLIEAE A MR AL A ffIhash{E, #4724 .
ZH

e [in] priv - rsafIFAEAE S, Mrk rsa priv_key pack

e [in] padding - 254 #7438, WRK _RSA SIGN _PADDING

o [in]in- fEEARIEYE (ATiE) , SCRFSCSHhash, &4

e [in]in_len - %A HIHIKLEE (FRAL: byte)

e [in] hash- P57 {H (AR , MIWHEAFIEFCEAKE, SR EENGAEITES
* [out] out - FAEAZE 4 5 1 £ dE

* [out] out_len - 254 J5 AR K &

1. privi UER R B, FEI AL IS Mkey 2 WS, E20TP KEYINE G INE L, ZBBEHmEH
(RIARAT -

2. %in = NULL && hash == NULLK}, %8 2:%6Xfintt % hash{d (hashf5i% HHpadding#% XA E)
SR J5 B 4t hash{B 47 padding fJ5 2544

3. Mhash != NULLHK}, 1% 114 B XL Nhash{E T padding f5 % 4

3.2.6.32 rk_rsa_verify
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RK RES rk rsa verify(const rk rsa pub key pack *pub, enum RK RSA SIGN PADDING
padding, const uint8 t *in, uint32 t in len, const uint8 t *hash, uint8 t *sign,

uint32 t sign_len);

P A IR A 40 07305
5%

e [in] pub - rsafI AHE R, Wrk rsa pub_key pack

e [in] padding - 22 A N, FTESHEANEHMKE A2 WRK_RSA SIGN_PADDING
e [in]in- AW FEMEEIE (k)

e [in]in_len - B4 W R IEHHIE K E (BRAL: byte)

e [in] hash - 2% PR A (PTiE)

o [in] sign - 2 & H 4

e [in] sign_len - 2 A XK (A7 byte)

EE

1. pubW A IER L E, 48U MaTfL 3 key & B0, E/ZOTP KEYMNZ JG L, ZA RS
(AT o

2. *in 1= NULL && hash == NULLI, 1% F 225Xt intt Hhashff (hash$%:4 paddinghs X E)
SR G B X thash{E #7162 .

3. Hhash = NULLK}, %4 04 H 854 ANhash{H i TI025

3.2.7 debugH &

2 Hilibrkerypto ] H &R 73 LR JLAN ]

enum RKCRYPTO TRACE LEVEL ({

TRACE TOP = 0,
TRACE_ERROR =1,
TRACE INFO = 2,
TRACE DEBUG = 3,
TRACE VERBOSE = 4

14

TRACE_BUTT,
}i

BRANTRACE_INFO, ] L i B I 5 A 7 AUB e H S HIZ00) (5 Z A librkerypto PR IN % 2 Hi 15
BIFASRAREASEND , WAl LITErk crypto_initZ BT idrkerypto_set trace leveld [REATHE .

Android:
setprop vendor.rkcrypto.trace.level 1/2/3/4
Linux:

export rkcrypto trace level=1/2/3/4

4. T4 crypto PEBEEIE
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4.1 uboot ETEH crypto PEEEEIE

4.1.1 crypto v1 M BE I

WA Cuboot rk3399) :
BH4h: CRYPTO CORE =200M, AN[EIES A ) e e AR s A5 AN )

CIPHER/HASH 5 35 1% 8 3R, :

Hik S {& (MBps) # {6 (MBps)
DES RIS <=94
TDES R <=31
AES-128 R <=290
AES-192 R <=246
AES-256 R <213
MD5 125 <196
SHAI 125 <158
SHA256 125 .
RSA 5% 1% G2 9«
RSA 5% K B (nbits) NN FL AR (ms)
2048 8/632

4.1.2 crypto v2 TEREEIE

MR T (uboot rvl126)
Bf##: CRYPTO CORE =200M, CRYPTO PKA=300M, DDR=786M
Hash/HMAC: SIEIER 128M (%t S5 4aM s

DES/3DES/AES/SM4: &304k 128M 0dE, AR 4M FIHISCRT 4M 11 aad 2085
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g B, SCMHE (MBps) B i{E (MBps)
N 185 195
SHal 147 155
HASH /HMAC SHAZEG /224 183 195
SHAR12 /5984 ,/612 224 /512 258 288 316
SM3 185 -
S ECE 289 362
CEC /CFE/OFE 7o ga
ECE 107 115
s CEC/CFE/OFE 27 20
ECE/CTR/XTS 447 442 | 438 1066 | 914 | so0
CHC/CFE/OFE/CTS 234 204 | 180 266 | 228 | 200
o CMAC /CEC_MAC 246 | 212 | 186 | 266 | 228 | 200
(128 | 192 | 258)
CCM{datataad) 180 | 182 | 148 -
GCM(datataad) 196 | 184 | 174 -
ECE/CTR/¥TS 320 =
CEHC /CFE/UFE/CTS a7 =
SMd CMAC /CBC_MAC g0 &
CCM{datataad) 1586 =
GCM I datataad) 114 =
RSA W3R FiE: A rsakey, B8 n, e, d, AT INESAfEE MR
MERMIR: FEW=d e %n
fREN R : L =d"d%n
= S AN RS B (8] {ms)
hoEs F1
ESa-1024 —
R 12
e 1
RSa-2045 ==
B E
hoiss 1
RS4-3072 =
R 504
e 2
RESa-4005 —
BE 710

5. References

6. B 3%

6.1 Ri&
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